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© 1995-2013 Cogent Real-Time Systems, Inc. All rights reserved.

Information in this document is subject to change without notice. No part of this document may be reproduced or transmitted in any form or by
any means, electronic or mechanical, for any purpose, without the express written consent of Cogent Real-Time Systems, Inc.

Cogent Real-Time Systems, Inc. assumes no responsibility for any errors or omissions, nor do we assume liability for damages resulting from the
use of the information contained in this document.

Trademark Notice

Cascade DataHub, Cascade Connect, Cascade DataSim, Connect Server, Cascade Historian, Cascade TextLogger, Cascade NameServer, Cascade
QueueServer, RightSeat, SCADALisp and Gamma are trademarks of Cogent Real-Time Systems, Inc.
All other company and product names are trademarks or registered trademarks of their respective holders.

END-USER LICENSE AGREEMENT FOR COGENT SOFTWARE

IMPORTANT - READ CAREFULLY: This End-User License Agreement ("EULA") is a legal agreement between you (either an individual or a
single entity) and Cogent Real-Time Systems Inc. ("Cogent") of 162 Guelph Street, Suite 253, Georgetown, Ontario, L7G 5X7, Canada (Tel:
905-702-7851, Fax: 905-702-7850), from whom you acquired the Cogent software product(s) ("SOFTWARE PRODUCT" or "SOFTWARE"),
either directly from Cogent or through one of Cogent’s authorized resellers.

The SOFTWARE PRODUCT includes computer software, any associated media, any printed materials, and any "online" or electronic
documentation. By installing, copying or otherwise using the SOFTWARE PRODUCT, you agree to be bound by the terms of this EULA. If you
do not agree with the terms of this EULA, Cogent is unwilling to license the SOFTWARE PRODUCT to you. In such event, you may not use or
copy the SOFTWARE PRODUCT, and you should promptly contact Cogent for instructions on return of the unused product(s) for a refund.

SOFTWARE PRODUCT LICENSE

The SOFTWARE PRODUCT is protected by copyright laws and copyright treaties, as well as other intellectual property laws and treaties. The
SOFTWARE PRODUCT is licensed, not sold.

1. EVALUATION USE: This software is distributed as "Free for Evaluation”, and with a per-use royalty for Commercial Use, where "Free for
Evaluation" means to evaluate Cogent’s software and to do exploratory development and "proof of concept" prototyping of software
applications, and where "Free for Evaluation" specifically excludes without limitation:

i. use of the SOFTWARE PRODUCT in a business setting or in support of a business activity,

ii. development of a system to be used for commercial gain, whether to be sold or to be used within a company, partnership, organization
or entity that transacts commercial business,

iii. the use of the SOFTWARE PRODUCT in a commercial business for any reason other than exploratory development and "proof of
concept" prototyping, even if the SOFTWARE PRODUCT is not incorporated into an application or product to be sold,

iv. the use of the SOFTWARE PRODUCT to enable the use of another application that was developed with the SOFTWARE PRODUCT,

v. inclusion of the SOFTWARE PRODUCT in a collection of software, whether that collection is sold, given away, or made part of a
larger collection.

vi. inclusion of the SOFTWARE PRODUCT in another product, whether or not that other product is sold, given away, or made part of a
larger product.

2.COMMERCIAL USE: COMMERCIAL USE is any use that is not specifically defined in this license as EVALUATION USE.

3. GRANT OF LICENSE: This EULA covers both COMMERCIAL and EVALUATION USE of the SOFTWARE PRODUCT. Either clause
(A) or (B) of this section will apply to you, depending on your actual use of the SOFTWARE PRODUCT. If you have not purchased a
license of the SOFTWARE PRODUCT from Cogent or one of Cogent’s authorized resellers, then you may not use the product for
COMMERCIAL USE.

A. GRANT OF LICENSE (EVALUATION USE): This EULA grants you the following non-exclusive rights when used for
EVALUATION purposes:



Software: You may use the SOFTWARE PRODUCT on any number of computers, either stand-alone, or on a network, so long as
every use of the SOFTWARE PRODUCT is for EVALUATION USE. You may reproduce the SOFTWARE PRODUCT, but only as
reasonably required to install and use it in accordance with this LICENSE or to follow your normal back-up practices.

Subject to the license expressly granted above, you obtain no right, title or interest in or to the SOFTWARE PRODUCT or related
documentation, including but not limited to any copyright, patent, trade secret or other proprietary rights therein. All whole or partial
copies of the SOFTWARE PRODUCT remain property of Cogent and will be considered part of the SOFTWARE PRODUCT for the
purpose of this EULA.

Unless expressly permitted under this EULA or otherwise by Cogent, you will not:

i. use, reproduce, modify, adapt, translate or otherwise transmit the SOFTWARE PRODUCT or related components, in whole or in
part;

i. rent, lease, license, transfer or otherwise provide access to the SOFTWARE PRODUCT or related components;

alter, remove or cover proprietary notices in or on the SOFTWARE PRODUCT, related documentation or storage media;
iv. export the SOFTWARE PRODUCT from the country in which it was provided to you by Cogent or its authorized reseller;

v. use a multi-processor version of the SOFTWARE PRODUCT in a network larger than that for which you have paid the
corresponding multi-processor fees;

vi. decompile, disassemble or otherwise attempt or assist others to reverse engineer the SOFTWARE PRODUCT,;

Vii.

circumvent, disable or otherwise render ineffective any demonstration time-outs, locks on functionality or any other restrictions
on use in the SOFTWARE PRODUCT;

viii. circumvent, disable or otherwise render ineffective any license verification mechanisms used by the SOFTWARE PRODUCT;

ix. use the SOFTWARE PRODUCT in any application that is intended to create or could, in the event of malfunction or failure,
cause personal injury or property damage; or

x. make use of the SOFTWARE PRODUCT for commercial gain, whether directly, indirectly or incidentally.

B. GRANT OF LICENSE (COMMERCIAL USE): This EULA grants you the following non-exclusive rights when used for
COMMERCIAL purposes:

Software: You may use the SOFTWARE PRODUCT on one computer, or if the SOFTWARE PRODUCT is a multi-processor version -
on one node of a network, either: (i) as a development systems for the purpose of creating value-added software applications in
accordance with related Cogent documentation; or (ii) as a single run-time copy for use as an integral part of such an application. This
includes reproduction and configuration of the SOFTWARE PRODUCT, but only as reasonably required to install and use it in
association with your licensed processor or to follow your normal back-up practices.

Storage/Network Use: You may also store or install a copy of the SOFTWARE PRODUCT on one computer to allow your other
computers to use the SOFTWARE PRODUCT over an internal network, and distribute the SOFTWARE PRODUCT to your other
computers over an internal network. However, you must acquire and dedicate a license for the SOFTWARE PRODUCT for each
computer on which the SOFTWARE PRODUCT is used or to which it is distributed. A license for the SOFTWARE PRODUCT may
not be shared or used concurrently on different computers.

Subject to the license expressly granted above, you obtain no right, title or interest in or to the SOFTWARE PRODUCT or related
documentation, including but not limited to any copyright, patent, trade secret or other proprietary rights therein. All whole or partial
copies of the SOFTWARE PRODUCT remain property of Cogent and will be considered part of the SOFTWARE PRODUCT for the
purpose of this EULA.

Unless expressly permitted under this EULA or otherwise by Cogent, you will not:

i. use, reproduce, modify, adapt, translate or otherwise transmit the SOFTWARE PRODUCT or related components, in whole or in
part;



i. rent, lease, license, transfer or otherwise provide access to the SOFTWARE PRODUCT or related components;

alter, remove or cover proprietary notices in or on the SOFTWARE PRODUCT, related documentation or storage media;

iv. export the SOFTWARE PRODUCT from the country in which it was provided to you by Cogent or its authorized reseller;

<

. use a multi-processor version of the SOFTWARE PRODUCT in a network larger than that for which you have paid the
corresponding multi-processor fees;

vi. decompile, disassemble or otherwise attempt or assist others to reverse engineer the SOFTWARE PRODUCT,;

Vil.

circumvent, disable or otherwise render ineffective any demonstration time-outs, locks on functionality or any other restrictions
on use in the SOFTWARE PRODUCT;

viii. circumvent, disable or otherwise render ineffective any license verification mechanisms used by the SOFTWARE PRODUCT, or

ix. use the SOFTWARE PRODUCT in any application that is intended to create or could, in the event of malfunction or failure,
cause personal injury or property damage.

4. WARRANTY: Cogent cannot warrant that the SOFTWARE PRODUCT will function in accordance with related documentation in every
combination of hardware platform, software environment and SOFTWARE PRODUCT configuration. You acknowledge that software bugs
are likely to be identified when the SOFTWARE PRODUCT is used in your particular application. You therefore accept the responsibility of
satisfying yourself that the SOFTWARE PRODUCT is suitable for your intended use. This includes conducting exhaustive testing of your
application prior to its initial release and prior to the release of any related hardware or software modifications or enhancements.

Subject to documentation errors, Cogent warrants to you for a period of ninety (90) days from acceptance of this EULA (as provided above)
that the SOFTWARE PRODUCT as delivered by Cogent is capable of performing the functions described in related Cogent user
documentation when used on appropriate hardware. Cogent also warrants that any enclosed disk(s) will be free from defects in material and
workmanship under normal use for a period of ninety (90) days from acceptance of this EULA. Cogent is not responsible for disk defects
that result from accident or abuse. Your sole remedy for any breach of warranty will be either: i) terminate this EULA and receive a refund

of any amount paid to Cogent for the SOFTWARE PRODUCT, or ii) to receive a replacement disk.

5.LIMITATIONS: Except as expressly warranted above, the SOFTWARE PRODUCT, any related documentation and disks are provided "as
is" without other warranties or conditions of any kind, including but not limited to implied warranties of merchantability, fitness for a
particular purpose and non-infringement. You assume the entire risk as to the results and performance of the SOFTWARE PRODUCT.
Nothing stated in this EULA will imply that the operation of the SOFTWARE PRODUCT will be uninterrupted or error free or that any
errors will be corrected. Other written or oral statements by Cogent, its representatives or others do not constitute warranties or conditions of
Cogent.

In no event will Cogent (or its officers, employees, suppliers, distributors, or licensors: collectively “Its Representatives") be liable to you for
any indirect, incidental, special or consequential damages whatsoever, including but not limited to loss of revenue, lost or damaged data or
other commercial or economic loss, arising out of any breach of this EULA, any use or inability to use the SOFTWARE PRODUCT or any
claim made by a third party, even if Cogent (or Its Representatives) have been advised of the possibility of such damage or claim. In no event
will the aggregate liability of Cogent (or that of Its Representatives) for any damages or claim, whether in contract, tort or otherwise, exceed
the amount paid by you for the SOFTWARE PRODUCT.

These limitations shall apply whether or not the alleged breach or default is a breach of a fundamental condition or term, or a fundamental
breach. Some jurisdictions do not allow the exclusion or limitation of liability for consequential or incidental damages, or certain limitations
of implied warranties. Therefore the above limitation may not apply to you.

6. DESCRIPTION OF OTHER RIGHTS AND LIMITATIONS:

Separation of Components. The SOFTWARE PRODUCT is licensed as a single product. Its component parts may not be separated for use
on more than one computer.



Termination. Without prejudice to any other rights, Cogent may terminate this EULA if you fail to comply with the terms and conditions of
this EULA. In such an event, you must destroy all copies of the SOFTWARE PRODUCT and all of its component parts.

7.UPGRADES: If the SOFTWARE PRODUCT is an upgrade from another product, whether from Cogent or another supplier, you may use or
transfer the SOFTWARE PRODUCT only in conjunction with that upgrade product, unless you destroy the upgraded product. If the
SOFTWARE PRODUCT is an upgrade of a Cogent product, you now may use that upgraded product only in accordance with this EULA. If
the SOFTWARE PRODUCT is an upgrade of a component of a package of software programs which you licensed as a single product, the
SOFTWARE PRODUCT may be used and transferred only as part of that single product package and may not be separated for use on more
than one computer.

8. COPYRIGHT: All title and copyrights in and to the SOFTWARE PRODUCT (including but not limited to any images, photographs,
animations, video, audio, music, text and 'applets”, incorporated into the SOFTWARE PRODUCT), any accompanying printed material, and
any copies of the SOFTWARE PRODUCT, are owned by Cogent or its suppliers. You may not copy the printed materials accompanying the
SOFTWARE PRODUCT. All rights not specifically granted under this EULA are reserved by Cogent.

9. PRODUCT SUPPORT: Cogent has no obligation under this EULA to provide maintenance, support or training.

10.RESTRICTED RIGHTS: Use, duplication, or disclosure by the U.S. Government is subject to restrictions as provided in DFARS
227.7202-1(a) and 227.7202-3(a) (1995), DFARS 252.227-7013(c)(1)(ii) (OCT 1988), FAR 12.212(a)(1995), FAR 52.227-19, or FAR
52.227-14 (ALT Ill), as appropriate. Manufacturer is Cogent Real-Time Systems Inc. 162 Guelph Street, Suite 253, Georgetown, Ontario,
L7G 5X7, Canada.

11. GOVERNING LAW: This Software License Agreement is governed by the laws of the Province of Ontario, Canada. You irrevocably attorn
to the jurisdiction of the courts of the Province of Ontario and agree to commence any litigation that may arise hereunder in the courts
located in the Judicial District of Peel, Province of Ontario.
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The Cogent DataHub Product Family

The Cogent DataHub is available as a family of related products that provide commonly requested
DataHub options. Each of these products can be customized, if desired, by adding any other option
shown in theDataHub Properties windaw

1. DataHub WebView

DataHub WebView is a web-based data visualization tool that features the Cogent DataHub as a back-end
data delivery platform and a browser-based editor for designing animated displays of DataHub data that
can be viewed using a standard web browser from anywhere on the Internet or corporate network. It can
network with other network-enabled Cogent DataHub products, and exchange data in real time.

For the DataHub WebView Manual: Click here.

ba OPC The OPC optionlets you configure the Cogent DataHub to act as an OPC DA
(Data Access) server, an OPC DA client, or both simultaneously. For more
information on OPC, please refer $®ction 18.3.10PC ProtocolandAppendix
E, OPC Overview

oo The Tunnel/Mirror optionlets you configure the Cogent DataHub to act as a

master or slave faunnelling/mirroring Tunnelling/Mirroring allows you to send
OPC or DDE data across a network robustly and securely. Tunnelling is done over
TCP, which provides connectivity across a network or over the Internet.

= TheQuickTrend optiorets you create a live trending graph for any number of

data points in any domain of the Cogent DataHub. You can configure the X and Y
axes of the graph, zoom in on a particular area, and apply offsets and scales to
raw data to plot widely disparate values together in a single chart.

WebView

The DataHub WebView optioiis a web-based data visualization tool that

provides a browser-based editor for designing animated displays of DataHub data
that can be viewed using a standard web browser from anywhere on the Internet
or corporate network.

e TheWeb Server optiottets you configure the the DataHub to run as a lightweight
http server capable of serving HTML documents, Java applets, and many kinds of
binary files. It features password-protected access and server-side scripting, and
supportdDataHub WebView

Q Hetorer TheHistorian optiorallows you to collect and store histories for groups of data
points. It gets configured automatically by tQeick Trendoption, and can be
configured manually as well.

i The Scripting optiorlets you write, edit, and run scripts, as well as work with

configuration files. Please refer to the DataHub Scripting manual for more details.

e The Security optiorets you configure security for the Cogent DataHub
tunnel/mirror, TCP, OPC, and DDE connections. For more information on
DataHub security, please refer@napter 17Security
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e .
2\, Licenses

TheLicenses optiorets you view and install licenses for the Cogent DataHub.
When the Cogent DataHub starts up it will run in demo mode (one hour time
limit) if no licenses are found. If any license is found, the Cogent DataHub
switches to license mode, and each connection then requires a license.

In addtion to these features, WebView aaygregate data sourcemd it supports connections from the
DataHub APIs for C++, Java, and .NET.

2. DataHub OPC Tunneller

DataHub OPC Tunneller provides robust and secure networking (tunnelling) for OPC DA data,
eliminating the headaches of DCOM. It can network with other network-enabled DataHub products, and
exchange data in real time.

For OPC Tunnelling documentation: Click here

oPC
ok OPC The OPC optionlets you configure the Cogent DataHub to act as an OPC DA

(Data Access) server, an OPC DA client, or both simultaneously. For more
information on OPC, please refer &ction 18.3.10PC ProtocolandAppendix
E, OPC Overview

oo i TheTunnel/Mirror optionlets you configure the Cogent DataHub to act as a

master or slave faiunnelling/mirroring Tunnelling/Mirroring allows you to send
OPC or DDE data across a network robustly and securely. Tunnelling is done over
TCP, which provides connectivity across a network or over the Internet.

ol The QuickTrend optioriets you create a live trending graph for any number of

data points in any domain of the Cogent DataHub. You can configure the X and Y
axes of the graph, zoom in on a particular area, and apply offsets and scales to
raw data to plot widely disparate values together in a single chart.

&

& Scrieting The Scripting optiorlets you write, edit, and run scripts, as well as work with

configuration files. Please refer to the DataHub Scripting manual for more details.

Q) secury The Security optiorlets you configure security for the Cogent DataHub
tunnel/mirror, TCP, OPC, and DDE connections. For more information on
DataHub security, please refer@mapter 17Security
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TheLicenses optiorets you view and install licenses for the Cogent DataHub.
When the Cogent DataHub starts up it will run in demo mode (one hour time
limit) if no licenses are found. If any license is found, the Cogent DataHub
switches to license mode, and each connection then requires a license.

In addtion to these features, WebView aaggregate data sourcesd it supports connections from the
DataHub APIs for C++, Java, and .NET.

3. QuickTrend

QuickTrend is a trending tool based on the Cogent DataHub that lets you create a live trending graph for
any number of data points. You can configure the X and Y axes of the graph, zoom in on a particular
area, and apply offsets and scales to raw data to plot widely disparate values together in a single chart. It
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can connect to OPC and DDE servers, and can act as a tunnelling slave to any network-enabled DataHub
product.

For QuickTrend documentation: Click here

wE¢ opc

The OPC optionlets you configure the Cogent DataHub to act as an OPC DA
(Data Access) server, an OPC DA client, or both simultaneously. For more
information on OPC, please refer &ection 18.3.1QPC ProtocolandAppendix
E, OPC Overview

ST The Tunnel/Mirror optionlets you configure the Cogent DataHub to act as a

master or slave faiunnelling/mirroring Tunnelling/Mirroring allows you to send
OPC or DDE data across a network robustly and securely. Tunnelling is done over
TCP, which provides connectivity across a network or over the Internet.

The DDE optionlets you configure the Cogent DataHub to act as a DDE client
and/or DDE server fobDEAdvise messages. For more information on DDE,
please refer t&ection 18.3.2DDE ProtocolandAppendix F,DDE Overview

s The QuickTrend optiorlets you create a live trending graph for any number of
data points in any domain of the Cogent DataHub. You can configure the X and Y
axes of the graph, zoom in on a particular area, and apply offsets and scales to
raw data to plot widely disparate values together in a single chart.

In addtion to these features, WebView Gaggregate data sources

4. DataHub Logger

DataHub Logger provides a quick way to store process data from OPC servers in any ODBC-compliant
database, such as Access, SQL Server, Oracle or MySQL.

For Data Logging documentation: Click here

oPC
oa OPC The OPC optionlets you configure the Cogent DataHub to act as an OPC DA

(Data Access) server, an OPC DA client, or both simultaneously. For more
information on OPC, please refer&ection 18.3.10PC ProtocolandAppendix
E, OPC Overview

QuickTrend

The QuickTrend optioriets you create a live trending graph for any number of
data points in any domain of the Cogent DataHub. You can configure the X and Y
axes of the graph, zoom in on a particular area, and apply offsets and scales to
raw data to plot widely disparate values together in a single chart.

S Databose TheDatabase optiotets you configure the DataHub for writing data or making
gueries to any ODBC-compliant database.

i The Scripting optiorlets you write, edit, and run scripts, as well as work with

configuration files. Please refer to the DataHub Scripting manual for more details.

e TheLicenses optiottets you view and install licenses for the Cogent DataHub.
When the Cogent DataHub starts up it will run in demo mode (one hour time
limit) if no licenses are found. If any license is found, the Cogent DataHub
switches to license mode, and each connection then requires a license.
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In addtion to these features, WebView Gggregate data sources

5. DataHub Bridge

DataHub Bridge lets you connect between servers with a few clicks of the mouse. You can link OPC or
DDE servers with each other, or bridge other data sources into a single cohesive group. Bridging also
provides an easy way to scale or modify the value of a data point as it passes through the DataHub.

For Bridging documentation: Click here

oA OPC The OPC optionlets you configure the Cogent DataHub to act as an OPC DA

(Data Access) server, an OPC DA client, or both simultaneously. For more
information on OPC, please refer &ction 18.3.10PC ProtocolandAppendix
E, OPC Overview

(A Bidging TheBridging optionlets you configure the Cogent DataHub to configure data

bridging. Bridging means connecting points from two different DataHub clients
so that when one point changes, its value gets written to the bridged point.

QuickTrend

The QuickTrend optioriets you create a live trending graph for any number of
data points in any domain of the Cogent DataHub. You can configure the X and Y
axes of the graph, zoom in on a particular area, and apply offsets and scales to
raw data to plot widely disparate values together in a single chart.

&

_misidebi The Scripting optiorlets you write, edit, and run scripts, as well as work with

configuration files. Please refer to the DataHub Scripting manual for more details.

S TheLicenses optiottets you view and install licenses for the Cogent DataHub.
When the Cogent DataHub starts up it will run in demo mode (one hour time
limit) if no licenses are found. If any license is found, the Cogent DataHub
switches to license mode, and each connection then requires a license.

In addtion to these features, WebView Gaggregate data sources

6. DataHub System Monitor

DataHub System Monitor allows you to monitor the performance of a computer anywhere on your
network, accessing system parameters such as CPU usage, free disk space, available memory and
whether critical processes are still running. It can network with other network-enabled DataHub
products, and exchange data in real time.

For System Monitor documentation: Click here

b it The Tunnel/Mirror optionlets you configure the Cogent DataHub to act as a

master or slave faiunnelling/mirroring Tunnelling/Mirroring allows you to send
OPC or DDE data across a network robustly and securely. Tunnelling is done over
TCP, which provides connectivity across a network or over the Internet.

Sk The QuickTrend optioriets you create a live trending graph for any number of

data points in any domain of the Cogent DataHub. You can configure the X and Y
axes of the graph, zoom in on a particular area, and apply offsets and scales to
raw data to plot widely disparate values together in a single chart.
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Q) <. Monitor . .
o e The System Monitor optiorallows you to access any system performance data

item, such as CPU usage, memory usage, process ID, disk space, network traffic,
etc. with the Cogent DataHub.

[-

_ sl The Scripting optiorlets you write, edit, and run scripts, as well as work with

configuration files. Please refer to the DataHub Scripting manual for more details.

The Security optiorlets you configure security for the Cogent DataHub
tunnel/mirror, TCP, OPC, and DDE connections. For more information on
DataHub security, please refer@napter 17Security

#
S
e

e TheLicenses optiottets you view and install licenses for the Cogent DataHub.
When the Cogent DataHub starts up it will run in demo mode (one hour time
limit) if no licenses are found. If any license is found, the Cogent DataHub
switches to license mode, and each connection then requires a license.

In addtion to these features, WebView aaygregate data sourgemd it supports connections from the
DataHub APIs for C++, Java, and .NET.

7. OPC DataHub

The OPC DataHub is a complete real-time data integration tool for OPC DA applications, including OPC
tunnelling and bridging, data logging, and DDE connectivity, as well as scripting, email, and system
monitoring. It can network with other network-enabled DataHub products, and exchange data in real
time.

oa OPC The OPC optionlets you configure the Cogent DataHub to act as an OPC DA
(Data Access) server, an OPC DA client, or both simultaneously. For more
information on OPC, please refer &ection 18.3.1Q0PC ProtocolandAppendix
E, OPC Overview

T TheTunnel/Mirror optionlets you configure the Cogent DataHub to act as a

master or slave faunnelling/mirroring Tunnelling/Mirroring allows you to send
OPC or DDE data across a network robustly and securely. Tunnelling is done over
TCP, which provides connectivity across a network or over the Internet.

(A Bidging TheBridging optionlets you configure the Cogent DataHub to configure data

bridging. Bridging means connecting points from two different DataHub clients
so that when one point changes, its value gets written to the bridged point.

i o0 The DDE optionlets you configure the Cogent DataHub to act as a DDE client
and/or DDE server fobDEAdvise messages. For more information on DDE,
please refer t&ection 18.3.2DDE ProtocolandAppendix F,DDE Overview

QuickTrend

The QuickTrend optioriets you create a live trending graph for any number of
data points in any domain of the Cogent DataHub. You can configure the X and Y
axes of the graph, zoom in on a particular area, and apply offsets and scales to
raw data to plot widely disparate values together in a single chart.

B Ditabase TheDatabase optiotets you configure the DataHub for writing data or making
queries to any ODBC-compliant database.



)

Sys. Monitor

Email/SMS

LL—_; Scripting

g Security

I .
% Licenses

The Cogent DataHub Product Family

The System Monitor optiorallows you to access any system performance data
item, such as CPU usage, memory usage, process ID, disk space, network traffic,
etc. with the Cogent DataHub.

The Email/SMS optiorets you configure the Cogent DataHub to send emails and
SMS text messages. The outgoing mail server is configured once, and each email
message is configured separately.

The Scripting optionlets you write, edit, and run scripts, as well as work with
configuration files. Please refer to the DataHub Scripting manual for more details.

The Security optiorlets you configure security for the Cogent DataHub
tunnel/mirror, TCP, OPC, and DDE connections. For more information on
DataHub security, please refer@napter 17Security

TheLicenses optiotets you view and install licenses for the Cogent DataHub.
When the Cogent DataHub starts up it will run in demo mode (one hour time
limit) if no licenses are found. If any license is found, the Cogent DataHub
switches to license mode, and each connection then requires a license.

In addtion to these features, WebView aaygregate data sourcemd it supports connections from the
DataHub APIs for C++, Java, and .NET.

8. Cascade DataHub

The Cascade DataHub is a complete real-time data integration tool for networking Excel spreadsheets
and other DDE-based program. It also provides data logging, scripting, email, and system monitoring. It
can network with other network-enabled DataHub products, and exchange data in real time.

GIp Tunnel/Mirror

Eridgin
(=1 Bridging

4l ooe

QuickTrend

g Database

)
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The Tunnel/Mirror optionlets you configure the Cogent DataHub to act as a
master or slave faunnelling/mirroring Tunnelling/Mirroring allows you to send
OPC or DDE data across a network robustly and securely. Tunnelling is done over
TCP, which provides connectivity across a network or over the Internet.

TheBridging optionlets you configure the Cogent DataHub to configure data
bridging. Bridging means connecting points from two different DataHub clients
so that when one point changes, its value gets written to the bridged point.

The DDE optionlets you configure the Cogent DataHub to act as a DDE client
and/or DDE server fobDEAdvise messages. For more information on DDE,
please refer t&ection 18.3.2DDE ProtocolandAppendix F,DDE Overview

The QuickTrend optioriets you create a live trending graph for any number of
data points in any domain of the Cogent DataHub. You can configure the X and Y
axes of the graph, zoom in on a particular area, and apply offsets and scales to
raw data to plot widely disparate values together in a single chart.

The Database optiofets you configure the DataHub for writing data or making
gueries to any ODBC-compliant database.

The System Monitor optiorallows you to access any system performance data
item, such as CPU usage, memory usage, process ID, disk space, network traffic,
etc. with the Cogent DataHub.

Vi
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—— The Email/SMS optioriets you configure the Cogent DataHub to send emails and

SMS text messages. The outgoing mail server is configured once, and each email
message is configured separately.

[-

_ sl The Scripting optiorlets you write, edit, and run scripts, as well as work with

configuration files. Please refer to the DataHub Scripting manual for more details.

The Security optiorlets you configure security for the Cogent DataHub
tunnel/mirror, TCP, OPC, and DDE connections. For more information on
DataHub security, please refer@napter 17Security

#
S
e

e TheLicenses optiottets you view and install licenses for the Cogent DataHub.
When the Cogent DataHub starts up it will run in demo mode (one hour time
limit) if no licenses are found. If any license is found, the Cogent DataHub
switches to license mode, and each connection then requires a license.

In addtion to these features, WebView aaygregate data sourgemd it supports connections from the
DataHub APIs for C++, Java, and .NET.

9. The Cogent DataHub

The Cogent DataHub is the complete collection of all DataHub features. It incorporates all functionality
of all Cogent DataHub family products, and can network with other network-enabled DataHub products,
and exchange data in real time.

< oPC

The OPC optiorlets you configure the Cogent DataHub to act as an OPC DA
(Data Access) server, an OPC DA client, or both simultaneously. For more
information on OPC, please refer &zction 18.3.10PC ProtocolandAppendix
E, OPC Overview

oPC
OPCABE The OPC A&E optionlets you configure the Cogent DataHub to act as an OPC

A&E server, an OPC A&E client, or both simultaneously.

T The Tunnel/Mirror optionlets you configure the Cogent DataHub to act as a

master or slave faiunnelling/mirroring Tunnelling/Mirroring allows you to send
OPC or DDE data across a network robustly and securely. Tunnelling is done over
TCP, which provides connectivity across a network or over the Internet.

(A Bidging TheBridging optionlets you configure the Cogent DataHub to configure data

bridging. Bridging means connecting points from two different DataHub clients
so that when one point changes, its value gets written to the bridged point.

) o0 The DDE optionlets you configure the Cogent DataHub to act as a DDE client
and/or DDE server fobDEAdvise messages. For more information on DDE,
please refer t&ection 18.3.2DDE ProtocolandAppendix F,DDE Overview

QuickTrend

TheQuickTrend optioriets you create a live trending graph for any number of
data points in any domain of the Cogent DataHub. You can configure the X and Y
axes of the graph, zoom in on a particular area, and apply offsets and scales to
raw data to plot widely disparate values together in a single chart.

vii



The Cogent DataHub Product Family

WebView

The DataHub WebView optiotis a web-based data visualization tool that

provides a browser-based editor for designing animated displays of DataHub data
that can be viewed using a standard web browser from anywhere on the Internet
or corporate network.

R TheWeb Server optioffets you configure the the DataHub to run as a lightweight
http server capable of serving HTML documents, Java applets, and many kinds of
binary files. It features password-protected access and server-side scripting, and
supportDataHub WebView

B Ditabase TheDatabase optiotets you configure the DataHub for writing data or making
queries to any ODBC-compliant database.

© Hooran TheHistorian optionallows you to collect and store histories for groups of data
points. It gets configured automatically by tQeick Trendoption, and can be
configured manually as well.

Q) <. Monitor . .
e The System Monitor optiorallows you to access any system performance data

item, such as CPU usage, memory usage, process ID, disk space, network traffic,
etc. with the Cogent DataHub.

S The Email/SMS optiorets you configure the Cogent DataHub to send emails and

SMS text messages. The outgoing mail server is configured once, and each email
message is configured separately.

PR TheRedundancy optiofets you configure redundant connections to the Cogent
DataHub.

_niiet The Scripting optionlets you write, edit, and run scripts, as well as work with

configuration files. Please refer to the DataHub Scripting manual for more details.

e, The Security optiorlets you configure security for the Cogent DataHub
tunnel/mirror, TCP, OPC, and DDE connections. For more information on
DataHub security, please refer@napter 17Security

o
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TheLicenses optiorets you view and install licenses for the Cogent DataHub.
When the Cogent DataHub starts up it will run in demo mode (one hour time
limit) if no licenses are found. If any license is found, the Cogent DataHub
switches to license mode, and each connection then requires a license.

In addtion to these features, WebView agregate data sourcesd it supports connections from the
DataHub APIs for C++, Java, and .NET.

viii
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1.1. System Requirements and Installation

System Requirements

The Cogent DataHub is compatible with Windows 7, 2008, Vista, XP, 2003, for both 32-bit and 64-bit
versions.

« Windows 7 (32-bit & 64-bit)

- Windows Server 2008 (32-bit & 64-bit)

« Windows Server 2008 R2 (32-bit & 64-bit)

« Windows Vista (32-bit & 64-bit)

« Windows XP SP2 (32-hit & 64-bit)

« Windows Server 2003 SP2 (32-bit & 64-bit)

Installation

To install the DataHub from an archive downloaded from the Cogent web site, follow these steps:

1. Double-click on the program archi@ataHub-7.3- xxxxxx -Windows.exe

2. Follow the instructions.

Uninstall

1. From theStart menu, select th€ontrol Panel and then choos&dd or Remove Programs.
2. Find Cogent DataHub on this list and double-click it.

3. Click theRemove button and follow the instructions.

1.2. Installing Licenses

You can install DataHub licenses purchased from Cogent usinigi¢keases option in the Properties
window.

TheLicenses optiotets you view and install licenses for the Cogent DataHub.

When the Cogent DataHub starts up it will run in demo mode (one hour time
limit) if no licenses are found. If any license is found, the Cogent DataHub
switches to license mode, and each connection then requires a license.

Licenses can be entered individually or loaded from a file.

- TheEnter a License... button opens th&nter License String window:
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Enter License String [i—Z-J

Enter a new license string:

Example:
:product:00000000:u: 1:0-0-0: Sisk6a6d9392606a:

Ok ] | Cancel

Here you can paste or manually enter the text string for the license provided by Cogent. Make sure to
include all colon ( ) characters in the string.

@ The license string may contain the characteendl1 which can look nearly identical in some
type fonts. If possible, it is best to copy and paste the string, rather than retyping it.

« ThelLoad License File... button opens a Windows file selection window. Browse to find the directory
and license file that you want to load. License files end wifica extension. Once you have found
the license file, click th®pen button to load the file. (Please refer@mnfiguration and License File
Locationsin Section 1.6Configuration Filedor more information on license file locations.)

To remove a license from your system, select one or more licensesrethds window, then click the
Remove Selected button.

1.3. Installing the DataHub as a Service

The Cogent DataHub can be installed as a service, using the Service Manager. With this program you
can select and configure how the DataHub runs, change its status, and opPeopbeies windovef the
Cogent DataHub.

Starting the Service Manager

The Service Manager can be started from@ogent DataHub program group in th€ogent entry of
the WindowsStart menu.
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Once started, you can choose the service you need to configure fr@eltw Service dropdown list
at the top. Then you can configure, install, and check the status of the service, as well as view the
DataHub Properties window. The scrolling list at the bottom maintains a record of activities.

Service Configuration

-
@ Cogent DataHub Service Manager

- @ Cogent DataHub®

Select Service: Cogent DataHub

B

Service Configuration

[] Run as specified user
Local System

User name:

Passward:

[[] Automatically restart on failure

Startup type: Automatic - ]
Corfiguration folder: .E:\Users\C.ugeﬁ.t.ﬁpp Déta\Hnaming\Cugerrt DataHub
Qr: i Set Glc_nbe_ll [_:unﬁgumtiqn Folder s
Sample:  CiUsers“tom‘AppData’.RoamingCogent DataHub

C

]

Ingtall / Update Service
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Startup type:
Choose betweeAutomatic, Manual, or Disabled to specify how you want the service to start
when Windows starts.

Configuration folder:
Allows you to specify a folder in which to put the configuration files for the Cogent DataHub.

Typically this does not need to be changed. Please refeettion 1.6Configuration Filefor more
information about configuration files.

The Set Global Configuration Folder button lets you specify the configuration file through the
registry. This will preserve the configuration directory even after uninstalling as a service.

Run as specified user

It is recommended that you run the DataHub as the local SYSTIEda|System ) user, and
leave this box unchecked.

@ The DataHub Properties window is only available when running the service as the local
SYSTEM user. If you run as a specified user then you will not be able to access the
Properties window to make changes to the DataHub while it is running as a service.

@ However, there are certain situations in which you may need to run it as a specified user. To

specify a user other than the local SYSTEM user, entetUser name andPassword as
applicable, then please sAppendix C,Running as a Windows Service (Specified Ukar)
important additional information

Automatically restart on failure

Have the service restart should it fail or be stopped for some reason.
Install/lUpdate Service

When the above configuration is complete, press this button to install the DataHub as a service. This
will also start the DataHub service, though on some systems the service may need to be started
manually if it doesn't start with the install operation. If the service is running and you make changes
to the configuration, pressing this button will cycle through a service shutdown and restart to apply
your changes.

Service Status

Service Status

Installed as a service:  True Uninstall

]

Service state: Funning Stop

Installed as a service:

Indicates whether the selected program is installed as a service dirnetof False). The
Uninstall button allows you to uninstall the DataHub as a service.

Service state:

Indicates the run status of the servi&dpped, StartPending, Running, etc.) . TheStart and
Stop buttons allow you to start or stop the service.
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Show Properties Dialog

This option appears differently for different versions of the Windows operating system:

Windows XP and 2003
A Show Properties Dialog button allows you to open the Cogent DataHub Properties window.

Show Properties Dialog

Show Properties Dialog

The DataHub Properties window is only visible on the primary console of the computer running the
Cogent DataHub. If you are currently logged in via a remote desktop session, you will see a pop-up
dialog indicating that you must be connected to the computer’s primary console. You can do this by
using the/admin or/console options on the Microsoft Remote Desktop client.

If you are already connected to the primary console, the DataHub Properties window and system
tray icon will be displayed when you preStiow Properties Dialog button.

Windows Vista, 7 and 2008

The Switch to Service Console button displays the Windows Service Console, which is where the
DataHub Properties window appears when running as a service. This allows you to view data and
make changes to the DataHub configuration while it is running as a service.

Show Properties Dialog

Switch to Service Console Disable Service Console

The Service Console is a special display console provided by Microsoft Windows, also known as
the "session 0 console”. This was introduced in Windows Vista as a security mechanism to limit
access to the user interface of high-permission processes. When you switch to the Service Console,
your desktop will be hidden and the screen background will change color to indicate the special
status of the Service Console.
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While the Service Console is open, your other applications will continue to run normally, but you
will not be able to see or interact with them. A dialog box will be visible while you are viewing the
Service Console that will allow you to switch back to your regular desktop at any time. If you have
other system services running on your computer that also have user interface windows, those
services will also be available to you while viewing the Service Console.

When you have finished viewing or editing the the DataHub properties, before returning to the
normal user console, you should click thpply andOK buttons to close down the the DataHub
Properties window. Also be sure to close any other DataHub windows. This prevents the Windows
Interactive Service Detection program from displaying pop-up messages when you return to the
normal user console.

Once all the DataHub windows are closed, you can return to the normal user console by pressing
theReturn Now button in the Interactive Service Detection window.
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@ If you forget to close any of the DataHub windows while working in the Service Console,
Windows will begin popping up messages in the user console telling you there is a program
requiring attention in the Service Console.

e D =
A program running on this computer is trying to display a
message

| The programy might need information form you o your permission to complete a
| task.

Why does thes hap

2 View the message

<+ Ask me later

w | Show program details

You can stop these messages and close down the Service Console by clicking on the
Disable Service Console button in the DataHub Service Manager. Clicking this button

will not stop the DataHub service.

When you close the Service Manager it will automatically disable the service console. This
will stop Windows from periodically displaying the Interactive Services Detection dialog on
your system.

1.4. Performing a Silent (Unattended) Install

To perform an unattended install of the Cogent DataHub, you can run this command:

CogentDataHub- version number - date -Windows.exe /S /D=c:\program files\cogent
IS indicates a silent install
/D indicates the base installation directory

There are certain restrictions with tHe argument:

« /D must be the last argument on the line
« The path name folD must NOT contain quotes, even if the path contains spaces.
- There must not be spaces aroundth&gn in the/D argument

The installation will create two directories beneath the directory indicated by /D:

« OPC DataHub contains the OPC DataHub installation.

. DataSim contains the two data simulators.
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1.5. Installing Version 7.x alongside Version 6.x

Installing Cogent DataHub v7.0 and OPC DataHub v6.4 on the same
computer

Cogent DataHub v7.0 is designed to install and run side-by-side with OPC DataHub or Cascade
DataHub v6.4 on the same computer. To do this, v7.0 maintains its own independent configuration. If
you want to carry your v6.4 configuration forward to v7.0, you must copy your existing configuration to
the v7.0 configuration directory. When v7.0 first runs, it will ask you whether you want to make a copy
of your existing configuration. If you answies then your existing configuration will be copied and
upgraded to the v7.0 format.

@ If you copy the configuration, you will need to change some of the defaults. Since OPC DataHub

or Cogent DataHub v6.4 and Cogent DataHub v7.0 provide many features in common, their
default configurations will conflict when they are run at the same time. In addition, to support the
added features of v7.0, the default TCP port values have changed. This can potentially cause the
DataHub WebView subsystem in v7.0 to fail until the configuration has been modified.

Even if you choose not to copy the v6.4 configuration, there are some possible conflicts you should know
about when running both versions on the same computer.

Affected subsystems in DataHub v7.0

« Tunnel/Mirror: Due to limitations placed on TCP port numbers by Microsoft Silverlight, the default
port number for the Tunnel/Mirror subsystem has changed from 4600 to 4502.

+ Web Server: Cogent DataHub version 7.0 installs the updated HTML files and all of the supporting
files for DataHub WebView in a directory that is separate from v6.4.

« Web Server: Cogent DataHub v7.0 and DataHub v6.4 both attempt to listen to port 80 for HTTP
requests.

« OPC Server; OPC DataHub and Cogent DataHub register different PROGIDs. OPC client
configurations will need to be updated.

Possible conflicts between DataHub v7.0 and v6.4

If you choose to copy the v6.4 configuration

When you copy the v6.4 configuration to v7.0, it will preserve the TCP port numbers and Web Server
document root path from your v6.4 configuration. This will mean that DataHub WebView will not be
able to run until you make the following changes:

1. TCP port numbers - To have programs like DataHub WebView work correctly, you will need to
change the TCP port numbers in your v7.0 configuration.

a. Runthe Cogent DataHub v7.0

b. Open theTunnel/Mirror optionin the Properties window and change the Tunnel/Mirror
Master port settings t4502 (plain-text) and4503 (secure) respectively.

2. Web Server document root directory - To start DataHub WebView or the other web demos, the
Web Server root directory for v7.0 will need to be changed to point to the Cogent DataHub
installation directory instead of the OPC DataHub or Cascade DataHub install directory.

a. Open theWNeb Server optionin the Properties window and change the document root
directory to:
C:\Program Files\Cogent\Cogent DataHub\plugin\WebServer\html
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b. The path for the Error log, Access log and SSL certificate file may also need to be changed
as well.

3. Web Server port number - To avoid a conflict between the v6.4 Web Server and the v7.0 Web
Server one of them needs to be using a different port number:

a. To change the Web Server port number, selecitad Server optionin the Properties
window, and change the port number from the default f0rto another number, such as
81.

If you choose to NOT copy the v6.4 configuration

Even if you choose not to copy over the v6.4 configuration files, you need to understand that there may
be a possible conflict if you want to run both v6.4 and v7.0 at the same time, on the same computer.
Specifically, this is related to the DataHub Web Server that comes with each version. You cannot have
two programs using the same TCP port, so you will need to configure each DataHub Web Server to use a
different port number.

1. Web Server port number - To avoid a conflict between the v6.4 Web Server and the v7.0 Web
Server one of them needs to be using a different port number:

a. To change the Web Server port number, selecited Server optionin the Properties
window, and change the port number from the default f0rto another number, such as
81.

OPC Server Changes

Since Cogent DataHub v7.0 can be run on the same computer as OPC DataHub v6.4, they must register
different OPC server names. The OPC DataHub uses the PROggjiént.opcdatahub.1 . The

Cogent DataHub uses the PROGEBgent.datahub.1 . If you are upgrading a system from v6.4 to

v7.0, any OPC clients in the system must be reconfigured to attach to the PROGID of the Cogent
DataHub, namelgogent.datahub.1

Copying configuration files by hand

If the configuration is not correctly copied during the first run for some reason, you can copy the OPC
DataHub v6.4 configuration by hand:

1. Stop the Cogent DataHub software.

2. Remove all of the filegxcept foricenses.lic in the Cogent DataHub configuration directory:

WinXP/2003 -c:\Documents and Settings\<user>\Application Data\Cogent
DataHub

Windows 7 -c:\Users\<user>\AppData\Roaming\Cogent DataHub

3. Copy all of the files (except fdicenses.lic if one already exists) from the v6.4 OPC DataHub
configuration directory into the Cogent DataHub configuration directory.

4. RenameCogent DataHub\OPC DataHub.cfg to Cogent DataHub\Cogent
DataHub.cfg

5. Restart the Cogent DataHub v7.0.
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Resetting the Cogent DataHub configuration

If you want to reset the Cogent DataHub to its default state, you can simply delete the existing
configuration files. This will not affect your configuration files for v6.4:

1. Stop the Cogent DataHub software.

2. Remove all of the filegxcept fodicenses.lic in the Cogent DataHub configuration directory:

WinXP/2003 -c:\Documents and Settings\<user>\Application Data\Cogent
DataHub

Windows 7 -c:\Users\<user>\AppData\Roaming\Cogent DataHub
3. Restart the Cogent DataHub v7.0.

1.6. Configuration Files

The Cogent DataHub comes with several configuration files, including a default configuration file called
default.cfg . When the program is started for the first time, it udefault.cfg to create its

primary configuration fileCogent DataHub.cfg . This file gets edited automatically every time you
make changes in theropertiesvindow. Occasionally an experienced user might have reason to edit the
Cogent DataHub.cfg  directly, but in general it should be edited through the Properties window.
When you shut down and restart the DataHub, it reads the configurat©ogent DataHub.cfg to

pick up where you left off.

Configuration and License Files Location

The Cogent DataHub stores its configuration and licelsenses.lic ) files in the current user’s
directory, in a subdirectory namétbgent DataHub . Here are the typical locations:

« For Windows XP and 2003:

C:\Documents and Settings\ User Name\Application Data\Cogent DataHub\

« For Windows Vista, 7 and 2008:
C:\Users\ UserName\AppData\Roaming\Cogent DataHub\

@ If you ever need to back up the DataHub configuration, you need to copy everything in the
Cogent DataHub directory (above). To copy the configuration from one DataHub to another
PC, you need to copy everything except your license file.

@ TheApplication Data or AppData directory might be a hidden directory.

If there is no private configuration when the DataHub starts, it will search for configuration files and
license files from previous versions in the application installation directory, and copy them to the user’s
private configuration. If there are no old configuration files, the DataHub will copy all the current
configuration files from the application installation directory. Thereafter, changes to the Cogent
DataHub’s properties (made through fepertiesvindow) will only change the user’s private
configuration.

A user can modify this behaviour in two ways with the followiogmmand line options

10



Chapter 1. Installation

1. Provide theH home option which will indicate to the DataHub that it should store the private
configuration and license files in the directory specifiechbgne, rather than in a subdirectory of
Application Data . The Cogent DataHub will still search for previous and default
configuration files and licenses in the application installation directory as described above.

2. Provide theU option which will indicate to the DataHub that it should not create private
configuration files for each user, but store its configuration in the application installation directory.

If both-H and-U are specified, thel flag is ignored.

Custom Configuration Files

When the Cogent DataHub starts up, you may wish to have certain points and data structures get created
immediately. To do this, you can create one or more custom configuration files. These files must be listed
in the bottom of theScripting option of the Properties Window.

@ Creating and editing custom configuration files should only be attempted by experienced users. If

you do create a custom configuration file, we strongly recommend that it only be used for
creating points and data structures, and not for standard configuration commands, such as those
that are created and modified through entries in the Properties window. Doing otherwise could
result in irregular behavior in the Cogent DataHub.

The following sets of commands are the only ones that should be used in a custom configuration file:

General commands allowed in config files

create mult
set div
cset lock
write quality
cwrite secure
force append
cforce dump
add include

Model-related commands allowed in config files

alias private_attribute
assembly property
attribute subassembly
defaultprop type

instance

Only allowed in Windows config files

execute_plugin show_debug_messages
load_plugin show_event_log
unload_plugin show_icon

load_scripts show_properties
show_data show_script_log

11
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Custom configuration files can be created using a text editor like Notepad, and are written in Lisp syntax.
They should be put in the same directory as the Cogent DataHub executable, SudPragram
Files\Cogent\Cogent DataHub\ (it may be different for your installation). Each entry of the

file contains either a command or a comment. Comments are marked with a semicolon chayatter (

the beginning of each line.

For more information about commands and their syntax, please reRaftwence ICogent DataHub
Command Set

A small custom configuration file might look like this:

;;; Create some points in the default data domain
(create default:Pointl)
(create default:Point2)
(create default:Point3)

;;» Assign values and confidences to the points
(set default:Pointl 5 100)

(set default:Point2 67.234 100)

(set default:Point3 Hello 100)

;;; Create a new data domain
(create_domain NewDomain)

;;» Create some points in that data domain
(create NewDomain:Point1)
(create NewDomain:Point2)
(create NewDomain:Point3)

;o Assign a value and confidence to the point
(set NewDomain:Pointl "A string" 100)

(set NewDomain:Point2 95 100)

(set NewDomain:Point3 3.1519 100)

12



Chapter 2. Getting Started

2.1. Running the Cogent DataHub

To run the DataHub, select the program using the Windstast menu, or double click the desktop icon.

Select or double click @

e Elsisjeni
. Cogent DataHub ¥

T ———— L L1 [me 'i:l i) 12:30 PM

: Cogent DataHub

Once the DataHub is started, it runs in the background and puts a DataH i &Ziirothe system tray.

Cogent DataHub

Properties
Wiew Data
WView Connections

View Event Log

View Script Log
Right click ...

- Wiew QuickTrend

Help

Exit
A E_ ﬁ'f |I|- ':J=:| |'-:|:|

: Cogent DataHub
;C:.-kllr 'iJ;l s 12:30 PM

If you right-click on that icon, you will get a small pop-up menu with several options that let you open
the following windows:

e Touch-screen users: press the icon for about one second. When you release, the pop-up menu
will appear.
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The pop-up menu also lets yexit the DataHub.

@ Itis possible to run the DataHub with command-line options. Please refgrgendix A,
Command Line Optiorf®r more information.
Pop-up Help

You can get pop-up help in many parts of the Properties window by right-clicking the mouse over
buttons or text.

LAaia 'l idl e

Do ok bransmit jnsignificant changes
S

L
Do | Restricts transmizsion of
inzignificant data. 4 data
[#] At change is conzidered to be
inzignificant if it differs from the
Startup | curent data only by its time
stamp.

[ ]5hdm

15




Chapter 2. Getting Started

Exit
You can terminate the DataHub by right-clicking the Cogent DataHub®an the system tray, and

selectingexit from the pop-up menu. After a few seconds the icon should disappear, indicating that the
DataHub has terminated.

@ You must explicitly exit the DataHub to terminate it. Otherwise it continues to run in the
background even if you close the Properties, Data Browser, and Event Log windows.

2.2. Test with simulated data

There is a data-generating program that comes with the Cogent DataHubzal&sim You can run
DataSim locally to create data for various connection scenarios.

1. Start the Cogent DataHub if it isn’t already running.
2. Start DataSim using the Windov@&art menu, or by double clicking the desktop icon.

(i DataSim =R

|5'{§ DataSim |
Connection Parameters

Select or Host Service Status
double click =™ | localhost | 4502 Connected
LUser Mame Password

. | |
(&Y
el Pause Maore...

3. Open the DataHub Data Browser by right clicking on the DataHub system—traf@i:amd choosing
View Data from the pop-up menu.

L1 OPC DataHub Data Browser: B of B points in DataSim domain

Selected Poink: Sire
Enker new walue: 0.4755262581559 Qualty: |Lecal Crverride I
H-Datafid Faint Mame Time Stamp Qualty | Type Yalue
default Amplituds Sep 15 142707952 Good Ay (RE) 1
Fraguency Sep 15 14:27:07.952  Good  Any(RE) 0.1
(et Sep 15 1492707952 Good AnviRE) O
Ramp Sep 1S 14:27:50,8%0  Good Any (RE) -0, 1999393099590905
Sire Sep 15 14:27:50,8%0  Good Ay (RE)  0,47S5262581559
Square Sep 15 142747.890  Good ANy (REB) 0.5
Trisngle Sep 15 142750890  Good A (RE) 0, 709999999939907
UpdateFrequency  Sep 15 142707952 Good hny(RE) 2
Crag & Drop Style: | M5 Office (ExcellWard) % Property: Vale -

4. Select theDataSim data domain in the left-hand pane of the window.

The Data Browser window should fill with simulated data updating in real time. The four updating
data points ar®amp Sine , Square , andTriangle

5. You can also click th&/iew Connections near the bottom of the Properties window to see your
currently configured connections:
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Lt Connection Viewer

Thipe Dokl I Label Satus Sent  Received Created Registered Lk

CoskaHub Mainlre 1 -

Gamma Scripting Engine 1] 1776

Sysmon s - . e

TCP Incoming plain text from ... & 127.0.0. 112027 Runnirg a 2764 16 8

TCP Listenes Flain on port 4500 3 RUNrirg - - - -

Viewer: Buit-n Data Viewer ] 6187

4 »
@ Total Ocheckpoint O Performance

The Connection Vieweshows all active connections in the Cogent DataHub.

6. You can click theMore... button inDataSimto access some options for changing the data feed.

CWTon P araesters

Hot SR L
e &0 Coried
Liear Hama Patnasord
Fans l (i) J
i ae Dl
Wl e T P e
LA ) 1 Tt o Frequetoy LA, ]
Fuaresn iparisbe Frngsny
Calaten 2 He

[ ] S s chmmges we iy, Dbl in iGCT1. i CFAL Doy,

Lty e yion

Flsw o o158
Flse [T 0w
Flm [ 0.10m
Fee [ 1050

Sy Hode
sl it

Briefly, you can change th@onfigurable Options and click theApply Changes button to apply
them. TheWaveform Parameters andUpdate Frequency are all points in the Cogent DataHub,
and the corresponding points change their values in the Data Browser as you make the changes.
Changing thédata Domain from DataSim will yield no results until custom data domains are
configured for the DataHub.

@ If you shut down DataSim, its points will still appear in the DataHub until it is shut down
and restarted. Please referSection 18.1Data Pointsfor more information on creating and
deleting points.

Now you are ready to start using the DataHub.

2.3. Connect to an OPC server

To connect to an OPC server, you need to configure the Cogent DataHub to act as an OPC client. Here’s
how:

1. Right click on the Cogent DataHub system-tray icon and ch&wosperties.
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2. Inthe Properties window, sele@PC L 22 .

OPC Cliant
[#] iact s an OFC Chent to these sarvars:
On Connecticn  Computer  OPC Sarver | Doman | Refresh{ms)

Edi...

Remave
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3. Check theAct as an OPC Client box. Since the DataHub can be a client to more than one OPC

server, you need to specify which OPC server you are going to connect to. To add a server, click the

Add button and fill in the fields in th®efine OPC Server Window:

Connection bame:

Computer Name: localhast -
OPC Sarvar Name: -
D Damain Nemme: default
Daka Transfar
Mazimum update rate {miliseconds): a
Fead Method; Asynchronous fdvise v
‘Wi Mathod: Asynchronous Yrite (DAZ) b
Oplians

[Tl Treat OPC item properties as DataHub paints where possiole
[CIread-anly: Mark &l tems & Read-Orly and disable writes bo this server
[lonby transmit GOOD qualty data ba this server

[ Replace item tme stamps with local dock time

[CIForce connection to use OPC DA 3.0

[ hever use 0PC DA 3.0

[#] 5et faited incoming values to zero

[INever use 0PC DAZ.0 BROWSE_TO fundtion

[CInever attach to an in-process COM server

‘Wit For server running state: 5000 ms

Pause before reading data: 1000 | ms

Teem Selection
[ IMarwaly Select Tams
[#]Load All Tiems on Server

Server speciic bem fikers (leave empty bo mabch ol kems)

Fiker Sring

(ot ]
prr—
[_penowe ]

===

4. Type in or select the necessary information as appropriate.

a. The first four fields define the OPC server:
Define OPC Server

Connection Marne:

Computer Narme: | localhost v | [ This Computer ]
OPC Server Mame: | P |
Diata Domain Mame: | default |

- Connection Name: type a name to identify this connection. There should be no
spaces in the name. It doesn’t matter what name is chosen, but it should be unique to

other connection names.

« Computer Name: type in or select from the drop-down list the hame or IP address of
the computer running the OPC server you want to connect to.

« OPC Server Name: select the name of the OPC server that you are connecting to

from the list of available servers.

18



Chapter 2. Getting Started

- Data Domain Name: type the name of the DataHub data domain in which the data
points will appear.

b. You can specify how the data is to be transferred.

Data Transfer

Mazimum update rate {milliseconds): 0
Read Methad: Asvnchronous Advise -
Write Method: Asynchronous 'Write (DAZ) -

« Maximum update rate (milliseconds):  Enter the maximum rate you wish the data
to be updated. This is useful for slowing down the rate of incoming data. The default is
0, which causes values to be updated as soon as possible. This value is also the polling
time used by asynchronous and synchronous reads (see below).

- Read Method: Choose how to read data from the OPC server:

- Asynchronous Advise The OPC server sends a configured point’s data to the
DataHub immediately whenever the point changes value. This is the most efficient
option, and has the least latency.

- Asynchronous Read The DataHub polls the OPC server for all configured points
on atimed interval (set by thdaximum update rate). This option is less efficient
than Asynchronous Advise, and has higher latency.

. Synchronous Cache Read The DataHub polls the OPC server for all configured
points on a timed interval (set by thdéaximum update rate), and this thread waits
for a reply. This option is less efficient than Asynchronous Advise or Read, and has
higher latency than either of them.

« Synchronous Device Read The DataHub polls the PLC or other hardware device
connected to the OPC server for all configured points on a timed interval (set by the
Maximum update rate), and this thread waits for a reply. This is the least efficient of
all of these options, and has the highest latency.

- Write Method: Choose how to write data to the OPC server:

- Asynchronous Write  provides higher performance. The Cogent DataHub writes
changes in point values to the OPC server without waiting for a response.

- Synchronous Write elicits a quicker response from the OPC server, but results in
lower overall performance. The Cogent DataHub writes changes in point values to the
OPC server without waiting for a response. This option is useful if the OPC server
doesn’t support asynchronous writes at all, or if it can’t handle a large number of
them.

Depending on the OPC server you are configuring, you might have an option to use
OPC DA 2.0 or 3.0. Please refer to thata Transfeexplanation in the OPC section
of the Properties Window chapter for more information.

c. There are several optional entries:
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Options
[ Treat OPC item properties as DataHub paints where possible
[Iread-only: Mark allitems as Read-Only and disable writes ko this server
] oy bransmit OO0 quality data ko this server
[Ireplace item time stamps with local clock time
D Force conneckion to use OPC DA 3.0
[Imewver use OPC DA 3.0
[#] 5et Failed incoming values to zero
|:| Mewer use OPC DA 2.0 BROWSE_TO function
D Mewer attach to an in-process COM server

‘Whait For server running state: s000 ms

Pause before reading data: 1000 ms

- Treat OPC item properties as DataHub points  lets you register and use
non-standard OPC item properties as points in the DataHub. Generally you won't need
this unless you plan to use the DataHub to distribute changes to values of the
non-standard properties on your OPC items.

% The Cogent DataHub will monitor these properties only if the OPC server

exposes them as OPC items. If the properties do not show up when using this
check-box, this means that the server does not expose the non-standard
properties as items.

@ Some OPC servers are slow to register their OPC items and properties. Using
this option with one of these servers can significantly slow the start-up time of
the DataHub

+ Read only: Mark all items as Read-Only lets you specify that the OPC server be
read-only, regardless of how individual items are specified. Items in the DataHub that
originate from such an OPC server will be read-only to all DataHub clients.

+ Replace item time stamps with local clock time allows you to set the timestamps
for the items from this server to local clock time.

- Force connection to use OPC DA 3.0 This setting will allow the user to choose the
DA 3.0 write methods from th@/rite Method drop-down box. It will also instruct the
Cogent DataHub to attempt to browse the server using DA 3.0 browsing. This setting
will override any automatic information that the Cogent DataHub may determine about
the server based on the server’s registry entries.

+ Never use OPC DA 3.0 This setting will remove the DA 3.0 write methods from the
Write Method drop-down box, and will instruct the Cogent DataHub to only use DA
2.0 browsing. This setting will override any automatic information that the Cogent
DataHub may determine about the server based on the server’s registry entries.

For more information about OPC DA 2.0 and 3.0, please refer t®#ta Transfer
explanation in the OPC section of the Properties Window chapter.

+ Set failed incoming values to zero  The OPC spec requires an OPC server to send
anEMPTY(zero) value whenever it sends a failure code in response to an item change or
a read request. Some OPC servers, however, send a valid value with the failure code
under certain circumstances. To ignore any such value from the OPC server and assume
EMPTY keep this box checked (the default). If instead you want to use the value
supplied by your OPC server, uncheck this box.
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@ Unchecking this box will make the Cogent DataHub’s behavior non-compliant
with the OPC specification.

+ Never use OPC DA 2.0 BROWSE_TO function This setting will disallow the
BROWSE_T@nction when communicating with OPC DA 2 servers. Sometimes an
OPC server will have problems with this function that prevent the Cogent DataHub from
connecting to it. Checking this box might allow the connection to be established in those
cases.

« Never attach to an in-process COM server  Most vendors include both an
in-process and out-of-process COM server with their OPC server installation. If both
options are available, the DataHub connects to the in-process server, as it is generally the
better choice. This option forces the DataHub to consider only out-of-process servers.

Why is this useful? An in-process server is implemented as a DLL that is loaded into the
client's address space. This makes the client very dependent on the good implementation
of the server. If there is a crash in an in-process server, the client also crashes. An
out-of-process server is implemented as a separate executable. The client communicates
with an out-of-process server using the inter-process communication mechanisms in
DCOM. In theory an in-process server will be faster than an out-of-process server, but
sometimes the in-process server is less robust than the out-of-process server and leads to
instability or malfunction in the client.

- Wait for server running state  Every OPC server takes a little time to initialize
before it will allow client connections. This option lets the user specify the time to wait
for the OPC server to initialize. The wait time is a maximum; if a server initializes before
this time, the DataHub will connect right away. If the server doesn't initialize within this
time, the DataHub will report this in the Event Log, and then try to connect anyway.

- Pause before reading data This parameter specifies a time for the DataHub to pause
before reading the OPC server’s data set. Some OPC servers report that they are
running, but have not yet received the full data set from the process. If the DataHub
attempts to connect right away, it might get a partial data set. The pause is fixed; it will
always last for the full time specified.

e The two above times are added together. The DataHub will wait until the server
is initialized (or until the specified "wait" period is complete) and then pause for
the specified "pause" time, before trying to read data from the server. For
example, with the defaults &00 and1000, at least 1 second and at most 6

seconds will elapse before the DataHub tries to read the data set.

d. Finally, you can specify how the OPC items get selected. You can select them manually or
load all of them.

Trem Selection
[IMarually Select Ttems
Load &ll Items on Server
Server specific item filkers {leave empty to match all items)

Filter String

f r 1
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Manually Select Items

Check theManually Select Items box and press th€onfigure Items button to
open the OPC Item Selection window, where you can specify exactly which points
you wish to use:

OPC Item Selection

OPC Server ltems Selected Items
[ cr_INoOUTS OPC Item Marne Point Mame
+- [Line_1
#-[Line_2
+-[] Tarks

#- [ Pump_Room

You can browse through the tree in the left pane, selecting points as you go. The
selections will appear in the right pane. Follow these guidelines for making selections:

+ To select a server item from the right-hand pane, click its check-box.

» To highlight a list of consecutive server items, click the first item, hold down the
Shift key, and then click the last item. To highlight separate server items, hold
down theCtrl key as you click each item. To select a group of highlighted items,
use theSpacebar

e These may not function as described for Windows NT or Windows 2000
operating systems.

« Selecting a server item does not automatically add any of its child items. Each child
item must be added separately. To view child items, clickiiséggn in front of the
item. If an item has one or more children that have been selected, the item name(s)
will appear in bold.

- To delete selected items from the right-hand pane, highlight them and press the
Remove Selected button. Use thé&hift andCtrl keys as above to highlight
groups of selected items.

Crynamic Ikems

Server Item ID:

DrakaHub Pairk Marne: Apply

Copy names from selection

Recaognize branch delimiter in point name: e

[ 84 ] [ Cancel ]

You may also configure dynamic items on the server. As you type iBéneer Item
ID, the system will fill in an identicaDataHub Point Name for you (which you can
change at any time). Press tBater key or theApply button to create the item.
Checking theCopy names from selection box will fill in the entry with the name
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you select from th&elected Items list (above). TheRecognize branch delimiter
in point name option lets you select and apply a point delimiter for your dynamic
items.

Load All Items on Server

In addition to manually loading items, you have the option in the Define OPC Server
dialog to register all points, or filter for groups of points, from the OPC server.

|| Maniually Seiect Weris
Load All Items on Server
Server specific item filters (leave empty to match all items)
Filter String
[ Ok ] [ Caneel ]

In the Server specific item filters you have the option create filters to select partial
data sets. If you don't enter anything here, the DataHub will query the OPC server for
all of its items and register them. The filters are all applied on a logical 'OR’ basis, i.e.
if a point satisfies the condition of any filter, it gets registered with the DataHub.

« Click theAdd... button to add a filter. ThEdit a filter string window will appear:

Edit a filter string,

Itern Mamne Filker: |

[ QK ] [ Cancel ]

Enter a string or a pattern to match one or more item names in the OPC server.
Each server has its own syntax for pattern matching, so you may have to
experiment a little to get exactly the points you need. Commonly, the symbol
matches any number of characters, while the syrRbaften matches a single
character. In that case, an entryZaf* would bring in all items witha as the
second letter in their names.

« Click theEdit... button to open th&dit a filter string window and edit an existing
filter. You can do the same thing by double-clicking a filter string in the list.

- Click theRemove button to remove a selected filter from the list.

5. Click the Apply button in the Properties Window. The DataHub should begin to act as a client to the
OPC server. You can verify this using tbata Browseor the theConnection ViewerYou can
change these settings at any time. The Cogent DataHub will reconnect and apply the changes when
you click theApply button in the Properties Window.
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2.4. Connect from an OPC client

When you start an OPC client it should immediately connect to the Cogent DataHub, because the
DataHub is preconfigured to act as an OPC server. If the DataHub is not running, the OPC client will
attempt to start it.

If your client does not connect, you can check the DataHub configuration as follows:

1. Right click on the DataHub system-tray icon and chd@szperties.

e
2. In the Properties window, sele@PC 2 .

OPC Server
[ Do not adjust ORC registry entries For this program
Act as an OPC Server

3. Ensure that théct as an OPC Server box is checked.

% If your OPC client requires that you hand-enter the OPC server name, use either
Cogent.OPCDataHub or Cogent.OPCDataHub.1

TheDo not adjust OPC registry entries for this program option tells the Cogent DataHub not to
alter its registry settings. This is useful if you want to use the Cogent DataHub with a redundancy
server or some other program that modifies the DataHub’s registry independently. Without this box
checked, the DataHub will overwrite any external changes when it starts or when a chang&db the
as an OPC Server status is applied.

These two boxes work together, because turning the OPC server behavior on or off necessarily
makes changes to the registry. Here is how you can change OPC server behavior when you also need
to maintain registry settings:

a. UncheckDo not adjust OPC registry entries for this program. This will make theAct
as an OPC Server checkbox visible.

b. Check or uncheck thAct as an OPC Server as needed, and clickpply.

c. CheckDo not adjust OPC registry entries for this program and clickApply.

4. Click Apply button at the bottom of the Properties window to apply the change. You can view
connections with th€onnection Viewer

2.5. Test the Web Server

To test Cogent DataHub’s web server, follow these steps:

1. Ensure that the DataHub is running, and that the DataHub Web Server is enabled.
2. Type the IP address of the DataHub into the Address field at the top of your web browser.
@ - @ @ e} | localhost

If you are running the DataHub and web browser on the same machindotgileost
Otherwise, type the IP address or computer name of the computer running the DataHub.

3. The welcome page should appear. You can follow the links to see the various demos. The live data in
the demos comes from DataPid. If you don’t see data updating, you'll need to start DataPid.
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L I o | L hompeflocalnosty

@ DataHub Web Server

fou have successfully configured the DataHub to run as & web server, The follawing examples will show
f the Datatub's web suppart,

you sorne of th
apabilities

Mame Value Quality  Time Stamp

Setpoint 57.56 | ¥ Good | 2008-02-27 10:59:58,143
Process Yariable 57.02 * Good -ZUUE—I'IZ-Z? 11:00:02.839
Output Variable 28.56 | A Good | 2008-02-27 11:00:02.839
Update Frequency 10 L o Good 2008-02-27 10;47:11,070
Setpoint AutofManual Auto [ & Good Z2008-0Z-27 10:47:11.070

Web Server Demo Pages
Java Applets

* Java - Trend and Gauge Example.

AJAX

* Streaming AJAX - DataHub Browser - Tres Yiew.

If the test doesn’t work, please refer$ection 8.2Configuring the Web Servéor more
information.

2.6. View Your Data on the Web

You can view all the data points currently in the DataHub using the Web Data Browser.

1.

Ensure that the DataHub is running and connected to your data sources, and that the DataHub Web
Server is enabled.

If you are running your web browser on the same machine as your DataHub, type
localhost/datahub.asp into the Address field at the top of your browser. If you are running
your web browser on a different machine from the DataHub, type the IP address or computer name
of the computer running the DataHub, insteadoofilhost

The Web Data Browser page should display:

€ - - @ 3 {2 |locahost/datahub.asp

Logent

Real-Time Systems

Q, DataHub Browser

To see point values, select a domain name from the tree below. () = number of points in each domain.

— DataHub Domains |

Name | Yalue |Qua|ity|Timestamp

-5 D
E‘ _) 3 My 14.0670007455034 Good 13:32:39.036
5 TOP i Py 27.7320344041363 Good  |[13:32:39.036
He j default sp 31.8620865855678 Good 13:32:34 430
UpdateFrequency |10 Good 13:31:54.,051

The DataHub domains and data hierarchy are displayed in the left pane, and live updates of the point
values for the selected part of the hierarchy are shown the right pane. You can modify the header for
this page by editing this file&C:\Program Files\Cogent\Cogent
DataHub\Plugin\Webserver\html\domaintreeheader.asp

2.7. Test with Excel

To test the Cogent DataHub by putting live data into Excel, follow these steps:

1.

2.

Right click on the Cogent DataHub system-tray icon and ch&weperties.

In the Properties window, seleDDE .
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DDE Server
Act as a DDE server, listening on these services:

Register these DDE services:

DDE Service Mame Add...
datahub

Ensure that the bo&ct as a DDE server is checked, and that the namatahub appears in the
DDE Service Name area. If not, click theddd... button and add the nanaatahub .

Click OK to close the Properties window.

Right click on the Cogent DataHub system-tray icon and chdéee Data from the pop-up menu
to open the Data Browser. Start DataSim if it isn’t already running, to get live data in the Data
Browser.

L1 OPC DataHub Data Browser: B of B points in DataSim domain

Selected Point: Sine |
Ener risv vilue: 0475526253 1559 Quolky: [Local Orverride |
H-Dat aid Paint Mame Time Stamp Qualty | Type Yalua
default Amplitude Sep 15 142707952 Good  Anw(RED 1
Fraguency Sep 15 142707952 Good  AnyiRE) 0.1
Off et Sep 15 142007952 Good any(RE) D
Ramp Sep 15 14:27:50,850  Good Any (RE)  -D.199999999599953
Sine Sep 15 14h2750.6%0  Good Any (RE)  0-4TSE2ER581559
Square Sep 15 14:27:47.8%0  Good Any(RE) 05
Trisngle Sep 15 14:27:50,890  Good Any (RE)  0,399990909099307
UpdateFrequency  Sep 1S 14:27:07.952  Good Any (RE) 2
Drag & Drop Style: | M5 Offics (Exceliward) ] T . v

Ensure that th®rag & Drop Style at the bottom of the Data Browser is seti&-Office
(Excel/Word).

Open an Excel worksheet.

In the Data Browser, click on the label for a point and drag it into the Excel worksheet.

Il Enter new value: Quality: | Local Override ']

e Font Name Time Stamp Quallty value
¥ Status
defat Ramg Sep 23 10:54:... Good  0.450000000000058
| Sine. Sep 23 10:54:... Good 0. 15450845 7268425
L ;mJ} 5e02300:5% .. Good 0.5
P ] Bookl - Micr:[z:;ft Bxcel [l 15 [l Yosas

Heme  Inset  Page layout Formulsg ~ Data  Review View 0 == 8

A2 - [ | =datahub|DataSim!Sine
= S
A | B c E F [

2 [Crmmer]
3

You should see the data update in the worksheet at the same rate it is updating in the Cogent
DataHub.

@ You can select multiple points for drag and drop by usgft-click or Ctrl -click.
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% You can drag and drop timestamps and other attributes of a point usiRydperty
dropdown list. Please refer forag and Drop Style and Propeiitythe Data Browsesection
for more details.

2.8. Connect to remote data

Cogent has a DataHub running that makes live test data available over the Internet. To set up the Cogent
DataHub to receive that test data, just follow these steps:

1. Right click on the Cogent DataHub system-tray icon and ch&weperties.

i i - Tunnel/Mi
2. Inthe Properties window, sele@innel/Mirror .

3. IntheTunnelling/Mirror Slave section, check thAct as a tunnelling/mirroring slave to these
masters box.

Tunnelingtirar Slave

Act az a tunneling/mirar zlave to these masters:

On  Host Port | Domain - Remote | S50 Status Add M aster...

4. Click the Add Master... button to open the Tunnel/Mirror Master Configuration window:

TunnelfMirror, Master, Configuration

Primary Host: developers. cogentrts, com Port: |4502
[ secure (55L)
Secondary Hosk: Pork:
Local daka domain: test Remaote user name:
Remote data domain: | test Remote password:

5. Fillin these entry fields at the top as follows:
- Primary Host: developers.cogentrts.com
- Local data domain: test
+ Remote data domain: test
There is no need to make or change any other entries.

6. Click OK to close the Tunnel/Mirror Master window, and then cligiply in the Properties
Window.

7. Open theData Browseand click thetest data domain name in the left-hand pane of the window.
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.

L1 OPC DataHub Data Browser: B of B points

Selected Poink: |
Enkear v valus: Ouality: .Ln:d fe—. |
Dt asim Paint MName: Time Stamp GQualty | Type Yalua
defauk AUTO_DOL fug 09 10:59:54. 396 Good Any(RE) 1
FRED_0D01 g 09 10:59:54. 382 Good Any(RE) B
[T _001 g 09 10:55:54.381  Good any(RE) 5
MIV_001 Aug 09 11:56:37 436 i500d Any(RE)  63.76
PID1 _Kd Aug 09 10:55:54.385  Good Any (RE) 0,05
P01 _Ki Pug 09 10:59:54,385  Good Any(RE) 0.7
P10 _Kp Bug 08 10:59:54.385  Good Any (RE) 0,05
PROF_001 Bug 09 10:59:54.380  Good Any(RE) 0.7
Drag & Drop Style: | M5 Offics (ExceliWord) Bl ropertyt [vale v

The Data Browser window should show some data updating in real time. Any delays in updates to
these points are due to slow network speed or high traffic volumes.

@ You can also use th€onnection Vieweto see all active connections in the Cogent
DataHub.

For more information on tunnelling/mirroring, please refeStxtion 20.4Tunnel/Mirror.
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3.1. Introduction

When talking about data networksnnellingmeans to encapsulate one protocol inside another, to allow
it to be sent more easily and/or securely across the network. The Cogent DataHub offers OPC tunnelling
to avoid the problems of DCOM configuration.

e Tunnelling is the same amirroring, as described iBection 6.4Networking ExcelTunnelling
can be also used to connect to Cascade DataHub running in Linux. Please refer to the Mirroring
Data section of the Cascade DataHub for Linux and QNX manual for details.

Using the Cogent DataHub for OPC tunnelling means:

« Connect equally easily across a LAN or WAN.

« No DCOM—no timeouts or configuration problems.

« Complete and secure data access.

- Simple set up.

Setting up the Cogent DataHub for OPC tunnelling is a simple, 3-step configuration that can be done in a
few minutes. All you need to do is:

1. Configure the DataHub on the OPC server machine.

2. Configure the DataHub on the OPC client machine.

3. Start the OPC client.

Why use tunnelling for OPC DA?

Most people who attempt to network OPC DA servers and clients experience a number of problems.
Networking is just not OPC's strength. OPC was originally based on COM (component object model),
which runs on a single computer.

Easy: [ ooo =]
oM

OPC on a : :

single node =Z5PC F—» =Z5PC

using COM. OPC Server OPC Client

As long as the OPC server and OPC client are on one computer, setting up the connection between them
is easy. Difficulties arise, however, when the OPC server and client are on different computers, and need
to be networked.

Difficult: Soo DCoM ooo
OPC over - -
a nebwork =ZOPC }4 5 » =RPC
using DCOM. “OPC Server Netwark “OPC Client

To communicate over a network, OPC uses DCOM (distributed COM), which many system engineers
find to be inadequate for their needs. DCOM can time out for up to 5 minutes at a time, and there are
problems related to running computers in different security domains. As the number of networked OPC
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servers and clients increases, the difficulties with DCOM increase exponentially. It is very difficult over a
LAN, and most people don'’t even attempt it over a WAN.

ooo — ooo

SHPC B2 o | HEPC
e — Metwork, e
OPC Server DakaHub DataHub OPC Client

Solution: Eliminate DCOM. Use COM at each end and TCP over the network.

The Cogent DataHub provides a COM (OPC) interface for the OPC client and server, and uses TCP
across the network. This is known @amnelling Each connected OPC server or client sees the other as a
local OPC connection. They are unaware that their messages are being converted to TCP along the way.
Tunnelling works equally well across a LAN or WAN, and it is even possible to tunnel through firewalls.

3.2. Configuring the DataHub for the server

Configure the DataHub as an OPC client

The DataHub on the OPC server machine will act as an OPC client. You should configure it as follows:

1. Right click on the Cogent DataHub system-tray icon and ch&weperties.

e
2. Inthe Properties window, sele@PC L 22 .

OPC Cliant
[¥lAct as an OFC Chent to thase sarvers:

On | Connection  Computer  OPC Server  Doman | Rafreshims) add..,

3. Check theAct as an OPC Client box. Since the DataHub can be a client to more than one OPC
server, you need to specify which OPC server you are going to connect to. To add a server, click the
Add button and fill in the fields in th®efine OPC Server Window:
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Connectian Name:
Computer Name: localhast v
OPC Sarvar Name: -
Diata Damain Name: default
Data Transfar
Maximum update rate (miliseconds): 0
Fead Methaod: Asynchronous Advise v
‘Wi Mathod: Asynchronous Wit (DAZ) b
Crtions

I Trest ORC item propesties as DatsHub parits where possile
[read-anly: Mark &l tems & Read-Orly and disable writes o this server
[Clonly transmik GOOD quality data b this server

[ meplace item tme stamps with lacal dock tme

[IFoce connection ta use O D4 3.0

[ hever use 0PC DA 3.0

[¥] 5et tailed incoming values to zero

[ Mever use OPC DAZ.0 BROWSE _TO function

[Ihever attach to an in-process COM server

‘Wit For server running state: 500 ms

Pawse befare reating data; 1000 | ms

Ibem Selection

[ IMarnaly Select Tams
[#]Load All mems on Server

Server speciic bem fikers (leave empey b makch oll kems)
Pt S Coa)
Ed ...

e

4. Type in or select the necessary information as appropriate.

a. The first four fields define the OPC server:
Define OPC Server

Connection Name:

Computer Mame: | localhost v | [ This Computer ]
QPC Server Name: | A |
Data Domain Marme: | default |

« Connection Name: type a name to identify this connection. There should be no
spaces in the name. It doesn’t matter what name is chosen, but it should be unique to
other connection names.

« Computer Name: type in or select from the drop-down list the hame or IP address of
the computer running the OPC server you want to connect to.

+ OPC Server Name: select the name of the OPC server that you are connecting to
from the list of available servers.

. Data Domain Name: type the name of the DataHub data domain in which the data
points will appear.
b. You can specify how the data is to be transferred.

Data TransFer

Mazimum update rate {milliseconds): I:I

Read Method: | Asynchronous Advise hd |

Write Method: | Asynchronaus 'Write (DAZ) - |

« Maximum update rate (milliseconds):  Enter the maximum rate you wish the data
to be updated. This is useful for slowing down the rate of incoming data. The default is
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0, which causes values to be updated as soon as possible. This value is also the polling
time used by asynchronous and synchronous reads (see below).

- Read Method: Choose how to read data from the OPC server:

- Asynchronous Advise The OPC server sends a configured point’s data to the
DataHub immediately whenever the point changes value. This is the most efficient
option, and has the least latency.

. Asynchronous Read The DataHub polls the OPC server for all configured points
on a timed interval (set by tHdaximum update rate). This option is less efficient
than Asynchronous Advise, and has higher latency.

Synchronous Cache Read The DataHub polls the OPC server for all configured
points on a timed interval (set by thdéaximum update rate), and this thread waits

for a reply. This option is less efficient than Asynchronous Advise or Read, and has
higher latency than either of them.

Synchronous Device Read The DataHub polls the PLC or other hardware device

connected to the OPC server for all configured points on a timed interval (set by the
Maximum update rate), and this thread waits for a reply. This is the least efficient of
all of these options, and has the highest latency.

- Write Method: Choose how to write data to the OPC server:

- Asynchronous Write provides higher performance. The Cogent DataHub writes
changes in point values to the OPC server without waiting for a response.

Synchronous Write elicits a quicker response from the OPC server, but results in
lower overall performance. The Cogent DataHub writes changes in point values to the
OPC server without waiting for a response. This option is useful if the OPC server
doesn’t support asynchronous writes at all, or if it can’t handle a large number of
them.

Depending on the OPC server you are configuring, you might have an option to use
OPC DA 2.0 or 3.0. Please refer to thata Transfeexplanation in the OPC section
of the Properties Window chapter for more information.

c. There are several optional entries:

Options
[ Treat OPC item properties as DataHub points where possible
[Iread-only: Mark allitems as Read-Only and disable writes ka this server
[l only transmit GOOD qualiy data ko this server
[Ireplace item time stamps with local clack time
|:| Force conneckion to use OPC DA 3.0
[Inewver use OPC DA 3.0
Set failed incoming values to zero
|:| Mewer use OPC DA 2.0 BROWSE_TO Function
|:| Mever attach to an in-process COM server

‘Wait For server running state: S000 ms

Pause before reading data: 1000 ms

« Treat OPC item properties as DataHub points  lets you register and use
non-standard OPC item properties as points in the DataHub. Generally you won'’t need
this unless you plan to use the DataHub to distribute changes to values of the
non-standard properties on your OPC items.
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@ The Cogent DataHub will monitor these properties only if the OPC server

exposes them as OPC items. If the properties do not show up when using this
check-box, this means that the server does not expose the non-standard
properties as items.

@ Some OPC servers are slow to register their OPC items and properties. Using
this option with one of these servers can significantly slow the start-up time of
the DataHub

Read only: Mark all items as Read-Only lets you specify that the OPC server be
read-only, regardless of how individual items are specified. Items in the DataHub that
originate from such an OPC server will be read-only to all DataHub clients.

Replace item time stamps with local clock time allows you to set the timestamps
for the items from this server to local clock time.

Force connection to use OPC DA 3.0 This setting will allow the user to choose the
DA 3.0 write methods from th&/rite Method drop-down box. It will also instruct the
Cogent DataHub to attempt to browse the server using DA 3.0 browsing. This setting
will override any automatic information that the Cogent DataHub may determine about
the server based on the server’s registry entries.

Never use OPC DA 3.0 This setting will remove the DA 3.0 write methods from the
Write Method drop-down box, and will instruct the Cogent DataHub to only use DA
2.0 browsing. This setting will override any automatic information that the Cogent
DataHub may determine about the server based on the server’s registry entries.

For more information about OPC DA 2.0 and 3.0, please refer t®#ta Transfer
explanation in the OPC section of the Properties Window chapter.

Set failed incoming values to zero  The OPC spec requires an OPC server to send
anEMPTY(zero) value whenever it sends a failure code in response to an item change or
a read request. Some OPC servers, however, send a valid value with the failure code
under certain circumstances. To ignore any such value from the OPC server and assume
EMPTY keep this box checked (the default). If instead you want to use the value

supplied by your OPC server, uncheck this box.

@ Unchecking this box will make the Cogent DataHub’s behavior non-compliant
with the OPC specification.

Never use OPC DA 2.0 BROWSE_TO function This setting will disallow the
BROWSE_Tfnction when communicating with OPC DA 2 servers. Sometimes an
OPC server will have problems with this function that prevent the Cogent DataHub from
connecting to it. Checking this box might allow the connection to be established in those
cases.

Never attach to an in-process COM server  Most vendors include both an

in-process and out-of-process COM server with their OPC server installation. If both
options are available, the DataHub connects to the in-process server, as it is generally the
better choice. This option forces the DataHub to consider only out-of-process servers.

Why is this useful? An in-process server is implemented as a DLL that is loaded into the
client’s address space. This makes the client very dependent on the good implementation
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of the server. If there is a crash in an in-process server, the client also crashes. An
out-of-process server is implemented as a separate executable. The client communicates
with an out-of-process server using the inter-process communication mechanisms in
DCOM. In theory an in-process server will be faster than an out-of-process server, but
sometimes the in-process server is less robust than the out-of-process server and leads to
instability or malfunction in the client.

Wait for server running state  Every OPC server takes a little time to initialize

before it will allow client connections. This option lets the user specify the time to wait
for the OPC server to initialize. The wait time is a maximum; if a server initializes before
this time, the DataHub will connect right away. If the server doesn't initialize within this
time, the DataHub will report this in the Event Log, and then try to connect anyway.

Pause before reading data This parameter specifies a time for the DataHub to pause
before reading the OPC server’s data set. Some OPC servers report that they are
running, but have not yet received the full data set from the process. If the DataHub
attempts to connect right away, it might get a partial data set. The pause is fixed; it will
always last for the full time specified.

@ The two above times are added together. The DataHub will wait until the server
is initialized (or until the specified "wait" period is complete) and then pause for
the specified "pause" time, before trying to read data from the server. For
example, with the defaults &000 and1000, at least 1 second and at most 6

seconds will elapse before the DataHub tries to read the data set.

Finally, you can specify how the OPC items get selected. You can select them manually or

load all of them.

Trem Selzction
[IManually Select Ttems
Load All Items on Server

Server specific item filkers {leave empty to match all items)

Filter String

Manually Select Iltems

- -
et et

Check theManually Select Items box and press th€onfigure Items button to
open the OPC Item Selection window, where you can specify exactly which points
you wish to use:

OPC Item Selection

OPC Server ltems Selected Items
[ cr_IMOUTS OPC Item Marne Point Mame
#- [ ]Line_1
#-[Line_2
+-[] Tarks

- [_]Pump_Room
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You can browse through the tree in the left pane, selecting points as you go. The
selections will appear in the right pane. Follow these guidelines for making selections:

-+ To select a server item from the right-hand pane, click its check-box.

- To highlight a list of consecutive server items, click the first item, hold down the
Shift key, and then click the last item. To highlight separate server items, hold
down theCtrl key as you click each item. To select a group of highlighted items,
use theSpacebar

@ These may not function as described for Windows NT or Windows 2000
operating systems.

« Selecting a server item does not automatically add any of its child items. Each child
item must be added separately. To view child items, clickitlsegn in front of the
item. If an item has one or more children that have been selected, the item name(s)
will appear in bold.

- To delete selected items from the right-hand pane, highlight them and press the
Remove Selected button. Use th&hift andCtrl keys as above to highlight
groups of selected items.

Crynamic Ikems
Server Item ID:

DiataHub Paint Mame: Apply

Copy names from selection

Recognize branch delimiter in point name: o L

[ Ok ] [ Cancel ]

You may also configure dynamic items on the server. As you type iBéneer Item
ID, the system will fill in an identicaDataHub Point Name for you (which you can
change at any time). Press tater key or theApply button to create the item.
Checking theCopy names from selection box will fill in the entry with the name
you select from th&elected Items list (above). TheRecognize branch delimiter

in point name option lets you select and apply a point delimiter for your dynamic
items.

Load All Items on Server

In addition to manually loading items, you have the option in the Define OPC Server
dialog to register all points, or filter for groups of points, from the OPC server.

|| Maniually Seiect Weris
Load All Items on Server
Server specific item filters (leave empty to match all items)
Filter String
[ Ok ] [ Caneel ]
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In the Server specific item filters you have the option create filters to select partial
data sets. If you don't enter anything here, the DataHub will query the OPC server for
all of its items and register them. The filters are all applied on a logical 'OR’ basis, i.e.
if a point satisfies the condition of any filter, it gets registered with the DataHub.

+ Click theAdd... button to add a filter. Th&dit a filter string window will appear:

Edit a filter string,

Item Mame Filter : |

[ Ok H Caneel ]

Enter a string or a pattern to match one or more item names in the OPC server.
Each server has its own syntax for pattern matching, so you may have to
experiment a little to get exactly the points you need. Commonly, the symbol
matches any number of characters, while the syrRbaften matches a single
character. In that case, an entryZaf* would bring in all items witha as the
second letter in their names.

+ Click the Edit... button to open th&dit a filter string window and edit an existing
filter. You can do the same thing by double-clicking a filter string in the list.

- Click theRemove button to remove a selected filter from the list.

5. Click the Apply button in the Properties Window. The DataHub should begin to act as a client to the
OPC server. You can verify this using tbata Browseor the theConnection ViewerYou can
change these settings at any time. The Cogent DataHub will reconnect and apply the changes when
you click theApply button in the Properties Window.

Configure the DataHub as tunnelling master

The tunnelling master DataHub receives the initial request from a tunnelling slave to establish the
tunnelling connection, initially or after a network break. For this reason we suggest that for any two
tunnelling DataHubs, the master be on the OPC server machine. Once the connection is established the
two DataHubs are indistinguishable from each other; both DataHubs will send and receive data changes.

1. Right click on the Cogent DataHub system-tray icon and ch&woeperties.

i i : T I/Mi
2. Inthe Properties window, sele@tinnel/Mirror _

Turnnelingddirmar bMaster

Accept plain-test connections on service/port; | 4502
Current Connections: 0

Accept secure connections on servicedport | 4903
SS5| Certificate: | C:4Program Files\CogentOPC DataHub'pluginsTCPA
Current Connections: 0

Ty to zend data ewen if it iz known to be superseded
Boolean Integer Float String
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3. IntheTunnelling Master section, you can configure plain-text or secure tunnelling. Ensure that at
least one of these is checked. If you want to change any of the other defaults, pleaseSefgicio
20.4, Tunnel/Mirror for more information.

% To optimize throughput, un-check tiey to send data even if it is known to be

superseded option. This will allow the DataHub to drop stale values for points which have
already changed before the client has been notified of the original change. The latest value
will always be transmitted.

4. Click OK to close the Properties window.

The OPC server machine side of the tunnelling connection is now ready, and you can move to the OPC
client machine.

3.3. Configuring the Cogent DataHub for the client
Now you need to set up the Cogent DataHub on this machine to tunnel across to the DataHub on the
OPC server machine.

Configure the Cogent DataHub as tunnelling slave

The tunnelling slave DataHub behaves exactly like the tunnelling master DataHub except that the slave
establishes the tunnelling connection initially, and reestablishes it after a network break. For this reason
we recommend that the DataHub on the OPC client side act as the tunnelling slave, while the DataHub
on the OPC server side act as the tunnelling master.

1. Right click on the Cogent DataHub system-tray icon and ch&woeperties.

i i . T 1/Mi
2. Inthe Properties window, sele@tinnel/Mirror _

Tunnel/Mirror Configuration

Tunnelingtdirrar Slave

Act as a tunneling/miror glave to these masters:

On  Host Port © Domain | FAemote S50 Status Add Master. .

Edit...

Remove

3. Check the boXAct as a tunnelling/mirror slave to these masters.

4. Click the Add Master... button to assign a master to this slave. Thanel/Mirror Master
Configuration window will open:

Tunnel/Mirror Master Configuration

Primnary Host: | Park: | 4502

[ secure (s5L)
Secondary Hosk: Port: | 4502
Local data domain: default Remoke user name:
Remoke data domain: | defaul: Remate password:
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5. Type in the following information:
- Primary Host: the name or IP address of the computer running the tunnelling master DataHub.

- Port: the port number or service name for this host. You should use default port nussioer)(
unless you have changed the entry in the master DataHub.

- Secondary Host: gives you the option to have an alternate host and service/port number. On
startup or after a network break, the DataHub will search first for the primary host, then for the
secondary host, alternating between primary and secondary until a connection is made. If no
secondary host is specified, the connection will be attempted on the primary host only.

a This feature is not recommended for redundancy because it only checks for a TCP

disconnect. The DataHURedundancyeature, on the other hand, provides full-time TCP
connections to both data sources, for instantaneous switchover when one source fails for
any reason. There is no need to start up the OPC server and wait for it to configure its data
set. You can also specify a preferred source, and automatically switch back to that data
source whenever it becomes available. By contrast, the primary and secondary host in the
tunnel can act as a primitive form of redundancy, but will only switch on a connection
failure at the TCP level, which is only one sort of failure that a real redundancy pair must
consider.

« Local data domain: The data domain in which you plan to receive data.

- Remote data domain: the master DataHub data domain from which you plan to receive data.
Point names will be mapped from the remote data domain (on the master DataHub) into the local
data domain (on this DataHub), and vice versa.

@ Unless you have a good reason for making these different, we recommend using the same
data domain name on both DataHubs for the sake of simplicity.

% There is a DataHub running on Cogent's server that you can connect to for testing. Here are
the parameters you will need to enter for it:
- Primary Host: developers.cogentrts.com
» Port: 4502
+ Local data domain: test
+ Remote data domain: test

6. You now have several options for the mirrored connection.
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Diata Flow Direction
() Read-write: Send and receive data to and from the Master
(%) Read-only: Receive data from the Master, but do not send
() Write-only: Send data to the Master, but do not receive

“When the connection is initiated:
(®) Get all values From the Master

When the connection is lost:
(") Mark data quality here as "Not Connected”

() Do not modify the data quality here or on the Master

Connection Properties
[Ireplace incoming time stamp with the local current time
[ Transmit point changes in binary (Faster, 86 CPU only)
[ITarget is a Cogent Embedded Toalkit server

Heartbeat {ms): | 1000 Retry Delay {ms): | 5000

Timeout {ms): 5000

[ OK ] [ Cancel

Data Flow Direction: lets you determine which way the data flows. The default is
bi-directional data flow between slave and master, but you can effectively set up a
read-only or write-only connection by choosing that respective option.

% To optimize throughput, check tiiRead-only: Receive data from the Master,
but do not send option. Only do this if you actually want a read-only connection.
If you do not require read-write access, a read-only tunnel will be faster.

When the connection is initiated:  determines how the values from the points are
assigned when the slave first connects to the master. There three possibilities: the slave gets
all values from the master, the slave sends all its values to the master, or the master and
slave synchronize their data sets, point by point, according to the most recent value of each
point (the default).

When the connection is lost:  determines where to display the data quality as "Not
Connected"—on the master, on the slave, or neither.

@ If you have configure@Vhen the connection is initiated asSynchronize based
on time stamp (see above), then this option must be sddtonot modify the
data quality here or on the Master to get correct data synchronization.

Connection Properties  gives you these options:

« Replace incoming timestamp..lets you use local time on timestamps. This is useful if
the source of the data either does not generate time stamps, or you do not trust the clock
on the data source.

- Transmit point changes in binary gives users of x86 CPUs a way to speed up the data
transfer rate. Selecting this option can improve maximum throughput by up to 50%.

@ For more information, please refer &ection 19.1Binary Mode Tunnel/Mirror
(TCP) Connections

« Target is a Cogent Embedded Toolkit serveallows this slave to connect to an
Embedded Toolkit server rather than to another DataHub.

« Heartbeat sends a heartbeat message to the master every number of milliseconds
specified here, to verify that the connection is up.
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+ Timeout specifies the timeout period for the heartbeat. If the slave DataHub doesn’t
receive a response from the master within this timeout, it drops the connection. You
must set the timeout time at least twice the heartbeat time.

@ To optimize this setting for slow networks, please refegémtion 19.2,
Tunnel/Mirror (TCP) Connections for Slow Networks

+ Retry specifies a number of milliseconds to wait before attempting to reconnect a
broken connection.

7. Click OK to close theTunnel/Mirror Master window. The fields in thdunnelling Slave table of
the Properties Window should now be filled in.

8. Click the Apply button in the Properties Window. If the master DataHub is running, this DataHub
should establish the tunnelling connection, andStetus should displayConnected . You can
view the data with th®ata Browseror view the connection with th€onnection Viewer

Configure the Cogent DataHub to act as a server to the OPC client
Finally, we suggest that you ensure that the Cogent DataHub on the OPC client machine is configured to
act as an OPC server. Every Cogent DataHub comes preconfigured that way, but it doesn’t hurt to check.

1. Right click on the DataHub system-tray icon and cho@seperties.

e
2. Inthe Properties window, sele@PC L 22 .

CPC Server
[ Do not adjusk OFC registry entries For this program
Ack as an OPC Server

3. Ensure that théct as an OPC Server box is checked.

@ If your OPC client requires that you hand-enter the OPC server name, use either
Cogent.OPCDataHub or Cogent.OPCDataHub.1

TheDo not adjust OPC registry entries for this program option tells the Cogent DataHub not to
alter its registry settings. This is useful if you want to use the Cogent DataHub with a redundancy
server or some other program that modifies the DataHub’s registry independently. Without this box
checked, the DataHub will overwrite any external changes when it starts or when a changkdb the
as an OPC Server status is applied.

These two boxes work together, because turning the OPC server behavior on or off necessarily
makes changes to the registry. Here is how you can change OPC server behavior when you also need
to maintain registry settings:

a. UncheckDo not adjust OPC registry entries for this program. This will make theAct
as an OPC Server checkbox visible.

b. Check or uncheck thact as an OPC Server as needed, and clickpply.

c. CheckDo not adjust OPC registry entries for this program and clickApply.

4. Click Apply button at the bottom of the Properties window to apply the change. You can view
connections with th€onnection Viewer

Now you can start your OPC client, connect to the Cogent DataHub, and access your data.
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3.4. Testing the connection

You can test your tunnelling connection like this:

1. Ensure that you have correctly set up @EC server machinend theOPC client machine

2. Start the Cogent DataHub on the OPC server machine if it is not running already. It should start up
the OPC server on that machine.

3. Start the OPC client on the OPC client machine. It should start the Cogent DataHub, and once the
connection has been established the data from the OPC server should be visible in the OPC client.

4. You can view connections with tf@onnection Viewer

If you don't see data in your OPC client, double-check the following:

« The Cogent DataHub setup on both machines.
« The functioning of the OPC server and client.

- The physical network connection.

3.5. Tunnelling part of the data set

You often don’t need to tunnel all of the data from an OPC server across the network. It is faster and
takes less bandwidth to transfer only the data you need. The Cogent DataHub allows you to do this by
setting up a separate data domain for the tunneled data. In fact, yaggesgatearts of data sets from
several servers into a single data domain, and then tunnel that combined data set across the network.

e |

CPC Server
Al Selected
———= the data data | —
= < e

OPC Server DataHub DakaHub OPC Client

&l
&

Putting data from one or more servers into a separate data domain is done tBfeGdiridging When
you configure bridgegust make sure to create target points in a new, separate data domain. For more
information on OPC bridging, please refer@Gbapter 50PC Bridging

3.6. Extended applications

Tunnelling by itself greatly enhances the usefulness of OPC. However, you can get even more benefit out
of the Cogent DataHub by combining tunnelling with OPC bridging and/or aggregation.

3.6.1. Tunnelling and Bridging

OPC bridgingmeans linking data from one OPC server to another OPC server, usually on a single
machine. However, you can bridge two OPC servers over a network using a tunnelling connection:
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sanpe |+ 151 |« > 151 [+ sampC |
OPC Server DataHub DataHub OPC Server

This scenario involves setting up the DataHubs on both machirees tis OPC client® the respective

OPC servers. The DataHubs then interface with each other over a TCP tunnelling connection. Configure
the DataHub on the machine with the most uptime to bduhaelling masteand the other DataHub to

be thetunnelling slaveWe recommend that atiridges be configuredn just one of the DataHubs.

3.6.2. Tunnelling and Aggregation

OPC aggregatiomeans combining data from multiple OPC servers into a single server. Here are a few
ways that tunnelling can be combined with aggregation:

1. Aggregation from remote serversuses tunnelling to bring the data from several OPC servers on
different machines into one client.

OPC Server DrataHub

ﬁl —]
=OPC [+ 10
——ﬂml ==
SHPC |+ 81 Nﬁ] ——=
OPC Server DakaHub . @ |: *| E=EPC |
1.-IiilaI:aHul:u OPC Client
— ==
sOpC [+ 81

QOPC Server DataHub

This scenario involves setting up thre@C server machinesd oneOPC client machinéor
tunnelling.Aggregatiortakes place on the OPC client machine.

2. Remotely connecting to several serverdoes tunnelling to connect a group of servers on a single
machine to a remote client.

—
CpC
Servers £
—1 2| 2|
SHEPC |+ > 51 > 5 =mc||
DataHub DataHub CPC Clienk

£
This scenario requiresonfiguring the DataHufor each of the three different OPC servers, and

setting up theOPC client machinéor tunnelling.Aggregationtakes place on the OPC server
machine.

3. Remotely connecting many clientsises tunnelling to bring data from a single server to many
remote clients.
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DakaHub OPC Client

——m = 10} [+ s=nPC
SREPC |+ 5 p DrakaHub OPC Client
OPC Server DakaHub “,
3 [«—| smmnc |
DakaHub OPC Client

This scenario involves setting up 0@ C server machingnd threeDPC client machinefor
tunnelling.Aggregationtakes place on the OPC server machine.

4. Many other combinations can be made. These are just a few to get you started.

For more information about using the Cogent DataHub to aggregate clients or servers, please refer to
Chapter 40PC Aggregation
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4.1. Introduction

OPCaggregatiormeans bringing together the data from several OPC servers into one common access
point, a single serve€onfiguring the DataHufor aggregation is simply a matter of adding servers.

=Rl
—_—

QOPC Servers

The Cogent DataHub can aggregate any number of servers, and act as a server to any number of clients.
Servers can be added or removed dynamically, during run-time.

4.2. Configuring the DataHub

Configure the DataHub to act as a client to OPC servers

To aggregate data from OPC servers, you need to set up the DataHub to act as a client to each server.
Here’s how:

1. Right click on the Cogent DataHub system-tray icon and ch&woseperties.

esu
2. Inthe Properties window, sele®PC 2 .

OFC Cliant

[#Act as an OFC Chent to thase sarvers:

On Connection  Computer  OPC Sarver  Doman | Refreshimsd | add.. |

| Ed.. |

| Remave |

3. Check theAct as an OPC Client box. Since the DataHub can be a client to more than one OPC
server, you need to specify which OPC server you are going to connect to. To add a server, click the
Add button and fill in the fields in th®efine OPC Server Window:

44



Chapter 4. OPC Aggregation

Connectian Name:
Computer Name: localhast v
OPC Sarvar Name: -
Diata Damain Name: default
Data Transfar
Maximum update rate (miliseconds): 0
Fead Methaod: Asynchronous Advise v
‘Wi Mathod: Asynchronous Wit (DAZ) b
Crtions

I Trest ORC item propesties as DatsHub parits where possile
[read-anly: Mark &l tems & Read-Orly and disable writes o this server
[Clonly transmik GOOD quality data b this server

[ meplace item tme stamps with lacal dock tme

[IFoce connection ta use O D4 3.0

[ hever use 0PC DA 3.0

[¥] 5et tailed incoming values to zero

[ Mever use OPC DAZ.0 BROWSE _TO function

[Ihever attach to an in-process COM server

‘Wit For server running state: 500 ms

Pawse befare reating data; 1000 | ms

Ibem Selection

[ IMarnaly Select Tams
[#]Load All mems on Server

Server speciic bem fikers (leave empey b makch oll kems)
Pt S Coa)
Ed ...

e

4. Type in or select the necessary information as appropriate.

a. The first four fields define the OPC server:
Define OPC Server

Connection Name:

Computer Mame: | localhost v | [ This Computer ]
QPC Server Name: | A |
Data Domain Marme: | default |

« Connection Name: type a name to identify this connection. There should be no
spaces in the name. It doesn’t matter what name is chosen, but it should be unique to
other connection names.

« Computer Name: type in or select from the drop-down list the hame or IP address of
the computer running the OPC server you want to connect to.

+ OPC Server Name: select the name of the OPC server that you are connecting to
from the list of available servers.

. Data Domain Name: type the name of the DataHub data domain in which the data
points will appear.
b. You can specify how the data is to be transferred.

Data TransFer

Mazimum update rate {milliseconds): I:I

Read Method: | Asynchronous Advise hd |

Write Method: | Asynchronaus 'Write (DAZ) - |

« Maximum update rate (milliseconds):  Enter the maximum rate you wish the data
to be updated. This is useful for slowing down the rate of incoming data. The default is
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0, which causes values to be updated as soon as possible. This value is also the polling
time used by asynchronous and synchronous reads (see below).

- Read Method: Choose how to read data from the OPC server:

- Asynchronous Advise The OPC server sends a configured point’s data to the
DataHub immediately whenever the point changes value. This is the most efficient
option, and has the least latency.

. Asynchronous Read The DataHub polls the OPC server for all configured points
on a timed interval (set by tHdaximum update rate). This option is less efficient
than Asynchronous Advise, and has higher latency.

Synchronous Cache Read The DataHub polls the OPC server for all configured
points on a timed interval (set by thdéaximum update rate), and this thread waits

for a reply. This option is less efficient than Asynchronous Advise or Read, and has
higher latency than either of them.

Synchronous Device Read The DataHub polls the PLC or other hardware device

connected to the OPC server for all configured points on a timed interval (set by the
Maximum update rate), and this thread waits for a reply. This is the least efficient of
all of these options, and has the highest latency.

- Write Method: Choose how to write data to the OPC server:

- Asynchronous Write provides higher performance. The Cogent DataHub writes
changes in point values to the OPC server without waiting for a response.

Synchronous Write elicits a quicker response from the OPC server, but results in
lower overall performance. The Cogent DataHub writes changes in point values to the
OPC server without waiting for a response. This option is useful if the OPC server
doesn’t support asynchronous writes at all, or if it can’t handle a large number of
them.

Depending on the OPC server you are configuring, you might have an option to use
OPC DA 2.0 or 3.0. Please refer to thata Transfeexplanation in the OPC section
of the Properties Window chapter for more information.

c. There are several optional entries:

Options
[ Treat OPC item properties as DataHub points where possible
[Iread-only: Mark allitems as Read-Only and disable writes ka this server
[l only transmit GOOD qualiy data ko this server
[Ireplace item time stamps with local clack time
|:| Force conneckion to use OPC DA 3.0
[Inewver use OPC DA 3.0
Set failed incoming values to zero
|:| Mewer use OPC DA 2.0 BROWSE_TO Function
|:| Mever attach to an in-process COM server

‘Wait For server running state: S000 ms

Pause before reading data: 1000 ms

« Treat OPC item properties as DataHub points  lets you register and use
non-standard OPC item properties as points in the DataHub. Generally you won'’t need
this unless you plan to use the DataHub to distribute changes to values of the
non-standard properties on your OPC items.
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@ The Cogent DataHub will monitor these properties only if the OPC server

exposes them as OPC items. If the properties do not show up when using this
check-box, this means that the server does not expose the non-standard
properties as items.

@ Some OPC servers are slow to register their OPC items and properties. Using
this option with one of these servers can significantly slow the start-up time of
the DataHub

Read only: Mark all items as Read-Only lets you specify that the OPC server be
read-only, regardless of how individual items are specified. Items in the DataHub that
originate from such an OPC server will be read-only to all DataHub clients.

Replace item time stamps with local clock time allows you to set the timestamps
for the items from this server to local clock time.

Force connection to use OPC DA 3.0 This setting will allow the user to choose the
DA 3.0 write methods from th&/rite Method drop-down box. It will also instruct the
Cogent DataHub to attempt to browse the server using DA 3.0 browsing. This setting
will override any automatic information that the Cogent DataHub may determine about
the server based on the server’s registry entries.

Never use OPC DA 3.0 This setting will remove the DA 3.0 write methods from the
Write Method drop-down box, and will instruct the Cogent DataHub to only use DA
2.0 browsing. This setting will override any automatic information that the Cogent
DataHub may determine about the server based on the server’s registry entries.

For more information about OPC DA 2.0 and 3.0, please refer t®#ta Transfer
explanation in the OPC section of the Properties Window chapter.

Set failed incoming values to zero  The OPC spec requires an OPC server to send
anEMPTY(zero) value whenever it sends a failure code in response to an item change or
aread request. Some OPC servers, however, send a valid value with the failure code
under certain circumstances. To ignore any such value from the OPC server and assume
EMPTY keep this box checked (the default). If instead you want to use the value

supplied by your OPC server, uncheck this box.

@ Unchecking this box will make the Cogent DataHub’s behavior non-compliant
with the OPC specification.

Never use OPC DA 2.0 BROWSE_TO function This setting will disallow the
BROWSE_Tfnction when communicating with OPC DA 2 servers. Sometimes an
OPC server will have problems with this function that prevent the Cogent DataHub from
connecting to it. Checking this box might allow the connection to be established in those
cases.

Never attach to an in-process COM server  Most vendors include both an

in-process and out-of-process COM server with their OPC server installation. If both
options are available, the DataHub connects to the in-process server, as it is generally the
better choice. This option forces the DataHub to consider only out-of-process servers.

Why is this useful? An in-process server is implemented as a DLL that is loaded into the
client’s address space. This makes the client very dependent on the good implementation
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of the server. If there is a crash in an in-process server, the client also crashes. An
out-of-process server is implemented as a separate executable. The client communicates
with an out-of-process server using the inter-process communication mechanisms in
DCOM. In theory an in-process server will be faster than an out-of-process server, but
sometimes the in-process server is less robust than the out-of-process server and leads to
instability or malfunction in the client.

Wait for server running state  Every OPC server takes a little time to initialize

before it will allow client connections. This option lets the user specify the time to wait
for the OPC server to initialize. The wait time is a maximum; if a server initializes before
this time, the DataHub will connect right away. If the server doesn't initialize within this
time, the DataHub will report this in the Event Log, and then try to connect anyway.

Pause before reading data This parameter specifies a time for the DataHub to pause
before reading the OPC server’s data set. Some OPC servers report that they are
running, but have not yet received the full data set from the process. If the DataHub
attempts to connect right away, it might get a partial data set. The pause is fixed; it will
always last for the full time specified.

@ The two above times are added together. The DataHub will wait until the server
is initialized (or until the specified "wait" period is complete) and then pause for
the specified "pause" time, before trying to read data from the server. For
example, with the defaults &00 and1000, at least 1 second and at most 6

seconds will elapse before the DataHub tries to read the data set.

Finally, you can specify how the OPC items get selected. You can select them manually or

load all of them.

Trem Selzction
[IManually Select Ttems
Load All Items on Server

Server specific item filkers {leave empty to match all items)

Filter String

Manually Select Items

- -
et et

Check theManually Select Items box and press th€onfigure Items button to
open the OPC Item Selection window, where you can specify exactly which points
you wish to use:

OPC Item Selection

OPC Server ltems Selected Items
[ cr_IMOUTS OPC Item Marne Point Mame
#- [ ]Line_1
#-[Line_2
+-[] Tarks

- [_]Pump_Room
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You can browse through the tree in the left pane, selecting points as you go. The
selections will appear in the right pane. Follow these guidelines for making selections:

- To select a server item from the right-hand pane, click its check-box.

- To highlight a list of consecutive server items, click the first item, hold down the
Shift key, and then click the last item. To highlight separate server items, hold
down theCtrl key as you click each item. To select a group of highlighted items,
use theSpacebar

@ These may not function as described for Windows NT or Windows 2000
operating systems.

« Selecting a server item does not automatically add any of its child items. Each child
item must be added separately. To view child items, clickitlsggn in front of the
item. If an item has one or more children that have been selected, the item name(s)
will appear in bold.

- To delete selected items from the right-hand pane, highlight them and press the
Remove Selected button. Use th&hift andCtrl keys as above to highlight
groups of selected items.

Crynamic Ikems
Server Item ID:

DiataHub Paint Mame: Apply

Copy names from selection

Recognize branch delimiter in point name: o L

[ Ok ] [ Cancel ]

You may also configure dynamic items on the server. As you type iBéneer Item
ID, the system will fill in an identicaDataHub Point Name for you (which you can
change at any time). Press tater key or theApply button to create the item.
Checking theCopy names from selection box will fill in the entry with the name
you select from th&elected Items list (above). TheRecognize branch delimiter

in point name option lets you select and apply a point delimiter for your dynamic
items.

Load All Items on Server

In addition to manually loading items, you have the option in the Define OPC Server
dialog to register all points, or filter for groups of points, from the OPC server.

|| Maniually Seiect Weris
Load All Items on Server
Server specific item filters (leave empty to match all items)
Filter String
[ Ok ] [ Caneel ]
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In the Server specific item filters you have the option create filters to select partial
data sets. If you don't enter anything here, the DataHub will query the OPC server for
all of its items and register them. The filters are all applied on a logical 'OR’ basis, i.e.
if a point satisfies the condition of any filter, it gets registered with the DataHub.

+ Click theAdd... button to add a filter. Th&dit a filter string window will appear:

Edit a filter string,

Item Mame Filter : |

[ Ok H Caneel ]

Enter a string or a pattern to match one or more item names in the OPC server.
Each server has its own syntax for pattern matching, so you may have to
experiment a little to get exactly the points you need. Commonly, the symbol
matches any number of characters, while the syrRbaften matches a single
character. In that case, an entryZaf* would bring in all items witha as the
second letter in their names.

+ Click the Edit... button to open th&dit a filter string window and edit an existing
filter. You can do the same thing by double-clicking a filter string in the list.

- Click theRemove button to remove a selected filter from the list.

5. Click the Apply button in the Properties Window. The DataHub should begin to act as a client to the
OPC server. You can verify this using tbata Browseor the theConnection ViewerYou can
change these settings at any time. The Cogent DataHub will reconnect and apply the changes when
you click theApply button in the Properties Window.

To add another OPC server, simply repeat the steps above.
Configure the DataHub to act as an OPC server

To get the aggregated data into one or more OPC clients, you need to set up the Cogent DataHub to act
as a server, as follows:

1. Right click on the DataHub system-tray icon and chd@szperties.

esui
2. In the Properties window, sele@PC 4 .

OPC Server
[ Do not adjust ORC registry entries For this program
Act as an OPC Server

3. Ensure that théct as an OPC Server box is checked.

e If your OPC client requires that you hand-enter the OPC server name, use either
Cogent.OPCDataHub or Cogent.OPCDataHub.1

TheDo not adjust OPC registry entries for this program option tells the Cogent DataHub not to
alter its registry settings. This is useful if you want to use the Cogent DataHub with a redundancy
server or some other program that modifies the DataHub’s registry independently. Without this box
checked, the DataHub will overwrite any external changes when it starts or when a chang&db the
as an OPC Server status is applied.
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These two boxes work together, because turning the OPC server behavior on or off necessarily
makes changes to the registry. Here is how you can change OPC server behavior when you also need
to maintain registry settings:

a. UncheckDo not adjust OPC registry entries for this program. This will make theAct
as an OPC Server checkbox visible.

b. Check or uncheck thact as an OPC Server as needed, and clickpply.

c. CheckDo not adjust OPC registry entries for this program and clickApply.

4. Click Apply button at the bottom of the Properties window to apply the change. You can view
connections with th€onnection Viewer

Once you have configured your OPC clients to work with the DataHub, you should be able to access the
data from all the aggregated OPC servers in any OPC client.

4.3. Extended applications

Aggregation gives you more access to your OPC data, but why stop there? With the Cogent DataHub you
can use OPC tunnelling and/or bridging to put the aggregated data where you need it.

4.3.1. Aggregation and Bridging

OPC bridgingmeans linking data from one OPC server to another OPC server. With the Cogent
DataHub you can combine aggregation with bridging to bridge multiple OPC servers simultaneously.

[——rr
OpC ———n1
Servers SRPC m|
/ QPC
OPC |+ ﬂ@ Servers
C——mmn
— DataHu;\A PC |

This scenario involveaggregatindive different OPC servers and theridgingthe data between them.

4.3.2. Aggregation and Tunnelling

OPC tunnellingneans sending OPC data across a network without the hassles of DCOM. Here are a few
ways that aggregation can be combined with tunnelling:

1. Aggregating remote serverauses tunnelling to bring the data from several OPC servers on different
machines into one client.
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OPC Server DrataHub

él —mm
=OpC |+
——ﬂml ==
ER5PC |“' - @ N§| ———m
CPC Server DataHub by 5@3 |: *| SERPC |
<o ?DataHuI:u QP Client
EL ~ —
spe [+ 0

QOPC Server DrataHub

This scenario involves setting up thre®C server machinesd oneOPC client machinéor
tunnelling.Aggregationtakes place on the OPC client machine.

2. Remotely connecting to several serveraggregates a group of servers on a single machine and uses
tunnelling to connect to a remote client.

—
CPC SRNPC
Servers ;
E - > 51 > 151 -Ml:"
_ DakaHub DrakaHub OPC Client

This scenario requiresggregatinghree different OPC servers and configuring the DataHub as a
tunnelling masterthen setting up th®PC client machinéor tunnelling.Aggregatiorntakes place on
the OPC server machine.

3. Many other combinations can be made. These are just a few to get you started.

For more information about using the Cogent DataHub to tunnel through firewalls and connect OPC
across a network, please referGhapter 30PC Tunnelling
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5.1. Introduction

OPCbridging means connecting two OPC servers together so they can access each other’s data.

Cogenk
OPC Server Dat?aHuI:l OPC Server

In addition to bridging two OPC servers on a single computer, the Cogent DataHub offers advanced
bridging capabilities that let you:

- Bridge OPC servers over a network connectiontunnelling

== )‘ Metwork or »‘ ==
HPC Inkternet EOPC

QOPC Server DakaHub [rakaHub DPC Server

- Bridge between any number of OPC servers, throaggregation

——i]
OpC —]
Servers E EPe |
— | :I OPC
=PC |+ ot Ei':":l Servers
— —r|
e el DakaHub M |
ol o

« Scale, convert, or normalize the data as it is bridged from one server to the other, with boégamn
transformations

- Define even more complex relationships between points in code DsitaiHub Scripting
- Bridge betweertxcel and OPC
You canconfigure the bridgegou need using the Bridging option in the Properties Window.

5.2. Configuring Bridges

It is easy to configure the Cogent DataHub to bridge existing points—just point and click. If necessary,
you can quickly configurénear transformationand specify the direction of data flow of the bridge. And
should you want t@reate a new poirfor a bridge, it's just few more clicks of the mouse. All
configuration and any changes are done on the fly, taking effect as soon as you chgpihéutton.
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5.2.1. Point-to-point configuration

1. With the DataHub running, right click on the Cogent DataHub system-tray icon and choose
Properties.

2. Inthe Properties window, seleBtidging .

3. Click theConfigure Bridges button. The Bridging Configuration window will open.

2 Bridging Configuration

Source Destination Transformation
Load a stoved transform:
# DakaSim # DataSim -
default default
test test [ memove | [_stere... ]
Transform
() Dirext copy

() Linear Trarsformation
mutiphy byt
then add;

O Linear Rarge Mapping
Source Destination

Mini;
Max:

Direction

[¥] Farward {Scurce to Destination)
[C]Force consistancy

[larwerse (Destination to Source)

Aply
on  Source Destination Fwd | Inw  Multiply Add Src Min Src Mac Dst Min Dt Ma
Remove Selected Help Close |

The three top panes in this window correspond to the three basic steps in making the configuration:
specify a source, a destination, and any desired transformations. The horizontal pane across the
bottom shows the bridges that exist on the system.

4. From the tree diagram in tH&ource panel, select a source point that you want to bridge.

o Bridging Configuration

Source |—

IDataSim:Sine ||:

[=)- DakaSim
Amplitude
Frequency

Offset
Ramp

Trianale

For example, if you have the DataSim program running, you can select theSie@in the
DataSim data domain. The name of the point gets automatically entered in the field at the top of the
panel. Alternatively, you can type the name of the point in the entry field.

5. Inthe tree diagram in thBestination panel, select a destination point.

f Destination l_

|test:8ineE0py | Load

CrakaSim |:
default

o test [

W rs

®
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When you select a destination point, its name gets automatically entered in the field at the top of the
panel. Or you can type the name of a point in the entry field.

Specify direct copy or transformation.

Transform

@ Direck copy

O Linear TransFormation
mulkiply by
then add:

O Linear Range Mapping
Saurce Destination
I¥lir;

To make a direct copy, just leave the defdiitect copy selected. To make a linear transformation,
selectLinear Transformation or Linear Range Mapping and enter the appropriate data, as
explained inSection 5.2.2Making transformationgelow.

Determine which direction you want the bridge to apply.

Direction
Forward (Source bo Destination;)
|:| Force consistency

[Jinverse (Destination to Source)

Apply

SelectForward to change the destination point when the source point changes, but not change the
source when the destination changes. If you sétente consistency with this option, and if the
destination point gets changed for some reason, then the DataHub will attempt to force its value to
be consistent with the source point value.

Selectinverse to change the source point if the destination point changes, but not vice-versa.

@ Selectinginverse will apply the inverse of the transformation, as explained below.

Selecthoth Forward andInverse for a bidirectional bridge, where either point changes whenever
the other point changes. This combination will desefemte consistency to eliminate the
possibility of conflicting behavior.

Click the Apply button to create and activate the bridge. The DataHub will create the bridge and
update the bridged points immediately.

In the bottom panel you can see all the bridges that exist in the system, and the significant

information about them.

on | Source Destination Fwd Inv  Multiply  Add SrcMin | SrcMax | Dst Min Disk Max
DataSim:Sine tesk: Sine YES
Femae St

If you click on a transformation, the source point, destination point, and transform information get
displayed in their respective panels. Use the check box at the front of each bridge to activate or

deactivate it.
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5.2.2. Making transformations

1. Specify the type of transformation by clicking one of the three radio buttons:

— _ J

Transform

O Direck copy

@' Linear Transformation
mulkiply by: | 1.5
then add: | 32

() Linear F.ange Mapping
Source Crestination

Tl

Efir i

- Direct copy makes no transformations. It just copies the point.

« Linear Transformation lets you multiply by one value and add another value, such as in the
equationy = mx + b where the destination pointys the source point ix, themultiply by
value ism and thethen add value isb. For example to transform a Celsius source point to a
Fahrenheit destination point, you would multiply by8 and add32, or

Fahrenheit = (1.8 X Celsius) + 32

If you have selected thiaverse direction for a transformation, you will get the inverse of the
transformation. In this example, you would get a conversion from Fahrenheit to Celsius, or the
results of this equation:

Celsius = (Fahrenheit - 32) / 1.8

As an alternative to entering transformation values, the DataHub also bfiferar Range
Mapping.

« Linear Range Mapping lets you enter a range for the source and destination, and the DataHub
automatically calculates the corresponding linear transformation. For example, to create the same
Fahrenheit to Celsius transformation, you could use the defaultenti100 for the Min and
Max of the source point. Then you would eng® and212 for the Min andMax of the
destination point. As soon as you make these entries, the correct values get entered automatically
in theLinear Transformation.

When you use linear range mapping, you can limit the transformed value to the maximum and
minimum by checking th€lamp boxes. The clamps get applied to the point being changed, ie. to
the destination point for forward direction, to the source point for inverse direction, and to both
points for bidirectional bridges.

2. If you want to save this transformation for future use, click &tere... button at the top of the
Transformation panel, and enter a name in the box that pops up.
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E——————— =) ]

astination | Transformation

| Load a stored transform:

| ]

Enter a name for this transformation

Stored Transformation | |

[ K H Cancel ]

Snnrre Destinakinn

Once stored, the transformation will become available by name in the drop-down list.

3. To load a transformation, simply select its name from the drop-down list.

—————
{ Transformation

] Load a stored transform:

Test A

A-55
 to F Bidirectional

CtoFInv
Direct
Test

5.3. Creating New Points

A special feature of the Cogent DataHub allows you to create new points. Combined with the ability to
create new data domairtkis lets you create:

« Personalized data set$or different users or groups

- Aggregated data setshatcombine selected data poirfitem different servers and serve it up from a
single OPC server (i.e. the DataHub).

- Scaled data setshat apply one or morransformationso a subset of the data.
- Temporary data setsfor testing and demonstration purposes.
« Any combination of the above.

You can create a new point in ti8®urce or Destination panel of the Bridging Configuration window
by typing in a new point name in the entry field.

Destination ]
:||test:8ineEd | Load
Datasim |:
default
[=)- kest [ :R
RampCopy Tra
TriangleCopy @

And with a few mouse clicks you can quickly create bridges to new destination points.
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X Bridging Configuration
Source Destination

DataSim:Sine | [test:Sine
| = Datagim Datasim
Amplitude default

Frequency
Offset

Ramp

Sqﬁe ation ko Source) ‘

Triarnle

Just click on a source point, click on a data domain, and then aligity. A destination point with the
same name as the source point gets created automatically in the data domain you chose, with the current
transformation applied.

e You might want to create special data domains for holding sets of destination points. For more
information about data domains, please refeégéation 18.4.1Data Domains

5.4. Bridging Scenarios

Here are some of the most commonly used bridging scenarios.

5.4.1. Bridging Local Servers

The most common scenario for OPC bridging is connecting OPC servers on a single machine. This can
be used to create connections over various fieldbus protocols. Any fieldbus connected to an OPC server
can be bridged to any other.

Ethernet =I=I=] L] =I=I=] Ethernet
Profibus < > —> @ F_, @i PrfibLS
Devicehlet =oPC ERPC DevicemMeat
Modbus Modbus
ke, OPC Server DataHub OPC Server eki,

The bridge iconfiguredas a direct link, or it might incorporatmear transformationdt can have a
forward or inverse direction, or be bidirectional.

5.4.2. Bridging Remote Servers

A special bridging application that the Cogent DataHub makes possible is to bridge remote servers. This
is effectively bridging combined wittunnelling

ooo oo oo [=]=]=]
F Metwork or »‘
E9pC <—>‘! — !}4—» 5mpC

QPC Server DataHub DataHub QPC Server

You can use this to create a software bridge between remote pieces of hardware. For example, consider
this situation:
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indicator ]
— —r
light L ) DDDI . @ _ Metworkor @ @I ; DDD‘
£ . e m| R [~ Inkernet " ] -
switch FLC-4 using Datatub DakaHub PLC-B using oty SETSO
OPC Server & OPC Server B

Suppose you need to control a motor remotely. An on/off switch and status indicator light are connected
to PLC "A" in one location. The motor itself and a rotational sensor are connected to PLC "B" in another
location. Both PLCs have OPC servers connected to copies of the Cogent DataHub

To make the connection, you would need to program the PLCs for these data points:

Point Function

A.switch - Changes value tb when switch is onQ when switch is off.

A.indicator - Turns on light when value i$, switches off light when value 8.

B.motor - Starts motor when value I, switches off motor when value &

B.sensor - Changes value tb when shaft is turning is o) when shaft is not turning.

then bridge them in the DataHub like this:

On | Source Destination Fwd | Inw | Mul
Aswitch E:makor wes
Azindicator B:sensor ves

As when bridging local servers, bridging remote servers can also bridge different fieldbus protocols.

5.4.3. Creating Data Sets

A third common application for Cogent DataHub bridging is creating custom data sets. You can select
certain data points from several OPC servers and group them into different data domains depending on
the user. This has two advantages:

- It simplifies configuration and use.

- It reduces bandwidth across the network.

—m

= == .
apc ; mj_ Accounting
Servers ERPC / E@B |

oo

4 = ’:@3 4 —~——,
11
= DataHub
LY = T
“E0PC I@R FHOPC | Remaote Plank

oo

Executive
Access

Y

ni

F
¥

For example, suppose you needed to get OPC data to three sets of users: accounting department staff,
executives on the road, and an OPC server at a remote plant. Youd=mlédte three new data domains

such asAccounting , Executive , andRemote. For each data domain, you would theneate new
pointsspecific to the needs of those users. With this approach, you can limit the data set and customize it
for each recipient.
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The Cogent DataHub makes it easy bridge data from an Excel spreadsheet to an OPC server.

EZ2PC
OPC ==
SEFVErS E{]:g +
SRTPC DrataHub

k4

Excel

Simply connect the DataHub to Exgeéhenconfigure the bridgedo get Excel data into an OPC server
without changing any names in Excel or any OPC point names, follow these steps:

1. Define a DDE Item in the DataHuUbr th
would become DDE Itemlcl (Row 1,

e Excel point. For example, the cAll in a spreadsheet
Column 1).

|#| Ack as a DDE client to these services and Lopics:

DDE Item Definition

£3

Conneckion Mare: | BridgeTest | 3
Ser\fice:| Excel | Tapic: | Bookl | &
Ikem Mames ek
| [ add ]
ricl ricl test

2. Configure a point-to-point bridgasing the Excel point as the source and the OPC point as the

destination. If we used our OPC serveand the point namswitch

bridge would look like this:

on

Source Destination

kestirlcl Ayswikch

This bridge would allow you to turn the
Excel spreadsheet.

Find

WEs

from the example above, the

Irw | Mk

switch on and off (and thus control the motor) from an
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You can use the Cogent DataHub to put data into Excel, and to write data from Excel back to the
DataHub.

ooo

QP

Server % ‘\\

—rr
[==1=] @
OPC | | j

Giert | SREWPC e Cogert Excel

DakaHub

ooo ‘

The following sections explain how to drag and drop live data into Excel, how to configure the Cogent
DataHub to receive data, and how to use Excel macros for sending and receiving data between Excel and
the DataHub.

@ You can uséPC Bridgingto link points from Excel to an OPC server or client without changing
or assigning point names in Excel. Please reféaotion 5.4.4Bridging to Excefor details.

6.1. Getting Data into Excel

Before starting, to see any results you will have to ensure that you have some kind of data being fed into
the Cogent DataHub. If your system isn’t set up for this yet, you can create a local data feed by following
the steps outlined iBection 2.2 Test with simulated data

There are two ways to get data into Excel from the Cogent DataHub: by settinpDEAdvise loop to
receive datautomatically or by using &DDERequestcommand from a macro teaddata. Deciding
which to use depends on your situation. We suggest you become familiar with both. For more
information about DDE and these commands, please refeettion 18.3.2DDE Protocoland
Appendix F,DDE Overview

6.1.1. Method 1 - Drag and Drop using DDEAdvise

The easiest way to get data into Excel is to drag and drop point names from the DataHub Data Browser
directly into the Excel spreadsheet. This automatically setsdpBAdvise loop between Excel and the
DataHub.DDEAdvise loops update automatically so you will always see the latest data in your
spreadsheet.

1. Right click on the Cogent DataHub system-tray icon and ch&woeperties.

2. Inthe Properties window, seleDDE .

DDE Server
Act as a DDE server, listening on these services:

Register these DDE services:
DDE Service MName

datahub
Edit...

Remowe
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3. Ensure that the bo&ct as a DDE server is checked, and that the nardatahub appears in the
DDE Service Name area. If not, click theéddd... button and add the nangatahub .

4. Click OK to close the Properties window.

Right click on the Cogent DataHub system-tray icon and chdése Data from the pop-up menu
to open the Data Browser.

L1 OPC DataHub Data Browser: B of B points in DataSim domain

Selected Point; Sine |
Enker new valus: 0475526258 1559 Cuality: |Loca Override |
1 - Disk 5Pid Poink Name Time Stamp GQualty | Type Yalue
default Amplitude Sep 15 142707952 Good Any (RE) 1
Fraguency Sep 15 14:2707.952  Good  Any(RE) 0.1
Offset Sep 15 1402707952 Good Ay (RE) O
Ranp Sep IS 14:27:50.850  Good  Any(RE)  -0,1999999999959%3
Sine Sep 15 14:27:50.6%0  Good Any (RE)  0.47SE2E2581589
Square Sep 1S 14:27:47.8%0 Good anv(REYN 05
Trisngle Sep 15 142760850 Good  Any(RE)  0,399999993999907
UpdateFraquency Sep 1S 14:2M07.952  Good  Any(RE) 2
Crag & Crop Style: | M5 Office (ExceljWord) S rroerty: [vake v

6. Ensure that th®rag & Drop Style at the bottom of the Data Browser is setMi&-Office
(Excel/Word).

7. Open an Excel worksheet.

8. Inthe Data Browser, click on the label for a point and drag it into the Excel worksheet.

Selected Paint:
Enter new value: Qualkity: | Local Override ']

Datasm Pont ame Time Stamp Quality  Value
e | | rame 56923 10:54.,. Good  0,450000000000059
Sine. Sep 23 10:54:... Good 0, 15450845 7268425
mlh Sen 23 10:54 Good .5
[l = [ Yosas ...

Bookl - Micrt\uﬂ Excel
Home Insert Pagelayout Formulag - Data Review View ¥ (@ o= @ 82
A2 - fx | =datshub|DataSim|Sine

"""" A s c 8 E F G

Qx|
; 3

You should see the data update in the worksheet at the same rate it is updating in the Cogent
DataHub.

You can select multiple points for drag and drop by usstnift-click or Ctrl -click.

@ You can drag and drop timestamps and other attributes of a point usiRydperty

dropdown list. Please refer farag and Drop Style and Propeiitythe Data Browsesection
for more details.
If your data displays but does not update, you might need to change your settings in Excel.
Please refer t&€hapter 23 Troubleshootindor more information.
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When you save and close a spreadsheet connected to the Cogent DataHub, and then attempt to
reopen it, you may get one or more messages, depending on your security settings in Excel, or
other circumstances. Here’s a summary of each message, and what to do:
This document contains macros. Enable them?

Click Enable Macros.
This workbook contains links. Update them?

Click Update. If the DataHub is already running, all the links should then update
automatically. If the DataHub is not running, you will ge#BEF! entry in each cell that has an
advise loop established with the DataHub, and the next message (see below) will probably
appear.

Remote data not accessible. Start DataHub?

Click No. At this point the best thing to do is close the worksheet, start the DataHub
manually, and then reopen the worksheet. When you update the spreadsheet (see above) this time
you won't get any#REF! entries. If, instead dflo you click Yes at this point, the DataHub will
not start, but instead generate an error message, and Excel may even crash later on.

6.1.2. Method 2 - Excel Macros using DDERequest

Sometimes, you may prefer to manually read data into your spreadsheet, rather th&Dis&dvise

loop to constantly accept new values. It may be that you intend to print reports only a couple of times a
day and don’t need to see every point change in between. You can have Excel read specific data points
from the Cogent DataHub at your request by triggeringdbE=Requestcommand from within a macro.

Using DDERequestwithin a macro gives you complete control over when Excel reads new point values,
and lets you read several data points at one time. To run the macro, it is convenient to link it to a control
button. This is explained iAdd a Control Button

6.1.2.1. Create a macro

1.
2.
3.

Open a spreadsheet.
From theTools menu, selecMacro, and therMacros....

In the Macro Name: field of theMacro dialog box, type the nam@etinput , and press the
Create button.

In the Visual Basic text entry window that comes up, edit the macro to read as follows:

’ Getlnput Macro

Sub Getlnput()
mychannel = DDElnitiate("datahub”, "default")
Application.Worksheets("Sheet1").Activate
newval = DDERequest(mychannel, " my_pointname ")
Sheetl.Cells(2, 3) = newval
DDETerminate mychannel

End Sub

@ Use the name of your data point from the Cogent DataHulbfprpointname .

We use cellC2 in this example. If you need to use another cell, you will have to reface
3) with the row and column numbers of the cell you wish to use.

Save and close the Visual Basic text entry window.
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6.1.2.2. Add a Control Button

1. Activate theForms toolbar by clicking on th&/iew menu and selectingpolbars, and therFForms.

An [f]_'g\P@ B = e

3
Bukton

2. Click on the button icon, and then click in c&R. (We use this cell in our example, but you can
choose another cell if you'd like.) AAssign Macro window should appeatr.

3. SelectGetlnput and clickOK.

Assign Macro

Macro name:
[Getinput E3| oK

Cancel

Edit

4. Change the label on the button Gé&t".

L e ol EEH = L W auv = e
I c4 | =
A B C D

1
2
3
4
3
=

5. For appearance, you can move the button, resize it with the handles, and change the size of the text
by right-clicking on it and selectingormat Control.

6. Save the spreadsheet.

6.1.2.3. Receive the data

1. Now you're ready to receive the data. Open the DataHub Data Browser if it is not already open, go
to thedefault data domain, and find the name of the point.

2. Click on the point to highlight it. The point name should appear inSakected Point: field at the
top of the Data Browser.

3. Type a new value for the point into tlnter new value: field and pres&nter.

Selected Paint; my_poinknarne

Enter new walue: | 0.5

Datasim Po?ﬂht Marne Date Qualiey Walue
default my_paintname Dec 3. Good 32
test

4. Go to Excel and click th&et button. You should see the data update each time you click the button.

6.2. Getting Data out of Excel

There are two ways to get data out of Excel and into the Cogent DataHub:
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1. Configure a DDEAdVvise loopin the DataHub that instructs Excel to send data automatically to the
DataHub any time a value changes.

The data is sent immediately to the DataHub, every time the specified calhgechanges. This
does not allow any kind of sanity check or safeguard on the data being sent, but in some cases it may
be desirable to have Excel emit data automatically.

Each time data is sent for one point (data item), it is sent for all points. This can tie up your network
if you have a large number of points. If you need to send data for a large number of cells, you can
reduce this effect and reduce CPU load by sending a range that contains the cells.

2. Write a macro in Excel that uses th® DEPokecommand to 'push’ data from Excel to the
DataHub. This allows you to define exactly when the data is sent to the DataHub.

6.2.1. Method 1 - Configuring DDEAdVvise loops in the Cogent
DataHub

The quickest and easiest method to get data from Excel to the DataHub is to configure one or more
DDEAdviseloops in the DataHub to automatically receive data from Excel, which is acting as a DDE

server.
1. Open an Excel spreadsheet.
2. Choose a cell or range to hold the data you want to put into the DataHub. You will need to refer to
your cell or range by row and column number, or by a name. For example, tH&2oedin be
referred to afR2C2, or by giving it a name.
my_test_poir-ﬂ j = -
| Mame Box B © D E
1
e
To name a cell or range, select it and enter a unique name the box just above the first column of the
worksheet. Then save the worksheet.
3. Start the Cogent DataHub if it isn't already started, and open the Properties Window (by
right-clicking on the DataHub icon in the Windows system tray and seleBtingerties).
4. Click theDDE button
DDE Client
[¥] Act as a DDE client to these services and topics:
Request Advise from these services/topics:
DDE Connection Marne Status
5. Make sure thé\ct as DDE client box is checked.

@ For best performance, ensure that a DDE server (in this case, Excel) is running when using
the DataHub as a DDE client. A DDE client can consume substantial system resources
trying to connect if a DDE server is not available.
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6. Click theAdd button. This opens thBDE Item Definition window where you can add Excel as a
new DDE service.

DDE Item Definition El
Connackion Mame: | fry_connection
Serwice; | Excel Tapic: | my_filename, xis
Iiein Naes
I (e )
DDE Item Paint: Nama Dioenain | Remove
oK. .fi cancel |

7. Type in the following information:

« Connection Name: choose a name to identify this connection. It must be unique among all
DDE connections.

« Service: type inExcel .

«+ Topic: type the name of your worksheet file. In Windows XP, this name is the same as what is
shown after the dash in the title-bar of the Excel spreadsheet. More recent versions of Windows
might not show the complete name in the title bar. In any case, you must use the complete file
name, so if the worksheet is nameBgbk1 ", then your Topic is simplyBook1, but if the
worksheet is namedlest.xls  then your Topic needs to bieest.xls

a If you want to link to a cell or range which is not on the first sheet in the workbook, you
need to put the filename in square brackets, followed by the sheet name. For example, if
your worksheet hame iBest.xls

Sheet in workbook Service Topic to enter

The first sheet Excel Test.xls

An unnamed sheet (e.g. Excel [Test.xIs]Sheet2
Sheet2)

A named sheet (e.g. Excel [Test.xIs]StockData
StockData)

« Item Names: type in the row and column numbers or the name you entered as the cell or range
name in Excel (in step 2 above).

8. Click the Add button. The fieldDE Item, Point Name andData Domain are then added to the
list of items associated with thBDEAdvise loop. You can continue to add points for other cells in
your spreadsheet or clidBK to close the dialog.

TheDDE Item is associated with a point in the DataHub. You can chang@diret Name
andData Domain to anything you want by double clicking on the name and typing a new
name. When you click OK, the new point will be created in the DataHub.

9. Click OKto close the DDE Item Definition window. The nddDEAdvise loop is added to the list.

10. Click the Apply button for your changes to take effect. Once you have done this, you should see the
DDEAdviseloop connectiorStatus change taConnected.

11. Open the Data Browser by right clicking the DataHub icon in the system tray and seling
Data

12. With thedefault data domain chosen, scroll down to see the name of the point.

66



Chapter 6. Excel Connections

13. In Excel, type a number into the cell or range you named in step 2, andiméss You should see
the data update in the Data Browser.

@®

Although this is an easy way to send data from Excel, it is not the most efficient when you have a
large number of points to transmit. Whenever Excel transmits a data pointDBiBgdvise, it

also transmits the current value of every other point associated witbBEAdvise loop.

Where you have a large number of cells to update, we have found it to be much more efficient to
transmit the data as ExcelngesIn your DDEAdvise loop, define a range of cells that contains

the data you want to transmit. Using Excel ranges will reduce the load on the computer and make
it easier to configure your application.

Another option for reducing the load on the computer when transmitting a large number of points
is to write an Excel macro that usBEPoketo transmit data on a timed basis, say once a
second. Information on how to write a macro in Excel to do this is given below.

When you save and close a spreadsheet connected to the Cogent DataHub, and then attempt to
reopen it, you may get one or more messages, depending on your security settings in Excel, or
other circumstances. Here's a summary of each message, and what to do:
This document contains macros. Enable them?

Click Enable Macros.
This workbook contains links. Update them?

Click Update. If the DataHub is already running, all the links should then update
automatically. If the DataHub is not running, you will ge#BEF! entry in each cell that has an
advise loop established with the DataHub, and the next message (see below) will probably
appear.

Remote data not accessible. Start DataHub?

Click No. At this point the best thing to do is close the worksheet, start the DataHub
manually, and then reopen the worksheet. When you update the spreadsheet (see above) this time
you won't get any¥REF! entries. If, instead dNo you click Yes at this point, the DataHub will
not start, but instead generate an error message, and Excel may even crash later on.

6.2.2. Method 2 - Writing Excel macros that use the DDEPoke

command

Writing an Excel macro is perhaps the most flexible and efficient way to send data from Excel to the
Cogent DataHub. By using tHeDEPoke command in an Excel macro you have complete control over
exactly when the data is transmitted. We will also explain how you can write an Excel macro to transmit
multiple points at the same time (s@dditional Pointerdor more details).

In our example, we have chosen to 'add a control button’ to run the macro, but you could also run your
macro on a timed interval to produce an automatic update on a cycle that you control.

6.2.2.1. Create a macro

1. Open a spreadsheet.

2. From theTools menu, selecMacro, and therMacros....

3. IntheMacro Name: field of theMacro dialog box, type the nam®endOutput , and press the
Create button.

4. In the Visual Basic text entry window that comes up, edit the macro to read as follows:

’ SendOutput Macro
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Sub SendOutput()
mychannel = DDElnitiate("datahub”, "default")
Application.Worksheets("Sheet1").Activate
Call DDEPoke(mychannel, " my_pointname ", Cells(4, 3))
DDETerminate mychannel

End Sub

e Use the name of your data point from the Cogent DataHulnfprpointname .

We use cellC4in this example. If you need to use another cell, you will have to reglace

3) with the row and column numbers of the cell you wish to use. You can also name a range

to send multiple values as an array.

5. Save and close the Visual Basic text entry window.

6.2.2.2. Add a Control Button

@ This explanation is illustrated iBection 6.1.2.2Add a Control ButtonWe repeat the text briefly
here.

1. Activate theForms toolbar by clicking on th&/iew menu and selectingoolbars, and therForms.

2. Click on the button icon, and then click in c@&@H. (You can choose another cell if you'd like.) An
Assign Macro window should appeatr.

SelectSendOutput and clickOK.
4. Change the label on the button t8énd".

Save the spreadsheet.

6.2.2.3. Send the data

1. Now you're ready to send the data. Open the Cogent DataHub Data Browser if it is not already open,

go to the default data domain, and find the name of the point.
2. In Excel, type a number in cel4 (or the cell or range you assigned the macro to) and [Eassr.
Click the Send button.

4. You should see the data update.

6.2.2.4. Additional Pointers

- To reduce CPU for large amounts of data, send arrays of data uasiggsnstead of sending the data
for each cell as a separate point.

- If you are using Unicode characters in stringsB@EPoke commands, you should check thecept
non-English characters in Excel strings (slower) button in the DDE option of the Properties
window.

[ accept non-Enalish characters in Excel strings (slower)

This will cause Excel to send your strings of Unicode characters correctly, although slower than
numerical data.
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- TheDDElInitiate andDDETerminate commands that are used to open and close DDE links between
applications are also very CPU expensive. When sending variables at frequent intervals it is more
efficient to open a DDE channel at the beginning of the session and close it when you are finished.

Here are two suggestions:

1. Send multiple points within a single setDDElInitiate andDDETerminate commands. For

example:

' Cascade Multiple Writeback macro

Sub Cascade_Writeback_Many()

mychannel = DDElnitiate("datahub”,

"default")

Application.Worksheets("variables").Activate

DDEPoke(mychannel, "pointnamel”,
DDEPoke(mychannel, "pointname2”,
DDEPoke(mychannel, “pointname3",
DDEPoke(mychannel, "pointname4”,
DDEPoke(mychannel, "pointname5"”,
DDEPoke(mychannel, "pointname6"”,

DDETerminate mychannel
End Sub

Cells(1,2))
Cells(2,2))
Cells(3,2))
Cells(4,2))
Cells(5,2))
Cells(6,2))

In this example the worksheet nameatiables
throughpointname6 ) that we wish to send to the Cogent DataHub. Di#EInitiate command
opens the channel, then all six variables are sent to the DataHub before the link is closed.

contains six variablegpbintnamel

2. Create a separate 'open’ and 'close’ macro for the worksheet, and plab®thlaitiate and
DDETerminate commands in those macros. This will keep communication to the DataHub open
for the whole time the worksheet is open. The only drawback is that your data transmission could

get interrupted (see below).

- If you need to send data continually from Excel to the Cogent DataHub you may run into problems
usingDDEInitiate andDDEPoke When you open a DDE channel using DBEInitiate statement,
and follow it with severaDDEPoke statements, there is a chance that the DDE channel may fail after
some time. For this reason, if you need to keep a DDE channel open for an extended period of time,
we suggest that you attempt to deal with DDE errors within the macro.

6.3. Example

Here is an example of a worksheet that sends data points to the Cogent DataHub both ways: to the
DataHub acting as a DDE client (using an advise loop), and by using macrodQ@Rokeand
DDEReques). The worksheet also receives the same data back from the DataHub in both ways. For
more information about DDE and these commands, please refgpendix F,DDE Overview

e This worksheetfExcel-DataHubTest.xls

distribution.

, iIs included in your Cogent DataHub
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EJ Microsoft Fxcel - Fxcel-DataHubTest, xls

] B Edt Wew [set Fomat Tools Data  Mondow  Heb c.f8 X%
C5 - F
. A B c [0 E F G H | =i
2 Manual Data Entries Crestl | Crest2 Data from DataSim
3 |Data sent by ahise loop B e s s i
4 Data sent by DDEPoke (macro) 22
| = | Seadl
E |Recewed by advise loop 44 22 . 02
! |Recened by DDERequast (macro) 44 2 =
5] e Inpnd ]
| 9 L)
0
11
12
13 037 1 0z 01
14 SIN SOR  TRI RMP -
(4 4+ »)\Sheetl {Sheetz / Sheet / |41 |
Raady

Explanation of the pertinent manual data entry cells:

B3 The cell is namedCtestl .When you use named cells to send data to the Cogent DataHub that is

acting as a DDE client, each time you update any cell, all the other cells set up this way also send their
data to the Cogent DataHub.

C4 Has a macro associated with it, shown below. When you use a macro to send data to the Cogent
DataHub, each time you send updated data, only that cell’s data gets sent to the Cogent DataHub.

The macro is:

Sub SendOutput()
mychannel = DDElnitiate("datahub”, "default")
Application.Worksheets("Sheet1").Activate
Call DDEPoke(mychannel, "Ctest2", Cells(4, 3))
DDETerminate mychannel

End Sub

C5 The Send button activates the macro associated with €dll The formula is:
Excel-DataHubTest.xls!SendOutput

B6 The cell formula is=datahub|default!Ctest1
C6 The cell formula is=datahub|default!Ctest2

B7 and C7 Have a macro associated with them, shown below. When you use a macro to receive data
from the Cogent DataHub, the data is only updated once.

The macro is:

Sub Getlnput()
mychannel = DDElnitiate("datahub”, "default")
Application.Worksheets("Sheet1").Activate
newvall = DDERequest(mychannel, "Ctestl")
newval2 = DDERequest(mychannel, "Ctest2")
Sheetl.Cells(7, 2) = newvall
Sheetl.Cells(7, 3) = newval2
DDETerminate mychannel

End Sub

B8 and C8 The Get button activates the macro associated with disandC7. The formula is:
Excel-DataHubTest.xIs!GetInput

TheData from DataSim part of the spreadsheet receives the data from the BataSimpoints SIN,
SQRTRI, andRMB, and displays their values in a chart.

The Cogent DataHub DDE properti for this example are set as follows:

- Act as DDE client to these services and topics: Checked.

. Connection Name: ExcelTest
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- Service: Excel

. Topic: Excel-DataHubTest.xls
DDE Item: Ctestl

- Point Name: Ctestl

Data Domain: default

- Act as DDE server listening on these services: Checked.
DDE Service Name: datahub

6.4. Networking Excel

You can use the Cogent DataHub to network Excel in real time, by using Datalitrdying. Mirroring
is how two or more instances of the Cogent DataHub link over a network or the Internet to maintain
identical data sets.

e Mirroring is the same atuinnelling as described i€hapter 30PC TunnellingMirroring can be
also used to connect to Cascade DataHub running in Linux. Please refer to the Mirroring Data
section of the Cascade DataHub for Linux and QNX manual for details.

To network Excel, on each node you need to connect Excel to the Cogent DataHub. Then a mirroring
connection is configured between each DataHub. For every mirroring connection, you must assign one
DataHub to be the master, and the other to be the slave. This determines which side initiates
communication. Once communication is established, the data is identical. Generally it is recommended
that the DataHub on the server or the machine least likely to shut down act as the master, while the slave
be on the client machine. In a hub-and-spoke arrangement, that DataHub could be the slave to multiple
masters, to collect all the data in a single DataHub.

Configure the DataHub as a tunnel/mirror master

1. Right click on the Cogent DataHub system-tray icon and ch&woeperties.

i i . T 1/Mi
2. Inthe Properties window, sele@tinnel/Mirror _

Tunnelingtirrar b aster
Accept plain-text connections an zervicedport: | 4302

Current Connections: 0

#ccept secure connections on service/port: 4503
S5L Certficate: | C:\Program Files\Cogent\OPC DataHubbplugin TCPA
Current Connections: 0

T to send data even if it iz known to be superseded
Boolean Integer Float String

3. IntheTunnelling Master section, you can configure plain-text or secure tunnelling. Ensure that at
least one of these is checked. If you want to change any of the other defaults, pleaseSefdivio
20.4, Tunnel/Mirror for more information.
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% To optimize throughput, un-check tfiey to send data even if it is known to be

superseded option. This will allow the DataHub to drop stale values for points which have
already changed before the client has been notified of the original change. The latest value
will always be transmitted.

Click OK to close the Properties window.

You are now ready to configure the slave DataHub.

Configure the Cogent DataHub as tunnel/mirror slave

The slave DataHub behaves exactly like the master DataHub except that the slave establishes the
tunnelling connection initially, and reestablishes it after a network break.

1.

2.

Right click on the Cogent DataHub system-tray icon and ch&weperties.

. . . T 1M
In the Properties window, seletannel/Mirror .

Tunnel/Mirror Configuration

Tunneling tdirrar Slave

Act as a tunneling/miror glave to these masters:

On  Host Port © Domain | FAemote S50 Status Add Master. .

Edit...

Remove

Check the boXAct as a tunnelling/mirror slave to these masters.

Click the Add Master... button to assign a master to this slave. Thanel/Mirror Master
Configuration window will open:

TunnelfMirror, Master, Configuration

Primary Hosk: | Pork: | 4502
[ zecure (5500
Secondary Hosk: Port: | 4502
Local data domain: default Remoke user name:
Remoke data domain: | defaul: Femate password:

Type in the following information:
- Primary Host: the name or IP address of the computer running the tunnelling master DataHub.

« Port: the port number or service name for this host. You should use default port nusioer)(
unless you have changed the entry in the master DataHub.

« Secondary Host: gives you the option to have an alternate host and service/port number. On
startup or after a network break, the DataHub will search first for the primary host, then for the
secondary host, alternating between primary and secondary until a connection is made. If no
secondary host is specified, the connection will be attempted on the primary host only.
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@ This feature is not recommended for redundancy because it only checks for a TCP

disconnect. The DataHURedundancyeature, on the other hand, provides full-time TCP
connections to both data sources, for instantaneous switchover when one source fails for
any reason. There is no need to start up the OPC server and wait for it to configure its data
set. You can also specify a preferred source, and automatically switch back to that data
source whenever it becomes available. By contrast, the primary and secondary host in the
tunnel can act as a primitive form of redundancy, but will only switch on a connection
failure at the TCP level, which is only one sort of failure that a real redundancy pair must
consider.

« Local data domain: The data domain in which you plan to receive data.

« Remote data domain: the master DataHub data domain from which you plan to receive data.
Point names will be mapped from the remote data domain (on the master DataHub) into the local
data domain (on this DataHub), and vice versa.

@ Unless you have a good reason for making these different, we recommend using the same
data domain name on both DataHubs for the sake of simplicity.

@ There is a DataHub running on Cogent’s server that you can connect to for testing. Here are
the parameters you will need to enter for it:
« Primary Host: developers.cogentrts.com
+ Port: 4502
+ Local data domain: test
+ Remote data domain: test

6. You now have several options for the mirrored connection.

[Data Flow Direction
() Read-write: Send and receive data ta and from the Master
(*) Read-only: Receive data from the Masker, but do not send
() wirite-only: Send data to the Master, but do not receive

‘When the connection is initiated:
(®) Get all values From the Masker

‘When the connection is lost:
() Mark data quality here as "Not Connected”

(%) Do not modify the data quality here or on the Master

Connection Properties
[CIReplace incoming time stamp with the local current ime
[ Transmit paint changes in binary (Faster, x86 CPU only)
[ITarget is a Cogent Embedded Toalkit server

Heartbeat {ms): | 1000 Retry Delay {ms): | 5000
Tirmeout (rms): 5000

[ Ok ] [ Cancel

a. Data Flow Direction: lets you determine which way the data flows. The default is
bi-directional data flow between slave and master, but you can effectively set up a
read-only or write-only connection by choosing that respective option.

@ To optimize throughput, check thiRead-only: Receive data from the Master,
but do not send option. Only do this if you actually want a read-only connection.
If you do not require read-write access, a read-only tunnel will be faster.
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b. When the connection is initiated:  determines how the values from the points are
assigned when the slave first connects to the master. There three possibilities: the slave gets
all values from the master, the slave sends all its values to the master, or the master and
slave synchronize their data sets, point by point, according to the most recent value of each
point (the default).

c. When the connection is lost:  determines where to display the data quality as "Not
Connected"—on the master, on the slave, or neither.

@ If you have configuredVhen the connection is initiated asSynchronize based
on time stamp (see above), then this option must be sddtonot modify the
data quality here or on the Master to get correct data synchronization.

d. Connection Properties gives you these options:

« Replace incoming timestamp..lets you use local time on timestamps. This is useful if
the source of the data either does not generate time stamps, or you do not trust the clock
on the data source.

« Transmit point changes in binary gives users of x86 CPUs a way to speed up the data
transfer rate. Selecting this option can improve maximum throughput by up to 50%.

e For more information, please refer ection 19.1Binary Mode Tunnel/Mirror
(TCP) Connections

« Targetis a Cogent Embedded Toolkit servemllows this slave to connect to an
Embedded Toolkit server rather than to another DataHub.

» Heartbeat sends a heartbeat message to the master every number of milliseconds
specified here, to verify that the connection is up.

« Timeout specifies the timeout period for the heartbeat. If the slave DataHub doesn’t
receive a response from the master within this timeout, it drops the connection. You
must set the timeout time at least twice the heartbeat time.

@ To optimize this setting for slow networks, please refedéxtion 19.2,
Tunnel/Mirror (TCP) Connections for Slow Networks

+ Retry specifies a number of milliseconds to wait before attempting to reconnect a
broken connection.

7. Click OK to close theTunnel/Mirror Master window. The fields in thdunnelling Slave table of
the Properties Window should now be filled in.

8. Click the Apply button in the Properties Window. If the master DataHub is running, this DataHub
should establish the tunnelling connection, andSketus should displayConnected . You can
view the data with th®ata Browseror view the connection with th€onnection Viewer

Open the Data Browser and select the data domain you requested to mirror. If the master Cogent
DataHub has been correctly configured, you should now see all the master DataHub data for that data
domain.

6.5. Working with Ranges

The Cogent DataHub can send and receive the data contained in an entire range of an Excel spreadsheets.
This data is treated as amray, a two-dimensional range of cells as rows and columns. The array can be
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as big as necessanyithin point size limitg, or as small as a single cell—at least one row and one
column.
Data Format

Excel transmits array data as a tab-and-newline delimited text string of values. Each value in a row is
separated by a tab, and each row is separated by a newline character. The string does not contain any
information concerning the source range of the array within the spreadsheet.

6.5.1. Getting a Range out of Excel

There are two methods of transmitting a range, or array data, from Excel to the Cogent DataHub. These
exactly match the mechanisms used for individual point dafEPokeandDDEAdvise

Using DDEPoke with a Macro

A DDEPoke command can be issued by Excel to send data to the Cogent DataHub based on a trigger
within Excel. For this to work, the Cogent DataHub needs to be configuracttas a DDE serveind

have registered at least one service name. An Excel macro can then issue a DDEPoke to that service,
along with a Cogent DataHub data domain name (the DDE topic), a point name (the DDE item) and a
value. If the value is of typ®ange then Excel will automatically format the value as a tab-and-newline
separated string.

Example: See the definition of tiutData function in theExcel macro coding exampléglow.

Using a DDE Advise Loop

When sending data from Excel to the Cogent DataHub usibBB& advise loopExcel acts as the DDE

server and the DataHub acts as the client. To create the advise loop:

1. Open the Cogent DataHub Properties Window (by right-clicking on the DataHub icon in the
Windows system tray and selectiRgoperties).

2. Click the DDE button.
Make sure thé\ct as DDE client box is checked.

4. Click the Add button. This opens thBDE Item Definition window.

DDE Item Definition El
Connaction hame: | fry_cohnection
Service: | Excel Tapic: | my_filenamexis
Teznm Names
s (e )
Cemm  pothas  Oomn | [ feneve ]
oK. .fi Cancal |

5. Type in the following information:

« Connection Name: choose a name to identify this connection. It must be unique among alll
DDE connections.

« Service: type inExcel (case is notimportant).

- Topic: type the name of your worksheet file, including thks  extension, like this:
my_filename .xlIs
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- Item Names: These create a mapping between Excel cells and ranges, and Cogent DataHub
point names. You may specify a single celriic 1 format, a range of cells inlcl:r 2¢c2
format, a cell name, or a range name as the DDE Item name. For example:

r2ch - accesses the cdfi2 (second row, fifth column)
r3c3:r5¢9 - accesses the ran@3:15
MyRange - accesses the cell or range that is naflgtRange

6. Click theAdd button. The fieldDDE Item, Point Name andData Domain should automatically
fill in with some values.
Check the names in tieoint Name andData Domain columns. If either of them is not
what you need, double-click it to select it, and change it.

7. Click OK to close thedDDE Item Definition window. The fieldDDE Connection Name and
Status in the Properties Window should now be filled in as well.

8. Click OK to close the Properties Window.

9. Enter some values in the range of the spreadsheet you have defined. You should see the array in the
Data Browser change accordingly.

6.5.2. Getting a Range into Excel

There are two ways to drag and drop data into Excel to create a range, using DDE advise loops. Or you
can use DDE Request and macros.

Drag and drop a group of points into Excel

Here is how you can collect a group of points in the DataHub and drag them all into Excel, where the
data for each point occupies a unique cell.

1. With the Cogent DataHub aridataSimrunning, open the Data Browser.

2. Select a group of points in the Data Browser.

3. Drag the point names into Excel.

-

Selected Poink: Trisngle
Enter new valua: | 9.93999399990399E-02

CrzbaSim Poirk Name:  Date Cuality | Value o

default Ramn Ock 04 12:26:43.109  Good -0.0459999909.
Sine [\i Oct 4 12:26:43.109  Good 0. 15450949722, .,
Squarg Ok 04 12:26:38.591 izacd 0.5

Trianghe Oct 4 12:26:43.109  Good 9.59595959599,

E3 Microsoft Excel - Book1 >
H5) Ble Edt Yew [nsert Fgemat  Jools Qaka Window -8 X
5_1-_;_1_4._} i | | & .ﬁ__:{ Far th Chanige "_'
B4 - B =datahub|DatafimIRamp

| A L‘ cr.t 0O | E | F W
1 Famp | DiE )
2 | Sine 01545
3 | Sguare 05
| 4 | Triangle 01
=l

You should see the data updating in the cells.
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e You can drag and drop point names, timestamps, and other attributes of a point using the

Property dropdown list. Please refer iorag and Drop Style and Propeiitythe Data Browser
section for more details.

Drag and drop an array into Excel

Here is how you can take a single point in the DataHub whose value is an array, and have each value in
the array occupy a unique cell in Excel.

To demonstrate this, we are going to first combine the two procedures shown above to create an array in
the DataHub

Make an array

1. Select arange in Excel, such as createDiiag and drop a group of points into Ex@#ove, and in
the name box at the top left corner, enter the n&ingtRange

I R - W . || il

FirstRange | = f Ramp
A | B E
1 |Ramp -0.15
2 |Sine 0.404508
3 |5quare 0.5
4 |Triangle 0.3
5

2. Inthe Cogent DataHub Properties Window, selectDi¥= option and make sure thct as DDE
client box is checked. Then click th&dd button.

3. IntheDDE Item Definition window type in the following information:
« Connection Name: type inRanges.
- Service: typeinExcel .
- Topic: type inBook1, or the name of your worksheet file including thxés  extension.
- Item Names: Type inFirstRange

4. Click the Add button. The field©DE Item andPoint Name should beFirstRange , and the
Data Domain should bedefault

5. Click OK to close theDDE Item Definition window, and in the Properties Window cli€XK to
close it as well.

6. Open the Data Browser and go to tthefault  data domain. You should see the point
FirstRange , with a value like this:

Poink Mame |~ Date | Quality  Malue
FirstR.ange ek, Good RampO0.350 0%5ined-0,404508497 0 0 Square 00,50 0 Tri...

The single boxes separate values in a row, and the double boxes separate rows. The array is now
ready to put into Excel.

Drag and drop the array

For simplicity’s sake we are going to just put the same array back into Excel.

1. Click on theFirstRange point name, and drag it into Excel, dropping it in cell D1.
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RS AT N |l k| =T L (O N I P | e Y |
& Use BEdit-=Paste Special-=Paste Link
B | ¢ B = F | &
-0.35 Uze Edit-=Paste Sperial->Paste Link
104508 1] 1]
0.5 1] 1]
0.3 1] 1]

The values don't start updating right away because you have to tell Excel how to paste in the link.

2. Goto theEdit menu and sele®®aste Special.

E Microsoft Excel - Book1

E@J&[;&mMmemwm
|i:l Undo Drag and Dreg Cirls2

D | Paste gpecial... | Paste Special

L4 )
Fil b | Source:
Dileta, .
¥ | s
-
Us HTML
Uricods Text
Texk

3. SelectPaste link and clickOK. The cells should fill with the correct, updating data.

Using DDE Request in Excel

If you are creating macros in Excel to read data from the Cogent DataHub, you can deERequest

function call. This will return an array type value that can be written directly into any range in the
spreadsheet. If the array data is larger in any dimension than the range into which it is written, then extra
data in the array is discarded. If the array data is smaller than the target range then extra cells in the range
are filled by repeating the data in the array. See below for an Excel macro that dynamically determines
the target range to ensure that all array data is entered into the spreadsheet with no duplication.

6.5.3. Sample Excel Macros for Arrays

The following macros represent the entire macro set for a simple test spreadsheet that reads and writes a
single array point in the Cogent DataHub. The two functiGesData andPutData can be attached

to buttons on a spreadsheet for easy testing.Fit®ata subroutine contains two alternative
representations of the source range, one of which is commented out in the macro.

Sub GetDataArray(Channel As Integer, SheetName As String, DataPoint As String, _
StartRow As Integer, StartCol As Integer)
Dim NRows As Integer, NCols As Integer

This sub performs a DDERequest for DataPoint in the DDE Channel and reads in a tab
delimited array with carriage returns at the end of each line. It then fills a range

of cells with the data. The native format for Excel data is tab delimited text with a
carriage return at the end of each row of data. If we assign this type of data to a
range of cells using the FormulaArray function, Excel automatically parses the data

and fills it into the specified range. The real trick here is to ensure that the

range is the same size as the incoming data, so we do not have to know the size

" a priori.

DataArray = DDERequest(chan, DataPoint) " request DataPoint from Channel
' find the upper row and column bounds for the variant array

If StartCol = 0 Then StartCol = 1 ' Starting column where data will go in our sheet
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If StartRow = 0 Then StartRow = 1 ' set the starting row
NCols = 1 ' set default number or columns to 1
On Error Resume Next ' ignore errors (error occurs if array has

one dimension)

' get upper bound of the array columns

' the following line will generate an error if the array is only a one dimensional array
" We just skip this, and use the default 1

NCols = UBound(DataArray, 2)

On Error GoTo 0 ' allow errors

NRows = UBound(DataArray, 1) ' get upper bound of array y dimension

NRows = NRows + StartRow - 1 " add offset from StartRow - this is the ending row
NCols = NCols + StartCol - 1 " add offset from StartCol - this is the ending col

the following line fills up the cells in the range starting in "StartCol:StartRow" to
" "Nrows:Ncols" with the data from the variant array
Sheets(SheetName).Range(Cells(StartRow, StartCol), Cells(NRows, NCols)) = DataArray
End Sub

Sub PutDataArray(Channel As Integer, SheetName As String, DataPoint As String, _
StartRow As Integer, StartCol As Integer, NRows As Integer, _
NCols As Integer)
DDEPoke Channel, DataPoint, Sheets(SheetName).Range(Cells(StartRow, StartCol), _
Cells(StartRow + NRows - 1, StartCol + NCols - 1))
End Sub

Sub PutDataRange(Channel As Integer, DataPoint As String, DataRange As Range)
DDEPoke Channel, DataPoint, DataRange
End Sub

Sub GetData()
' This is a test function assigned to a button. It reads a test point into
! an arbitrarily sized matrix starting at A10
Dim chan As Integer
chan = DDElnitiate("datahub”, "default")
GetDataArray chan, "Sheetl", "TestArray", 10, 1
DDETerminate (chan)
End Sub

Sub PutData()
' This is a test function assigned to a button. It writes a 3 row x 5 column

! area of Sheetl into a single data point in the DataHub. You can use either
PutDataArray or PutDataRange, depending on how you wish to specify the range.

Dim chan As Integer
chan = DDElnitiate("datahub”, "default")
'PutDataArray chan, "Sheetl", "TestArray", 1, 1, 3, 5
PutDataRange chan, "TestArray", Sheets("Sheetl").Range("A1:E3")
DDETerminate (chan)

End Sub
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In the DataHub Properties window, sel€aickTrend .

| Configure Quick Trend

[ Open Quick Trend Window |

To configure a quick trend, press tBgen quick trend window button:
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Configuration

QuickTrend supports multiple display configurations, which you can manage usi@gitiiguration

options. The top button opens a dropdown list that contains all named configurationéewhe

Rename..., andDelete buttons let you create, rename, and delete configurations.
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Data Points

You can select any number of data points to trend, from any data domain. The following options
determine how the data will display in the chart.

Square
Removes interpolation of the line between two data changes, giving the plot a step-like appearance.
This is useful for square functions.

Extend
When checked, this option extends the plot of a point’s value as a straight line until the point

changes value. With this option unchecked, no plot is shown until a point changes value. Then a
straight line is plotted connecting the original value to the new value.

Offset
A value entered here will be added to each value of the point, creating an offset plot. This lets you
view widely differing values in the same window.

Scale
A value entered here will be multiplied by each value of the point, creating an enhanced (or
diminished if a fractional value) plot.

Buffer
This value determines how many data changes for this point will be stored in the local history, to
allow for scrollbacks to review recently plotted data.

Label

Allows you to change the label for the point, whose default is the simple point name.

Working with the Display

There are a few features of the display that are not immediately obvious.

+ You can scroll backwards and forwards through the history of the trend using the left and right arrow
buttons, or choose a specific date and time with the calendar and time selector. The double-right arrow
button returns the display to real-time trending.

» You can resize the trend display by dragging the gray borders on the left side or bottom. Move the
mouse until you see a white, double-headed arrow, and drag.

- To zoom in to a part of the display, drag the mouse over the area that you want to zoom in on. To zoom
back out and resume real-time trending, click onReset Pan/Zoom button at the bottom of the
window.

- For other features, the QuickTrend display has a menu available on a right mouse-click.

T j@uick Trend
- Copy
(=TT EI
10 —— Save Image As...
Page Setup...
08 1 [ Print... |
06 e # | Show Point Values ,-’w
" L
g ol | PN ZU
== [ Set Scale to Default %
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Using this menu you can copy, save, or print the current display, as well as unzoom and undo a zoom
or pan. You can also hide or show point values, and reset the scale to the default.

Chart
Title:

The name of the chart, which will appear at the top.

= Cogent DataHub QuickTrend | = !
<]
DataHub QuickTrend
Cogent -
H g J |/ Comisl =—— Frocass Sat Pont |
Real-Time Systems 1.0 T T : T
Chart 08 + i
Title: DiataHub (usck Trend
06
X B i
Label Time § 0.4
Time Spam (s): 40
Update (ms): 200 =
Majar Tick (s): 5 0.0
Minor Tick (s): 25
-0.2 t } ' + - } + + + } + + + t
¥ Fos 4252011 41252011 41252011 41252011
Labsel Valus 11:10:20 AM 11:10:30 AM 1110040 AM 11:10:50 AM
Minimum: 02 —
Maximum 10 < | SelectTime: 2011425111018 @ [ _Go J Lol
X Axis

The X axis displays the time coordinate.

Label:

Any text string, displays at the bottom of the chart.
Time Span (s):

The total number of seconds that the chart will span.
Update (ms):

The update rate for the trend, in milliseconds.
Major Tick (s):

The time interval between major tick marks, in seconds.
Minor Tick (s):

The time interval between minor tick marks, in seconds.
Y Axis

The Y axis displays the value coordinate.

Label:
Any text string, displays at the far left of the chart.
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Minimum:
The minimum value to include in the chart.
Maximum:

The maximum value to include in the chart.

Major Tick:

The value between major tick marks.
Minor Tick:

The value between minor tick marks.

Chapter 7. Using QuickTrend
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8.1. Introduction

The Cogent DataHub has a built-in web server that lets you display live data in a web page in several
different ways, depending on your needs. The data can come from any data source that is connected to
the DataHub. A two-way data flow allows the user to view data and also write data back to the DataHub.

OPC —r
Clienk
m‘ Standard
— Wb Browser
P ) +
Server | SSREIIG ¥ e
‘\.\A FI=1=] T )08 +54 98
ffIr.I:-':l riek
ooo il W
oPC / | o | \__ =
. —t Iﬂﬂﬂ]]:l] ==
Server| SREFIE Cagent
DataHub

There are several different display technologies available:

« ASP (Active Server Pages)DataHub scripts embedded in an HTML page are run by the DataHub
each time the page is requested by the client. The DataHub scripts generate the page content
dynamically before sending the page to the browser. This is also called "server-side scripting".

« AJAX (Asynchronous Javascript and XML): Javascript code embedded in an HTML page is
interpreted by the browser. The data updates automatically on the page, without the need for refresh.
This is also called "client-side scripting".

- Polling AJAX: The Javascript code periodically sends commands to the DataHub to update the data
on the browser page.

. Streaming AJAX: The Javascript code maintains an open connection to the DataHub, which
transmits updates to each point individually whenever its value changes.

- Java appletsfrom the DataHub API for Java are embedded in the HTML code make a separate TCP
connection from the browser to the DataHub. Once connected, the applets receive and display updated
data values as soon as they change, without the need to refresh the page. The Java applets are executed
by the browser, not by the DataHub.

Here is a comparison chart for these technologies:

ASP Polling AJAX Streaming AJAX Java applets

Web browser Desktop and Desktop and Desktop and Desktop only
support mobile mobile mobile
Plug-in/Active X No No No Yes, Java plug-in
required
Update speeds | No updates - Fast updates | Very fast updates| Very fast updates

Manual refresh

required
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ASP Polling AJAX Streaming AJAX Java applets

System Very low High compared to | Low compared to | Low compared to

requirements Streaming AJAX | Polling AJAX, Polling AJAX,

(CPU and and Java similar to Java. similar to

memory) Streaming AJAX.

Bandwidth Very low Relatively high Moderate to low | Moderate to low

requirements

(Will depend on

point count and

update rate)

Security Yes Yes Yes Yes

(Password / SSL

protection)

Firewall friendly Yes Yes Yes No, requires
firewall
configuration

Licensing DataHub Web DataHub Web DataHub Web DataHub Web

(Licenses required
in addition to the

Server license

Server license

Server license, +
TCP Link license

Server license, +
TCP Link license

standard DataHub for each for each
Node license) connection connection
Programming Uses DataHub Uses JavaScript |Uses JavaScript |Uses HTML.
Requirements scripting language Requires

knowledge of Java
to build custom

applets.
Types of Good for Good for Excellent for Best choice for
Application displaying static o1 displaying fast displaying fast very high speed

Common uses

slow moving data.
Used for shift
reports and
statistics.

moving data and
alarm conditions.
Used in web
monitoring and
trouble shooting
applications.

moving data. Useg
in remote
monitoring and
diagnostics
systems.

and large number
of users. Used in
stock trading and
process control
systems for
monitoring and
HMI displays.

These different display technologies can be used together in the same page. For example, we often use
ASP code to dynamically create AJAX tables that display live data in a web browser. The ASP code does
the repetitive task of writing table entries for each point in a specific data domain and the web browser
interprets the resulting JavaScript and builds the AJAX display accordingly. You can also use ASP to
access data from an ODBC databagd display it as part of the web page, along with the live data from

the DataHub.

More about ASP

« Most process data does not update very quickly, so ASP is suitable for a wide range of applications.

- ASP will typically use very few system resources and bandwidth, so it is good for low speed
connections.

« ASP is the most efficient method for handling a large number of user connections.
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« ASP pages are generated by a script running in the DataHub. This means you can use the script to

bring in data from other sources, such as from SQL databases. The web page can then display data
from both live sources and database or text file archives.

« Web pages that are generated by ASP scripts can usually be displayed on all desktop and mobile web

browsers. This is because while the scripts themselves are written in Gamma (the DataHub script
language), the web pages they generate are delivered as plain HTML.

- In order to see new point values in an ASP page, you need to refresh the web page manually.

More about AJAX

AJAX automatically updates the web page whenever the data changes in the DataHub, no page refresh
is required.

AJAX can handle high speed updates to a large number of users. However, system resources on the
server will increase as the number of points, the number of users and the speed of the updates
increases.

AJAX displays are created using JavaScript programming, which means they are popular with web
developers who wish to control all aspects of how the data is displayed in the web page.

AJAX can be displayed using most modern desktop and mobile web browsers, but some mobile web
browsers may not support one of both types of AJAX display. We have found the Opera Mobile web
browser to be one of the best for displaying AJAX on mobile devices.

Polling AJAX and Streaming AJAX differ as follows:

- Polling AJAX web pages make requests for new data to the DataHub on a polling cycle. This means
there is usually a higher load on the CPU compared with Streaming AJAX, but in many cases the
update speeds are comparable.

. Streaming AJAX web pages are highly efficient at moving data, which means they use very little
system resources and much less network bandwidth compared to Polling AJAX applications.

More about Java applets

Java applets are the best choice for displaying high speed data in complex web graphics like gauges,
trends and progress bars.

Java displays can typically handle a large number data points, updating rapidly to a large number of
users.

In most cases, Java web pages use far less system and network resources than AJAX pages.

Java pages are often used for displaying executive summary screens for management, or as an HMI to
remote facilities.

We provide a wide range of Java applets that allow you to create sophisticated web pages with no
programming required. Just use a simple HTML editor to configure the applet code and you can have
a working web page up and running in a few minutes.

Java pages can be displayed using most modern desktop browsers, but they do require the free Java
plug-in to be installed first. The plug-in will download and install automatically if it is not already
installed on your system.

We have found that Java is generally not supported on mobile web browsers.
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8.2. Configuring the Web Server

To configure the DataHub Web Server, follow these steps:

1.

2.
3.

With the DataHub running, right click on the DataHub system-tray icon and clRragerties.

i i Web S
In the Properties window, seledfeb Server _

Check theAct as web server box.

Web Server

‘Wb Server
Act as a weh server

[T S S T

The DataHub Web Server is preconfigured to run on port number 80, but you might need to change
that setting in théBase Configuration section:

Ease Configuration

Pork: | 80 [Juse secure sockets (5503 [ allaw directary listing

Document root directory: | C:Program FilesiCogent! Cogent DataHUb! plugint et [I]

Windows allows multiple users on a single TCP port, and never refuses a connection.
However, this can cause irregular behavior. It is essential that the DataHub Web Server be
the exclusive user of a port.

To get a list of which ports are in use on your machine, follow these steps:

a. From the WindowsStart menu, choos&un.
b. Enter the executable nameend.exe and clickOK.

c. Atthe command prompt, type:

netstat -p tcp -b -a -n

\WINDOWS\system32\cmd. exe

C:~Documents and Settings“Bill>netstat —-p tcp -b —a —n
Active Connections

Proto Local Address Foreign Address
ICP 8.0.8.8:135 A.8.0.8:8
[svchost.exe]

TGP A.0.8.8:445
[System]

TGP A.A.8.8:1723
[System]

TGP A.A.8.8:27283
[Skype .exe ]

TGP 192.168.1.1A2:139%
[System]

TGP 127.8.8.1:1148
[thunderbird.exe]

State
LISTENING

A.8.08.8: LISTENING

A.8.08.8: LISTENING
A.8.08.8: LISTENING
A.8.08.8:8 ESTABLISHED

127.8.8.1:1149 ESTABLISHED

The result is a table showing the tcp protocol and executable name of all programs in use.
There are two columns of interetiocal Address andState .InLocal Address
the numbers at the end (after the colon) are the port number that the process is using. The
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State column shows the state of that process. The only state we are interested in is
LISTENING. Whatever port you are using for the DataHub Web Server, it should be the
only process on that port.

If you have one or more programs established or listening on the same port as the Cogent DataHub,
you have two choices:

« Change the port number for the DataHub Web Server (as illustrated above), or
- Change the port number for every other program that is using that port.

Port numberd through1024 are reserved. Po80, for example, is reserved for HTTP, which is
why we make it the default for the DataHub Web Server. If you change the DataHub Web Server
from port80, we suggest setting it to a number betwé€25 and65535 .

Configure any desired options, according to these guidelines:

Options
Errar log file: :\Program Files\Cogent! Cogent DataHub' pluginwet @
Access log file: C:\Program Files\Cogent Cogent DataHubpluginiwet E
S5L certificate file:

[ Require a passwaord For all requests

Authentication realmn:

Error log file:

The path and name of the file where errors are logged.
Access log file:

The path and name of the file where access attempts, successes, and failures are logged.
SSL certificate file:

The path and name of the certificate file used for secure sockets (SSL).
Require a password for all requests

Applies password security as configuredSiacurity

@ The security model changed from version 7.1 to version 7.2. User names and passwords
in the Security tab will be maintained when moving from V7.1 to V7.2. User names
and passwords in the Web Server tab will be lost. When upgrading to V7.2 you must
re-assign Web Server realms to any relevant users in the Security tab by clicking on the
password field for that user. When reverting from V7.2 to V7.1, you must re-enter the
path to the Web Server authentication file that you had earlier used with V7.1.

Authentication realm

The name of the current authorization realm used for password verification.

8.3. Viewing the Web Demos

This is how to access the demo page that comes with your DataHub installation:
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1. Ensure that the DataHub is running, and that the DataHub Web Server is enabled.
2. Type the IP address of the DataHub into the Address field at the top of your web browser.
<|F_' R = @I Q Gj | localhost

If you are running the DataHub and web browser on the same machindotgieost
Otherwise, type the IP address or computer name of the computer running the DataHub.

3. The welcome page should appear. You can follow the links to see the various demos. The live data in
the demos comes from DataPid. If you don’t see data updating, you'll need to start DataPid.

s i R B | L Dy fiocal sty

@ DataHub Web Server

igured the DataHub to run as a web server. The following examples will show you some of th
web suppart.

Mame Value Quality  Time Stamp
Setpoint 57.56 + Good 2008-02-27 10:59:58.143
Process Variable 57.02 * Good -ZEIEIE—I'IZ-Z? 11:00:02.839
Output Yariable 20.56 | P Good -?DDB—O?-?? 11:00:02.839
Update Frequency 10| € Good 2008-02-27 10:47:11.070
Setpoint AutofManual Auto | € Good 2008-DZ2-27 10:47:11.070

Web Server Demo Pages
Java Applets AJAX

* Java - Trend and Gauge Example. * Streaming AJAX - DataHub Browser - Tree Yiew,
T Examel Stveaming AJAX - High sssed. bow overhesd

8.4. Viewing Your Own Data

8.4.1. DataHub Browser

You can view all the data points currently in the DataHub using the DataHub Browser. Here’s how to
view the data on your system:

1. Ensure that the DataHub is running and connected to your data sources, and that the DataHub Web
Server is enabled.

2. If you are running your web browser on the same machine as your DataHub, type
localhost/datahub.asp into the Address field at the top of your browser. If you are running
your web browser on a different machine from the DataHub, type the IP address or computer name
of the computer running the DataHub, insteadoofilhost

The Web Data Browser page should display:

& - @ @ 0 | Iocathost{datshub, asp
Q, DataHub Browser A, Cogent

Real-Time Systems

To see poimnt values, select a domain name from the tree below. ) = number of points in each domain.

—:) Datatih pomains Name Yalue Quality | Timestamp
?"'_Elatap'd My 14.0670007488034 Good  ([13:32:39.036
T P 27.73203440413563 Good 13:132:39.036

L defaul Sp 31.8620865556748 Good 13:32:34 430
|UpdateFrequency |1D |Good |13:31:54.051

The DataHub domains and data hierarchy are displayed in the left pane, and live updates of the point
values for the selected part of the hierarchy are shown the right pane. You can modify the header for
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this page by editing this file&C:\Program Files\Cogent\Cogent
DataHub\Plugin\Webserver\html\domaintreeheader.asp

8.4.2. DataHub Table View

You can also view all the data points in a single data domain on your system, using the DataHub Table
View page, as follows:

1.

Ensure that the DataHub is running and connected to your data sources, and that the DataHub Web
Server is enabled.

Open a web browser on this computer or another client computer and type the following URL into
the address bar:

http://  computer address /table.asp?parent= domain name[: branch ][. sub-branch ]

where

computer address

The IP address or network name of the computer running the Cogent DataHub.
domain name

The name of the data domain that contains the data you want to display.
branch

The branch (if any) containing the data you want to display.
sub-branch

The sub-branch (if any) containing the data you want to display.

Sometimes the organization of the data within the Cogent DataHub can be quite complex, including
branches and sub-branches. This is often the case when reading data from a data source that has a
multi-level data hierarchy. In these cases we reference locations within the data structure using the
branch and sub-branch syntax shown above.

Examples:
- If you are currently running the DataPid program, this URL.:
http://localhost/table.asp?parent=DataPid:PID1 will display this:
¢| - - lQJ @ m | localhost ftable. asp?parent=DataPid:FID1
. LCogent
Q, DataHub - Table View © et s Scpstums
| Mame | Yalue |Qua|ity |Timestamp
My 27.6503300034313 Good 15:24:13.546
Py S6.3688262331194 Good 15:24:13.546
sp S56.373027741353251 Good 15:24:10.542
UpdateFrequency (10 Good 15:22:25,230

« Anentry like this:

http://192.168.5.55/table.asp?parent=Plant_1

Would display data from thBlant_1 data domain of the DataHub.

« An entry like this:

http://PlantServer/table.asp?parent=Section_1:Zone_1
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Would display data from th&one_1 branch within theSection_1 data domain of the
DataHub.

« An entry like this:

http://PlantServer/table.asp?parent=Section_1:Zone_2.Temp.Setpoints

Would display data from th8etpoints  branch, three levels down the tree structure within the
Section_1 data domain of the DataHub.

- For any of these entries, you can just typealhost/... if you are running the web browser
on the DataHub computer, like this:

http://localhost/table.asp?parent=Area2

4. You can change the header image for this page by editing thifiBrogram
Files\Cogent\Cogent DataHub\Plugin\Webserver\html\table.asp . The line
to change is clearly marked:

<l Fkkkkkkokdokdokkokk LOgO |mage Goes Here **xkkkrrkksikiok __>

<l-- -->

5. You can also add page content below the table by putting HTML code after thefezaipt>
tag, towards the bottom of the page:

;}script>
(insert extra HTML here)

</body>
</html>

8.5. Modifying the ASP and AJAX Demo Files
@ To modify the Java demos, you need to use the DataHub API for Java.

You can use the demo files that come in the Web Server archive as a basis for creating your own web
pages. The default location is here:

C:\Program Files\Cogent\OPC DataHub\Plugin\Webserver\htmi\
Both ASP and AJAX useasp files to build web pages. Thasp files in the DataHub distribution
contain embedded DataHub scripts which write parts of the fasgl page that gets rendered. In other

words, what you see when you sel®@tw Source in your browser is not the originahsp file, but the
results of processing it. For example, this line of code inDkk asp_2.asp file:

<td align="center"><@ quality @></td>

writes this on the displayeldH_asp_2.asp page:

<td align="center">Good</td>

Each.asp file can contain two types of special markup syntax for inserting DataHub script code, each
with its own purpose.
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« <@ ... @> indicates an expression that gets evaluated when the page is created. The results of the
expression get written into the page. An example of this would be inserting the value of a DataHub
point.

+ <% ... %> indicates an expression or statement that is also evaluated when the page is butated,
nothing gets written to the page. An example would be a function that can be used by other code in the

page.

Example

TheDH_asp_2.asp file is shown below. It contains two functiontmeStamp , for calculating time
stamps; andNewSetPoint to send a nevetpoint  value back to the DataHub. It also contains a
for loop for creating the table rows. All of these are marked up withd#te ... %> syntax, while the
values that get displayed in the table are marked up witk@@e ... @> syntax.

@ The script code also usedrgt / catch set of statements for error handling. For more
information, please refer toy catch  in the Gamma documentation.

<IDOCTYPE HTML PUBLIC "-//W3C//IDTD HTML 4.0 Transitional/EN">
<head>

<title>DataHub Web Reports</title>

<link rel="STYLESHEET" type="text/css" href="css/dhwebserver.css">
</head>
<html>
<body>

<%

/I Load files we need
require ("Quality");
require ("Time");

/I DataHub script function to generate a text timestamp with milliseconds
local TimeStamp;
function TimeStamp (wintime)
{
local unixtime = WindowsTimeToUnixTime (wintime);
local tm = localtime (unixtime);
format ("%d-%02d-%02d %02d:%02d:%02d.%03d",
tm.year + 1900, tm.mon+1, tm.mday,
tm.hour, tm.min, tm.sec, (unixtime % 1) * 1000);
}
/I DataHub script function to send new Setpoint value back to the DataHub.
/I This is done by refreshing the page with a new URL that appends the new Setpoint
/I value to the end, for example, http://localhost/DH_asp_2.dhht?Setpoint=12
/I This is imterpreted by the DataHub web server and passed to an internal function
/I that writes the value to the DataHub. The web server then returns the refreshed page
/I contents to the browser, which includes the new value for the setpoint.
1
function NewSetPoint()

{

local args, i, sp;

args = list_to_array(string_split(QUERY_STRING, "&?=", 0));
for (i=0; i<length(args); i++)

{
if (args[i] == "Setpoint" && (sp = number(args[i+1])) != 0)
{
$DataPid:PID1.Sp = sp;
%>
<meta http-equiv="refresh" content="0;URL=<%= REQUEST_URI %>"/>
<%
}
}
}
NewSetPoint();
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%>
<span style="font-size:12px; font-weight:bold; color:#395294">This is a Static data display.</span>
<p></p>

<table border="1">
<tr><th width="70">Name</th><th width="60">Value</th><th width="60">Quality</th><th width="90">Timestamp</th></tr>

<l-- The following ASP code uses a loop to generates the table of DataHub point values -->
<%

/I List of DataHub points to be displayed

local points = [#$DataPid:PID1.Sp, #$DataPid:PID1.Pv, #$DataPid:PID1.Mv J;

/I List of display names for each point in the list
local dispname = [ "Setpoint", "Process", "Output" I;

/I List of units to be displayed for each point value
local units = [ ™, "™, "™ ],

local value, item, quality, timestamp, i;

for (i=0; i<length(points); i++)

{
try
{
item = getprop (points[i], # datahub_point_);
if (item)
{
value = string (eval (points[i]), " ", units[i]);
quality = GetQualityName(item.quality);
timestamp = TimeStamp(item.timestamp);
}
else
{
value = "Please run DataPid";
}
%>
<tr>
<td align="left" style="color:#395294; font-weight:bold"><@ dispname[i] @></td>
<td align="center" style="color:#008800; font-weight:bold"><@ format("%.2f",number(value)) @></td>
<td align="center"><@ quality @></td>
<td align="center"><@ substr(timestamp,11,-1) @></td>
</tr>
<%
}
catch
{
%>
<@ _last_error_ @>
<%
}
}
%>
</table>
<p></p>

<table width="320" border="0" cellspacing="5" cellpadding="0">

<tr>
<td valign="middle"><strong>Enter new Setpoint:</strong></td>
<td width="130" valign="middle">
<form style="margin:0px;">
<input name="Setpoint" type="text" id="Setpoint" size="4">
<input type="submit" id="submit" value="Submit">
</form>
</td>

</tr>

<tr>

<td colspan="2">
<div class="strongBlue">Refresh this page to see new values.</div>
New Setpoint values are being auto-generated by the DataPid program.
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</td>
</tr>
</table>
<p></p>
<a href="index.asp"><-- Go back</a>
</body>
</html>

8.6. Using ASP to Query a Database and Display Results

Using the Cogent DataHub’s ODBC scripting functionality, it is possible to send an SQL query from a
web page to a database, and view the results in the pagelbbuery.asp  demo page included in the
DataHub distribution gives an example of how this is done. With the DataHub running on your local

machine, you can view this page by typilagalhost/dbquery.asp into your web browser:
] datatable - B x ]
o —| PTVALUE - PTTIME - FTNAME - | FTQUALITY - |Add Mew Fieid
[1166| 4.883026-15  4/12/2007 4:42:50 PM DataSim:Sine  Good
1167 6.27318E. 413 /2007 4-33-15 Bi, m-Sine 2

BRCIEY ) Mozilla Firefox
1169 9064 Fle  Edit  view Hgtory Bookmarke  Toos  Help

1170 4,48 ;
171 104 @ - C 01 || locahostichouery. espt
1172 4.48] _
1173 118 Enter the database mformation:
. SH ubTas .
1174 .48 Dk |DeataHubTast User [ast Dags: [asssnss
* | [New)

Enter the darabase query ta perfarm and press Submit:

select * from datateble
where (I > 1166] and (II < 1173

[ [PINAME [PTQUALITY|  PTIIME PIVALUE

1167 [DataSmneSine [ Good 2007-04-12 16:43:16 |8 272 163296236094 2= -015
1168 [DaraSimiSine [Food 2007-04-12 164326 [7.67331069539967162-015
|1159 lDa:;Sun:Sinz Gaad |2"JI’JT—M-12 16:43.36) |2 045458054 56524 75 -01 5
[1170 [DaraSmSine [Good [2007-04-12 17.04.26 4. 488748533893 7389e 011
1171 DrataSmSine [(Gaad 2007-04-12 17:04:31 | 1. 04636054 93T26825-014
1172 [DataSmSine [Good 2007-04-12 17:04:36]4.4896156071307845¢-011

Dong

You simply enter a DSN, user name, and password (if any) for the database, and an SQL query. When
you press th&ubmit button, the page sends the query to the DataHub, which passes the query to the
database, and returns the results, displaying them in the table on this page.

The source file for this page is included with all the other ASP files here in your DataHub distribution:
C:\Program Files\Cogent\OPC DataHub\Plugin\Webserver\htm\dbquery.asp

Here is a copy of the page source:

<html>
<head>
<%

/*

*

This file presents an entry form for the user to specify a

* DSN, user name, password and SQL query to be executed by the
* DataHub. The result is displayed as a table in the user's

* browser.

* Normally, the DSN, user name and password would be hard-coded
* into the Gamma portion of this ASP file. The ASP file is

* stored on the server running the DataHub, and all Gamma code

* is stripped from the file and executed before the result is

* returned to the user. Therefore the DSN, user name and

* password are never transmitted across the network to the user.
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require ("AJAXSupport");
require ("ODBCSupport");

local cmpfn, getArg, sortfn;

/* Set up some function for quickly accessing the URL arguments */
function cmpfn(x,y) { strcmp(x[0l,y); }

function sortfn(x,y) { stremp(x[0],y[0]); }

function getArg(name, dflt)

{
local arg = bsearch(_vars, name, cmpfn);
if (arg && !undefined_p(car(arg)))
arg = car(arg)[1];
else
arg = dflt;
arg;
}

_vars = sort(_vars,sortfn);

/* Read the input URL arguments */

local DSN = getArg("DSN","Enter DSN");

local Password = getArg("Password","Enter Password");
local Username = getArg("Username","Enter Username");
local Query = getArg("Query",");

/* Connect to the database */
local env, conn, Connect, DoQuery;

function Connect ()

{
local ret;
/* Create the ODBC environment and connection */
env = ODBC_AllocEnvironment();
conn = env.AllocConnection();
/* Attempt the connection. */
ret = conn.Connect (DSN, Username, Password);
if (ret = SQL_SUCCESS && ret = SQL_SUCCESS_WITH_INFO)
error (conn.GetDiagRec());
}
function DoQuery()
{
local result = conn.QueryToTempClass(nil, Query);
}
%>
</head>
<body>

Enter the database information:

<form>

DSN: <input type="text" id="DSN" name="DSN" value="<%= DSN %>">

User: <input type="text" id="Username" name="Username" value="<%= Username %>">
Pass: <input type="password" id="Password" name="Password" value="<%= Password %>">
<br>

<br>

Enter the database query to perform and press Submit:

<br>

<textarea name="Query" wrap="logical" rows="10" cols="80">

<%= Query %></textarea>

<br>

<input type="submit" id="Submit" value="Submit">

</form>
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<%
try {
if (Query 1= ™)
{
Connect();
local result = DoQuery();
if (result || length(result) == 0)
{
}
else
{
local first = result[0];
%> <div style="overflow: auto; width: 660; height: 300"> <%
%> <table border="1"> <%
%> <tr> <%
with var in instance_vars(first) do
{
%> <th><%= car(var) %></th> <%
}
%> </tr> <%
with row in result do
{
%> <tr> <%
with var in instance_vars(row) do
{
%> <td><%= cdr(var) %></td> <%
}
%> </tr> <%
}
%> </table> <%
%> </div> <%
}
}
} catch {
%>

A problem occurred while running server-side scripts on this page:<br>
<%= _last_error_ %>
<%

}

/* Do a little cleanup. The garbage collector would eventually get to
this, but we can be kind and unwind. */

if (conn)

{
conn.Disconnect();
destroy (conn);

}
if (env)

destroy (env);
%>

</body>
</html>

8.7. Generating and Receiving XML with the Cogent
DataHub

The Cogent DataHub can exchange XML-formatted data with web-based clients in several ways. The
choice of mechanism will be determined by the needs of the client application. Generally, these
mechanisms can be categorized into either streamed or polled methods.
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Streaming XML Data

The Cogent DataHub Web Server provides an efficient method for streaming data over a TCP/IP socket.
The initial socket connection is negotiated using HTTP/HTTPS. Once the socket is established, a
separate thread in the Cogent DataHub takes over responsibility for the socket. After the initial HTTP
negotiation, all communication is uni-directional. That is, the DataHub emits data to the client
application, but expects no data to be transmitted by the client. The XML format can be pre-defined or
user-configured. The actual formatting of the data is performed via scripts running in the DataHub
scripting language, Gamma.

The streamed XML mechanism makes use of the same underlying technology that provides the
"Streaming AJAX" in the Cogent DataHub. Only the data format is different.

Polling XML Data

The Cogent DataHub Web Server provides two methods for receiving XML data via polling. In the
common case, the Cogent DataHub offers a special URL that directly accesses the data set within the
DataHub engine to construct an XML string. The XML format is pre-defined. The string construction is
performed entirely in memory, so this method is very efficient.

If the client requires a different XML format, this can be provided via an ASP page. The DataHub uses
Gamma as its ASP language, meaning that a request for a web page may trigger Gamma scripting calls
that produce the XML data in any format that the web developer requires.

8.7.1. Streaming XML How-To

8.7.1.1. Built-in Streaming Data

The built-in streaming data is accessed using a URL of the form:
http://  hostname : port /stream? arguments . The arguments are separated by&wsymbol,
and can be any combination of:

name=pointnamel | pointname2 |...

This is a list of individual point names that will be retrieved from the DataHub. The point names
must be fully-qualified, such d@ataSim:Sine  rather than jusSine . The point names are
separated by the pipe charactgr,."If the name argument is omitted then the domain argument
must be provided. Example:

name=DataSim:Sine|DataSim:Ramp|DataSim:Square

template=[json,jsonp,djson,djsonp,xml,lisp]

This selects the output formatting from the available options shown in the listeftqdate  will
determine the defauttead , tail , prefix —andsuffix . Example:

template=xml

head=file name

The head is the name of a file relative to the document root of the DataHub Web Server that will be
transmitted once when the connection is first made. This can contain information like XML version
or web page header information. Example:

head=my_header_file
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tail= file name

The tail is the name of a file relative to the document root of the DataHub Web Server that will be
transmitted immediately prior to terminating the connection. The connection will be terminated
automatically by the DataHub when thesglimit  is reached. Iinsglimit  is 0, this file will

never be transmitted.

prefix=< any string >
The prefix XML tag is transmitted prior to every data update. The DataHub will transmit data as it
becomes available, subject to the throttle setting. If there is more than one data value to be

transmitted, the prefix is transmitted once for every group of data points, not once per data point.
Example:

prefix=< points >

suffix=</ any string >
The suffix XML tag is transmitted after every data update. |geéix  above for more details.
Example:

suffix=</  points >

msglimit=" a non-negative integer

Some clients need to periodically close and re-open a streaming connection in order to clear

resources accumulated while the connection is open. This will allow the client to indicate how many

data updates can be transmitted before the DataHub must close the connection. It is the client’s

responsibility to re-open the connection once it is closed. If this valQetise Cogent DataHub will

never intentionally close the connection. The DataHub will only transmitaihe file before

closing the connection, so if this valuelsthetail file will never be transmitted. Example:
msglimit=10000

throttle= a non-negative floating-point number

The number of seconds to wait before sending data, allowing a client to request a maximum update
rate from the Cogent DataHub. That is, if data is changing fasterttrattle seconds then the
DataHub will accumulate data points and transmit them only #ftettle seconds have passed
since the previous transmission. If a data point changes more than once within this period, only the
most recent value is transmitted. $atottle to 0 to indicate that the Cogent DataHub should
transmit all data without delay. Example:

throttle=0.25

user= a non-empty string

If the Cogent DataHub security settings require a user name and password for a TCP connection,
the client can supply those here. Example:

user=my_name&pass=my_pass

pass= a non-empty string

See above.
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domain=a domain name list

The client may request all of the data in a data domain instead of naming data points individually. If
thedomain argument is provided, theame argument should not be provided. Multiple domain
names can be separated by the pipe character, "|". Example:

domain=DataPid

@ Due to a bug in the Cogent DataHub, this argument is not currently functional. Instead, use:
name=domain_name &children=1&recursive=1 . Example:
name=DataPid&children=1&recursive=1

children=[0,1]

When the client suppliesrsame argument, it can also supply tekildren  argument to indicate
whether to also retrieve any child points of that point. If multiple points are supplied imetime
argument, then thehildren  argument will apply to all points. A value @& indicates not to
retrieve children. A value of indicates to retrieve children. This is further affected by the
recursive  setting below. Example:

children=1

recursive=[0,1]

If the children  argument isl, then the value ofecursive  will determine whether to walk

the data hierarchy starting at the named point, retrieving all descendants of that point. If the value of
recursive i, then only the direct children of each point will be retrieved. If the value of recursive

is 1, then all descendants of the named points will be retrieved. Example:

recursive=1

Example

To retrieve all of the points in the DataPid domain, at a maximum update rate of 5 Hz, for a maximum of
10000 data changes, the URL would be:

http://localhost/stream?name=DataPid&children=1&recursive=1&msglimit=30&throttle=0.2&template=xml

The resulting output would look like this:

<points>

<point name="DataPid:PID1.Controller.Kd" value="0.01" type="1" quality="192"
timestamp="1275682823.9979999" />

<point name="DataPid:PID1.Controller.Ki" value="0.5" type="1" quality="192"
timestamp="1275682823.9979999" />

<point name="DataPid:PID1.Controller.Kp" value="0.25" type="1" quality="192"
timestamp="1275682823.9979999" />

<point name="DataPid:PID1.Mv" value="37.2139761632173" type="1" quality="192"
timestamp="1275683572.9200001" />

<point name="DataPid:PID1.Plant.Ki" value="0.5" type="1" quality="192"
timestamp="1275682823.9979999" />

<point name="DataPid:PID1.Plant.Kp" value="2" type="1" quality="192"
timestamp="1275682823.9979999" />

<point name="DataPid:PID1.Pv" value="55.551238388592" type="1" quality="192"
timestamp="1275683572.9200001" />

<point name="DataPid:PID1.Range.Amplitude" value="100" type="1" quality="192"
timestamp="1275682823.9979999" />

<point name="DataPid:PID1.Range.Offset" value="50" type="1" quality="192"
timestamp="1275682823.9979999" />

<point name="DataPid:PID1.Setpoint.AutoMode" value="1" type="2" quality="192"
timestamp="1275682823.9979999" />

<point name="DataPid:PID1.Setpoint.AutoTime" value="5" type="1" quality="192"
timestamp="1275682823.9979999" />
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<point name="DataPid:PID1.Setpoint.Spinput" value="0" type="1" quality="192"
timestamp="-2147483648" />

<point name="DataPid:PID1.Sp" value="72.4715414899136" type="1" quality="192"
timestamp="1275683572.1540003" />

<point name="DataPid:PID1.UpdateFrequency" value="10" type="1" quality="192"
timestamp="1275682823.9979999" />

</points>

<points>

<point name="DataPid:PID1.Mv" value="38.3540008662675" type="1" quality="192"
timestamp="1275683573.1379995" />

<point name="DataPid:PID1.Pv" value="57.5623437038486" type="1" quality="192"
timestamp="1275683573.1379995" />

</points>

<points>

<point name="DataPid:PID1.Mv" value="39.2907100165968" type="1" quality="192"
timestamp="1275683573.3569999" />

<point name="DataPid:PID1.Pv" value="59.5695627360927" type="1" quality="192"
timestamp="1275683573.3569999" />

</points>

<points>

<point name="DataPid:PID1.Mv" value="40.0353526249595" type="1" quality="192"
timestamp="1275683573.5760002" />

<point name="DataPid:PID1.Pv" value="61.5352593843648" type="1" quality="192"
timestamp="1275683573.5760002" />

</points>

<points>

<point name="DataPid:PID1.Mv" value="40.6012237044704" type="1" quality="192"
timestamp="1275683573.7950006" />

<point name="DataPid:PID1.Pv" value="63.4279691691699" type="1" quality="192"
timestamp="1275683573.7950006" />

</points>

8.7.1.2. Customizing the Built-in Streaming Data

The format of streaming web data is controlled through a Gamma script provided in
require\WebstreamSupport.g in the DataHub installation directory. You can add your own
format templates to allow you to specify how the data is presented to your program. For example, the
default XML layout looks like this:

<points>
<point name="DataSim:Sine" value="0.5" type="1" quality="192" timestamp="1275683573.7950006" />
</points>

There is no head or tail string. The prefix string is <points> and the suffix string is </points>. In addition
there are three available format strings to determine how to format different data types:

stringformat - a format string that will be used to prepare string data
numberformat - a format string that will be used to prepare numeric (real and integer) data

arrayformat - a format string that will be used to prepare array data

In the default XML template, these are:

stringformat - <point name=%s value=%w type="%d" quality="%d"
timestamp="%g" />

numberformat - <point name=%s value=%s type="%d" quality="%d"
timestamp="%g" />

arrayformat - <point name=%s value=%s type="%d" quality="%d"
timestamp="%g" />
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separator - a string used to separate multiple points between a single set of prefix and suffix

strings. E.g.},

Each of the format strings must encode 5 input parameters, supplied in order as:

name - a string representing the full point name

value - the value of the point. This will be one of string, number or array

type - a number representing the data type, whkrestring or array]l = floating point
number,2 = integer number

quality - an OPC quality as an integer number

timestamp - a UNIX time stamp as the number of seconds since January 1, 1970 UTC

Arrays are encoded as strings of the form "['valuel’,value2’ value3’,...]".

These parameters are specified by modifying the definition of the Gamma/tdstreamSupport
The original definition is found in the filequire\WebstreamSupport.g . It is wise not to
modify this file, but instead to add your modifications in a separate file as follows:

1. Create your own Gamma file, e.g., MyCustomWebstream.g.
2. Remove all existing code in this file

3. Insert the following code:

require ("WebstreamSupport");

/I Ensure that there is an instance variable for my new template
if (thas_ivar(WebstreamSupport, #my_custom))

{

class_add_ivar(WebstreamSupport, #my_custom);

/I Re-instantiate the helper instance with the new instance variable included
Webstream = ApplicationSingleton (WebstreamSupport);
}
Webstream.my_custom = new WebstreamTemplate (“CUSTOM", ™, "my_custom",
"<data>\n",
"</data>\n",
0, 0.0,
"<?xml version=\"1.0\" encoding=\"UTF-8\"?>\n",

"<point name=%s value=%w type=\"%d\" quality=\ %d\" times-
tamp=\"%g\" />\n",

"<point name=%s value=%s type=\"%d\" quality=\"%d\" times-
tamp=\"%g\" />\n",

/I"<point name=%s value=%s type=\"%d\" quality=\"%d\" times-
tamp=\"%g\" />\n",

")

4. Modify the code to match your requirements.

The code creates a new template member in the WadsstreamSupport  and then assigns it a
set of parameters by creating a WebstreamTemplate. The constructor to WebstreamTemplate takes
the following arguments:

tplname - an arbitrary string. It is not used.

pointnames - a string of pipe-separated default point names, should be ™
template_id - the name of the template supplied in the /stream URL
prefix - a string that is prefixed to every group of data changes
suffix - a string that is suffixed to every group of data changes
msglimit - default msglimit as above
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throttle - default throttle as above

head - a head string (not a file name as above) that is transmitted once at connection
tail - a tail string that is transmitted immediately prior to the DataHub disconnecting
stringformat - as above

numberformat - as above

arrayformat - as above. Depending on your version of OPC DataHub, this argument may be
missing.
separator - as above

5. Ensure that your new script runs when the DataHub starts.

6. Run your script. You should now be able to query data from a URL like:
http://localhost/stream?name=DataPid&children=1&recursive=1&template=my_custom

8.7.2. Polling XML How-To

Typical AJAX applications retrieve data through polling, using a Javascript function called
XmIHttpRequest . This function makes an asynchronous HTTP request to a URL that returns an
XML document. The Javascript application parses this XML document to extract relevant information.

8.7.2.1. Built-in HTTP Data Polling

The Cogent DataHub implements a built-in XML polling mechanism that constructs the XML document
entirely in memory to minimize CPU usage. The format of this document is not user-configurable, and is
similar to the output produced by the streaming data facility when specifgmglate=xml

The built-in streaming data is accessed using a URL of the form:
http://  hostname : port /points? arguments . The arguments are separated by&wsymbol,
and can be any combination of:

name=pointnamel | pointname2 |...

This is a list of individual point names that will be retrieved from the DataHub. The point names
must be fully-qualified, such d3ataSim:Sine  rather than jusEine . The point names are
separated by the pipe charactgr,."If the name argument is omitted then the domain argument
must be provided. Example:

name=DataSim:Sine|DataSim:Ramp|DataSim:Square

domain=a domain name list

The client may request all of the data in a data domain instead of naming data points individually. If
thedomain argument is provided, theame argument should not be provided. Multiple domain
names can be separated by the pipe character, "|". Example:

domain=DataPid

@ Due to a bug in the Cogent DataHub, this argument is not currently functional. Instead, use:
name=domain_name &children=1&recursive=1 . Example:
name=DataPid&children=1&recursive=1
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style=[json,jsonp,djson,djsonp,xml,lisp]

This selects the output formatting from the available options shown in the list. Example:

style=xml

prefix=< any string >

The prefix XML tag is transmitted prior to every data update. The DataHub will transmit data as it
becomes available, subject to the throttle setting. If there is more than one data value to be
transmitted, the prefix is transmitted once for every group of data points, not once per data point.
Example:

prefix=< points >

suffix=</ any string >

The suffix XML tag is transmitted after every data update. @eéx above for more details.
Example:

suffix=</  points >

8.7.2.2. Customized HTTP Data Polling

Since the built-in data polling is not user-configurable, it is not an appropriate mechanism for generating
custom data formats. Instead, customized XML data can be emitted using a user-supplied ASP page. The
ASP mechanism within the Cogent DataHub Web Server uses the Gamma scripting language as its ASP
language. This means that an ASP page has access to the live data in the DataHub and any Gamma
functions such as database calls. The Gamma calls can be used to generate strings that are inserted into
the page.

A simple ASP page that generates an XML may look like this:

<?xml version="1.0" encoding="UTF-8"?>
<points>
<point name="DataSim:Sine" value="<%= $DataSim:Sine %>" />

</points>
In this example, the structure of the document is simple XML, with data from Gamma calls embedded
within <%= %>delimiters. The result of evaluating the Gamma expression is converted to a string and
then inserted into the file, replacing theo= %>elimiters and all text between those delimiters. The
Gamma script between these delimiters must be a single Gamma expression, not a statement. For
example, the expressi@¥2 is legal, but the statemeat2+2; is not.

A more complex example could implement a loop in Gamma to query the data set in the DataHub and
provide a value for every data point.

<?xml version="1.0" encoding="UTF-8"?>
<points>

<%

local points = datahub_points("DataPid", nil);
with point in points do

{

if ((point.flags & 0x30) == 0) // ensure point is not an assembly

0/0>
<point name="<%= point.name %>" value="<%= point.value %>" />
<%

%>
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</points>
In this example, the delimiters% %are used to indicate Gamma script code that will not generate a
replacement string. The Gamma script between <% and %> must be one or more Gamma statements, not
expressions. Notice that Gamma statements may be broken up across occurrence%oobitre
delimiters, allowing a natural mechanism for specifying the XML portion of the file.

The ASP file can be placed in any subdirectory of the document root of the DataHub Web Server. The
client application can then simply make repeated reads of this file to retrieve the current data values.
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9.1. Introduction

The Cogent DataHub can write data to any ODBC compliant database or téxt file
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With this feature of the DataHub you can:

- Log data to any ODBC-compliant database, such as MS Access, MS SQL Server, MySQL, Oracle,
and many more.

- Log from any data source connected to the DataHub.

- Log to existing database tables, or create new tables as necessary.

+ Log data to a text file using tHeogFile.g  script.

e To write data from a database into the Cogent DataHub, please refer to Tutorial 3: Writing data
from a database to the DataHub in the DataHub ODBC Scripting manual.

The Cogent DataHub’s ODBC Data Logging interface provides an easy way to connect to a DSN, create
or select a table, assign data point properties to table columns, and assign a trigger and conditions for
logging points. The fastest way to learn how to use the interface is by watching the web-site video or by
using theQuick Start

9.2. Quick Start

Here’s how to configure the Cogent DataHub to write data to a database of your choice. We use a data
point from the DataSim program in this example but you can just as easily use your own data point.

Open the ODBC Data Logging window

. . . [ L:'] Database
1. Inthe Cogent DataHub Properties window, seleata Logging
2. Click the Configure button.
Database Configuration
‘Write to a Database (ODEC)
[JEnable lngging ko ODEC database
Reconnection delay (s): 5 Maxirurn transaction queue; 100

[]5how diagnostics in the script log
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This opens the ODBC Data Logging window, shown below.

@ TheData Logging Configuration interface is explained in detail {Bection 9.3,
Configuring the Queue, Store and ForwaFbr now, you can use the defaults.

Connect to the Database

1. Selectthel. DSN tab. ADSNis a Data Source Name. Windows uses this name to identify the
database you want to connect to.

L1 Write to a Database {ODBC)

| Configure ODBC Database Logging

1.DSN | 2. Table 3. Trigger 4. Condition

Select the DS [Data Source Name] and authentication defining pour database connection. Open the DSN Administrator to
create or configure a DSM. “You must connect successfully before configuring the table.

Configure Data Source Mame [DSM)
Select Existing DSM Create or Configure DSH

| v| ’ Open DS Adminizstrator

Status: | Mat Connected |

2. From the drop-down box, select a DSN. If you do not have any DSNs, or you wish to create a new
DSN, you can do this by opening the DSN Administrator. Please refgetiing up a DSNMor more

details.

3. Enter the appropriate user name and password (if required), and cliClotiveect button. A
"Connected to ... " message should appear in the message box. If you get an error message in

the box, consult your system administrator.

Configure a Table

1. Selectthe. Table tab.

LI Write to a Database {ODBC)

| Configure ODBC Database Logging

| 1DsN | 2Table | 3Tigger | 4 Condiion | RS

=

Select the target table, or create one by adding columns and pressing ''Create Table". Associate point properties with each desired
columi to map D ataHub paints to table columnz. Use the point picker to locate the point referenced by <point: .

Configure Databaze Table

Table name: | <Select a tabler (v | (3 AddMewRows (O Madify Same Fow | Add Calumn ] [ Create Table

Avqumain ”~ :
Iterm ald |
Property Amplitude
Data Type Frequency
Data Size g::pt
Trangform(x] Sine ~

Revert Table

2. Start the DataSim program if it isn’t already running, and ensure that it is connected to the DataHub.

3. IntheTable name field type:datasimtest
4. Click the Add Column button, typePOINTID in the pop-up dialog, and then cli€BK.
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5. Click under thePOINTID label in theltem row.

Configure Databaze Table

Table name:  |datasimtest v | () AddNew Rows (O Modify Same Fow

POIMTID

Item . w
by

<point:

Diata Tupe || ke

Property

Data Size

6. Select<key> from the drop-down list. Notice after you make your selection that the word
counter gets entered automatically for tBata Type.

7. Click the Add Column button and enter the nanfI NAME

8. Inthe point-picker list on the right, expand tBataSim data domain and select the point named
Sine .

9. InthePTNAME column, click in theltem row and seleckpoint> . The full name of the point,
DataSim:Sine , should appear.
for Property in that column seleatame.
for Data Type selectvarchar (or the equivalent).
for Data Size the system might have entered a value for you. If not, type in a valué4ikend clickEnter.

10. Click the Add Column button again and add the column naREVALUE Then make these entries:
for Item select<point> . (The point nameDataSim:Sine , should appear.)
for Property selectvalue .
for Data Type selectnumber (or the equivalent).
for Data Size, depending on your database, you might not be able to enter anything. If you are able to make

The entry fields should now look similar to this:

Configure D atabaze T able

Table name:  |dataszimtest w | (@) AddNewRows O Modify Same Fow | Add Column ] l Creats Table ]
POIMTID PTHAME FTWALUE AwzDomain
Item ke D ataSim:Sine D ataSim:Sine i DataF'!d
= DataSim
Property harmne value Ramp
Data Type | counter varchar numbier Sine
. Square
Data Size 10 E4 + PLCERROR
Transfarmlx) SAE

11. Click theCreate Table button. If successful, you have now created a new table in the database
specified by your DSN. You can open your database program and view it to verify. If you get an
error message, check your entries above carefully to ensure they are compatible with your database.
For example, some databases will not allow spaces or special characters in table and column names.

Once the table is created, you cannot add any more columns. However, you can delete the table
using theDelete Table button. This will delete the table from the database, but all of your entries

will remain in the entry fields. You can then add more columns if you wish, and recreate the table.
You can easily rename, insert, or delete a column by right-clicking on the column name for a pop-up
menu. For more information about creating and modifying tables, please r&ectmn 9.5,

Configuring a Database Tahle

12. When you have the table the way you want it, go down toGbafigured Actions box and click the
Create button.
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Configured Actions

On  DEN Table Points Trigger Condition
DataHubT ezt datasimtest D ataSim: Sine -.

Remove

A

A new configured action should appear in the list. For more information about configured actions,
please refer t&ection 9.9Configured Actions

Next, to get the DataHub to write the data, you need to assign a trigger.

Assign a Trigger

For this example, we will trigger the action whenever BeaSim:Square  point changes value.
1. Selectthe3. Trigger tab.

2. From the point selector, expand tBataSim data domain and select the poBquare .

3. Click the+ button to the right of th&oint Name field. The point nam®ataSim:Square  should
fill in for you.

LI Write to a Database (ODBC)

| Configure ODBC Database Logging

1. DSN 2. Table 3. Trigger 4. Condition

Select a tigger event. Whenever the trigger event accurs, a single row of data will be wiitten ta the database, subject to tt
ENpression.

Define a Trigger Event

(%) Pairt Change Point Marne: DataSirmcSquare [ wDoman
() Repeat Timer Value Deadband. [ ] ' D ataFid
() Tirne of D ay = DataSim
Ramp
Sine
Square

+ PICERENR

% You can choose any point for the trigger, including the point that gets written, such as
DataSim:Sine  in our example. For more information about triggers, please refer to
Section 9.7Assigning a Trigger

4. IntheConfigured Actions box, make sure that the configured action you just created is highlighted.
If not, click on it to highlight it. Then click théodify button.

Configured Actions

On  DSH Table Paitts Trigger Caondition

DataHubT es datasimbest DataSim:Sine DrataSim: Square
odify k

Remove

[ Apply ” Done H Help ]

Your configured action should now display thataSim:Square  point as yourTrigger.

5. Click the Apply button to activate the configured action.
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6. Open theScript Logto check for error messages and ensure that your data is being written
successfully. Each write action to the database gets logged here. You can also verify the writes by
querying the database itself.

You have just configured an action that logs the name and value Siiee point in theDataSim data
domain whenever the value of teguare point changes. Now you can create tables to log your own
data, with triggers based on points or timers.

The remaining sections in this chapter explain the interface in more detail, and introduce the option of
setting specificonditionsfor logging, if desired.

9.3. Configuring the Queue, Store and Forward

The DataHub maintains an in-memdrgnsaction queuef pending operations. This queue helps to

avoid writing to disk during busy periods or during short database or network outageslakiraum
transaction queue option lets you modify the depth of this queue, with a default of 100 messages. The
Reconnection delay (s): option specifies the number of seconds before a reconnect is attempted if the
ODBC connection is broken. And ttf&how diagnostics in the Script Log option lets you view

messages about the connection in$ueipt Log

Database Configuration

‘Write to a Database (ODEC)

[JEnable lngging ko ODEC database
Reconnection delay (s): 5 Maxirurn transaction queue; 100

[]5how diagnostics in the script log

Store and Forward

The termstore and forwardefers to a type of database connection where the data is stored locally to

disk and then later forwarded to the database. The Cogent DataHub performs an advanced form of store
and forward that only writes to disk if the database is not connected, or has been paused. If the database
is available, the data will be transmitted directly to the database. This means that there is no penalty for
using store and forward during normal operation. The DataHub store and forward mechanism uses two
levels of disk caching to ensure that all data gets logged, and nothing is lost.

Store and Forward

Enable store and forward
[ Always write queue to disk
[ Mever write to disk
[ Delay writes to disk
[ Allow duplicates while Forwarding stored data

Show skatistics contrals in tray menu

Cache directary: C:\Documents and SettingsiMy UserMamelApplicatio G

Maximum cache size (MEB): 5

Enable store and forward

Activates the store and forwarding feature.
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Always write queue to disk
Data in the transaction queue will be written to disk cache first, and from there to the database. The
safest protection against a crash is to check this box, and un&retak writes to disk (below).

Never write queue to disk

The data in the transaction queue will be only stored in memory, and never written to disk.
Delay writes to disk

Data in the transaction queue will be written to disk at the most opportune times. The safest
protection against a crash is to uncheck this box, and cAleatys write queue to disk (above).

Allow duplicates while forwarding stored data

If the network breaks while transmitting data from a cache, the Cogent DataHub needs to know how
to handle any already-sent data when it reconnects. Leaving this box unchecked will require the
Cogent DataHub to track its cache position at all times, and modify that information each time a
value is sent. This will impact the speed of every transmission, but it will ensure that no values get
transmitted twice.

Checking this box will cause the DataHub to simply start from the beginning of the queue or cache
on each reconnect, and retransmit some data. This significantly reduces data-handling complexity
and decreases transmission rates. This option is particularly useful if network breaks are frequent
and some duplication of logged data is acceptable.

Show statistics in tray menu

Adds aData Logging entry to the DataHub’s system tray menu, which lets you open a statistics

window:
£8¢ ODBC: DataHubDemo/-— = s o |
Transactions sent successfully: 0.0 Cogent DataHub
Transactions / sec {10 sec window): 00 7
Transactions curmrently on queue: 0.0 il
Results cumently on queue: 0.0 View Data
Transactions rejected full queue): 0.0 View Connections
Transactions stored in L1 cache: 0.0 View Event Log
Failed to store in L1 cache: 0.0 View Script Log
Transactions stored in L2 cache: 0o View QuickTrend
Failed to store in L2 cache: e
Transactions forwarded from cacha: DataHubbemolss: | Data Logging a
Transactions failed from cache: 00 J Help
Exit
oo T by

Transactions sent successfully:

The number of transactions that were sent, either directly to the database, or to the disk cache.
Transactions / sec (10 sec window):

The sending rate for transactions, calculated over the past 10 seconds.
Transactions currently on queue:

The number of transactions in the queue.
Results currently on queue:

Not yet documented.
Transactions rejected (full queue)

The number of transactions that were rejected from the queue because it was full.
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Transactions stored in L1 cache

The number of transactions taken off the queue and put into the first-level cache. An internal
algorithm determines which of the two caches is most appropriate for storing a given
transaction.

Failed to store in L1 cache

The number of transactions that were not able to be stored in the first-level cache.
Transactions stored in L2 cache
The number of transactions taken off the queue and put into the second-level cache. An

internal algorithm determines which of the two caches is most appropriate for storing a given
transaction.

Failed to store in L2 cache
The number of transactions that were not able to be stored in the second-level cache.
Transactions forwarded from cache

The total number of transactions forwarded from both caches. This number should be the sum
of L1 and L2, once all transactions have been forwarded, and as long as the DataHub was
started up with no cache on disk.

Transactions failed from cache

The number of transactions attempted from cache, could not be successfully delivered, and
were stored for later transmission. This phenomenon may occur the first time that the DataHub
learns that the database is not available. For example, you'll see this for every network break if
you've checkedilways write queue to disk.

Cache directory:

The path and directory name for the cache.
Maximum cache size (MB):

The amount of disk space to allocate for the cache, in megabytes.

9.4. Setting up the DSN (Data Source Name)

A DSNis a Data Source Name. Windows uses this name to identify the database you want to connect to.
This tab lets you select an existing DSN, or create a new one if necessary.

Open the ODBC Data Logging window

[ u Databaze

2. IntheConfigure Database (ODBC) Data Logging section click theConfigure button.

1. Inthe Cogent DataHub Properties window, sel@ata Logging

Database Configuration

‘Write to a Database (ODEC)

[JEnable lngging ko ODEC database
Reconnection delay (s): 5 Maxirurn transaction queue; 100

[]5how diagnostics in the script log
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@ TheData Logging Configuration interface is explained in detail {Bection 9.3,
Configuring the Queue, Store and Forward

3. Configure your DSN as explained below.

©I Write to a Database {(ODBC)

| Configure ODBC Database Logging

1. DSN | 2Tabe 3 Trigger 4. Candition

Select the DSN (D ata Source Mame] and authenhication defining vour database connection. Open the DSM Administrator bo
create or configure a DSM. 'ou must connect successfully before configuring the table.

Configure D ata Source Mame [DSM)

Select Existing DSM Create or Configure DSH

| b | [ Open DS Administrator

Status: | Mot Connected

Selecting a DSN

1. To select a DSN, choose one from the drop-down box, and then enter the appropriate user name and
password.

@ If your DSN is using Windows Authentication, leave tieer andPassword fields blank.

2. Click theConnect button. A 'Connected to ... " message should appear in the message box.
If you get an error message in the box, consult your system administrator.

Creating or Configuring a DSN

Windows has different configuration programs for 32-bit and 64-bit DSNs. The Cogent DataHub
uses 32-bit DSNs. To configure a 32-bit DSN in a 64-bit system, you need to run:
c:\windows\syswow64\odbcad32.exe

1. To create or configure a DSN, click tipen DSN Administrator button. This opens the ODBC
Data Source Administrator window.

&' DDBC Data Source Administrator

User DSH lS_l,lstem DSM I File DSM I Dlivers] Tlacing] Connection F'Doling] About ]

User Data Sources;

Mame | Driver | Add...
Microsoft dBaze Driver [*.dbf]
Excel Files Microsoft Excel Driver [~ xls) Remove

WS Access Databaze Microsoft Access Driver [".mdb)

i

Canfigure. ..

2. Select thdJser DSN or System DSN tab, depending on how you plan to access your database.

A user DSN is only available to the current user account, while a system DSN is available to any
user account on the computer.

3. Now you can add a new database or configure an existing one.
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Add a new database

1.

Click the Add button. The Create New Data Source window will open, displaying a list of data
source drivers.

Select the data source driver that corresponds to your ODBC database. A data source setup
window will open. Each data source setup window is different, but you should be able to find
the appropriate entry fields easily enough.

Enter the data source name and select the database.

Enter any other required or optional information such as login name, password, etc. What
entries need to be made and where they are entered depends on the particular data source setup
window you are using.

Click OK to return to the ODBC Data Source Administrator window. You should be able to see
the new database and driver listed. If you need to make any changes, you can configure an
exiting database, as explained below.

Configure an existing database

1.

Select a data source name and click@anfigure... button. This takes you to the data source
setup window (explained above) where you can make changes to the configuration.

Make your changes and cli¢BK to return to the ODBC Data Source Administrator window.
Any time you need to make a change, you can go to this window.

4. When you are satisfied everything is correct, click@te button to exit the ODBC Data Source
Administrator.

Once you have created a DSN, you can select it as explained above.

9.5. Configuring a Database Table

After you haveset up a DSN/ou can create a table or select an existing one, and then assign points and
properties to the columns of the table.

LI Write to a Database (ODBC)

| Configure ODBC Database Logging

Select the target table, or create one by adding columng and pressing "Create Table", Associate point properties with each desired
colurmn to map DataHub points to table columis. Use the point picker to locate the paint referenced by <paint: .

Configure D atabaze Table

Table name: | <Select atables ~ | &) AddNew Rows (O Maodify Same Fow | Add Column ] [ Create Table

1. DEN 2. Table 3. Trigger 4, Condition

AwzDomain A
lterm +- DataPid
B8 [ ataSim
Froperty Amplitude
Data Type Er;quency
b
Data Size Hafnep
Trarsfarm(x] Sine w

Rewert Table
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Table Selection or Creation

You need to either select an existing table, or create a new one.

- Selecting a tableallows you to use a table that you have created in your database program. When you
select an existing table, you cannot add columns or change column names. To select a table, choose a
table name from the drop-down list.

- Creating a table provides a way to design and create a table from within this interface.

1. From theTable Name drop-down list, selectCreate a new table>
2. Inthe dialog box, type in a table name and cl@K.

Now you will have to add at least one column.

Click the Add Column button to create a column.

In the dialog box, type in a column name and cl@kK.

At this point you can add more columns, or you can assign points (as explained below). You can
easily rename, insert, or delete a column by right-clicking on the column name and selecting
Rename Column, Insert Column, or Delete Column from the pop-up menu.

5.  When all of your columns have been created and named, you can create the table in the database.
Once created, you cannot add columns to the table. To create the table, clidettie Table
button.

@ If, after creating the table, you need to make changes to it, and it has no data in it that you
need, you can click thBelete Table button. This will delete the table from the database
but will leave all of the configuration you've done intact in this window. You can then add
more columns or make changes to points and properties and recreate the table. This can
be done as often as you need to.

Add New Rows or Modify the Same Row

For any given table, whether existing or newly-created, you will need to decide whether you are going to
add new rows, or modify the same row with new data each time it changes.

- Add New Rowscreates a new row in the table each time data is logged.

- Modify Same Rowwrites to the same row in the table each time data is logged.

Assigning a Key

You have the option to make one column, often the first column in a table, a key column.

« An auto-incrementing keyis commonly configured foAdd New Rows. A key column is optional
for adding new rows, but if you choose to have oneiitst be auto-incrementing. Please refer to
Section 9.6Key Columndor more details. An auto-incrementing key can be configured as follows:

Item: Choose<key> from the drop-down list.
Property: (none)
Data Type: The appropriate auto-incrementing integer type for your database.
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« A single key column is required foiModify Same Row. The DataHub uses the key value to
determine which row to modify. Please referSection 9.6Key Columngor more details. The key
can be configured as follows:

Item: Type in a DataHub point name, or any other value.
Property: <key>
Data Type: The appropriate type for your database (typicsl 3 RCHARNVARCHARr CHAR.

e Due to a Windows bug, in the first column the interface won't respond unless you click directly
below the text of the column name. We are working to resolve this.

Assigning points and properties

When you have selected a table, or you have at least one column in a table you are creating, you can
assign points and their properties to the various columns.

Configure Databaze Table

Table name: | <Select a tabler + | () AddMew Rows (O Modify Same Fow | Add Calumin ] [ Create Table

POIMTID PTMAME AvwsDomain
[ ataPid
It <keys v i
= = = DrataSim
Froperty Amplitude
Diata Type | counter Frequercy

Offzet
Ramp

Data Size

=

Item

First, choose a point from the point-picker list on the right. Then click intids® row and select
<point> from the drop-down list. Optionally, you can type in the name of the point. Leaving the
Item blank allows you to choose thiroperty of clock to display the system time, afockms

to display the number of milliseconds after the second of the system time.

Property

Select which property of the point you want written to the database in this column:

name

The name of a the point shown in titem field.
value

The value of the point shown in theem field.
quality

The quality of the point shown in tHéem field.
timestamp

The time stamp of the point shown in titem field. This will include the milliseconds, but
many databases, such as MS Access, ignore the milliseconds and store only the seconds. Other
databases such as MySQL and MS SQL Server include the milliseconds in a time stamp. For

example:
- Databases like MySQL and MS SQL Server:
Column A
Enter forProperty timestamp
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Enter forData Type |datetime ortimestamp ordate

. Databases like MS Access:

Column A Column B
Enter forProperty timestamp timems
Enter forData Type | datetime number orinteger

timems

The millisecond component of thenestamp , generally used in conjunction with
timestamp . You only need this if your database cannot store the millisecond component of
timestamp

timestampUTC
The same as thEmestamp , but in UTC time. You can usémems in conjunction with this
as well.
clock
The current system time. This will include the milliseconds, butfikeestamp (above)
many databases ignore the milliseconds and store only the seconds.
clockms
The millisecond component afock , generally used in conjunction wittlock . Like
timems (above), you only need this if your database cannot store the millisecond component

of clock .
Usingclock and clockms - some tips:

- You must leave thiéem field blank to select either of these options.

U D Lidi HiMe

Ibzm <hey

Fraopery W
Data Tpoe | courles ok

Data Sz chockms Ly

Trarefomed=)

« Example: If the time is12:34:56.789 |, clock will be written as12:34:56.789  in
databases that accept milliseconds, anti?za84:56 in databases that do not.ddockms
property will be written a§'89 in all databases.

- Theclock andclockms properties allow you to log the system time as a column in the
table, so that your record can contain the system time along with a number of different point
values, for example:

System Time Pointl Point2 Point3
08:12:56.000 43.883 3.727 213.905

Data Type
The data type that the database should associate with the property.
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Data Size

In some cases this is entered automatically, in other cases it is not used, but sometimes it is possible
or necessary to enter a size, such as the number of characters in a text string, or the number of bytes.

Transform(x)
This allows you to modify the entry or to insert a text string. For example:
« (X * 100) + 25 could be used to multiply a point value by 100 and add 25 to the result.

- "Tank Level" wouldinsertthe stringank Level instead of, say, the point name.

9.6. Key Columns

A database table can have a special column (or set of columns) that is designakey &vary value in

the key column(s) is unique. By designating a key in a table, you are providing the database engine with
a guarantee that any search on the key will produce either zero or one row. Effectively, when a search
matches a value in the key column, the row containing that key is guaranteed to be unique in the table.

A database table does not require a key. The key is effectively a hint to the database engine to improve
efficiency and to guarantee uniqueness. You can still search and modify a table that has no key.

When working with the DataHub Data Logging interface, you have the option of specifying a key
column. The interface will only allow single-column keys. You will not be able to specify more than one
key column, and if you choose an existing table with multiple key columns, the interface will fail.

Your choice of key will depend on whether you have cho&dd New Rows or Modify Same Row for
your database table.

Adding New Rows

If you choose to add (insert) new rows into your database table, you do not require a key column. Each
new logging event will create a new row and populate it with the data that you have configured. Since

you are continually adding rows to the table, there is no data that can be guaranteed to be unique within a
column. Any one of point name, quality, value or timestamp may be repeated.

Consequently, if you do wish to have a key column in your table, it must have one important property: it
must be automatically generated and guaranteed to be unique. The key value cannot be derived from a
DataHub point. Most database engines support the conceptafraeror anauto-incremenhumeric

value. If you choose to use a table containing a key, the key column must be of the appropriate
auto-incrementing integer type for your database.

You can designate a key by choosing tey> option for theltem entry of the database table when
configuring a table through the Data Logging interface. If you are using an existing table that already
contains a key, you must specifiy in the Data Logging interface that the column is a key column.

Modifying the Same Row

If you choose to modify a row in the database, such that any new data will overwrite the existing data in
the row, you must be able to uniquely identify that row. This means thatryat have a key column.

The key column can be any type, and does not need to be auto-incrementing. Since the row is overwritten
whenever new data is available, no new key value is generated. It is common to supply the DataHub
point name as a key, with the key field defined as a string type (typiddRCHARNVARCHART

CHAR. You can do this by selecting a point in the point picker tree, then choosingpthiat> ; option

for theltem entry of the database column, axkiey> for the Property field.
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If you wish to specify a key value other than a point name, type your own value inttethesntry
instead of using the point name. You must then chetss/> for the Property entry.

9.7. Assigning a Trigger

A trigger is an event that causes a row of data to be written to your database table. A trigger event can be
either a point value change, a timer event, or a calendar event. You can assign a different trigger for each
row, or an identical trigger to any number of rows. An action can be configured to execute on every
trigger event, or you can assigigger conditionghat are evaluated whenever a trigger occurs, to

determine if the action should be executed.

LI Write to a Database (ODBC)

| Configure ODBC Database Logging

1.D5H 2. Table 3. Trigger 4. Condition

Condition expression.

Define a Trigger Event

The three kinds of triggers are:

« Point Change fires whenever a specified trigger point changes.

Select a trigger event. Whenever the tigger event ocours, a single row of data will be wiitten to the database, subject to the

(%) Point Change Paint M arme:
) Repeat Timer Walue Deadband:  [pp

() Time of Day

) After

() Mone

AvsDomain A~
+- DataPid
=8 DataSim

Amplitude
Freguency
Offset

1. Type the name of the point into ti®int Name box, or select the point using the data tree on the

right, then click thet+ button.

2. (Optional) Enter a value deadband if you want to filter out extraneous data. The number you enter
will specify a high and low (plus or minus) range. Any value change falling within that range will
not cause the trigger to fire. A positive or negative change greater than this value will activate the

trigger and cause the row to be written.

Section 9.8Setting Trigger Conditions

To create a trigger that gets reset automatically, please refar futo-Resetting Triggein

- Repeat Timer fires cyclically, each time the number of seconds elapses.

« Time of Day fires at the time you specify. You can enter:

« A number, indicating a specific value. For exampl8,ia the seconds field would cause the event
only on the Oth second of the minute.3® would indicate only on the 30th second of the minute.

- Alist of numbers, separated by commas. For example, entérirtg30,45

in the minutes field

would indicate that the event should fire on the hour and at 15, 30 and 45 minutes past the hour.

- Arange of numbers, separated by a dash. For example, engfiigin the hours field would
indicate that the event should fire every hour from 8 a.m. to 6 p.m.. Ranges can be mingled with

lists, as in0,4,8-16,20
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- An asterisk ) indicates that the event should fire for every possible value of the field. For example,
a* in the seconds field would cause the event to fire every secohdnAhe hours field would
cause the event to fire every hour.

@ To regularly log a record on specific days of the week, please refaedton 9.8Setting
Trigger Conditions

The ranges of the fields are:

Year: 1970-* Hour: 0-23
Month: 1-12 Minute: 0-59
Day: 1-31 Second: 0-59

@ The year and month are entered differently here than for the Gdotakltime  function, as
explained inTime Conditions

Examples:

. These entries:

Year % Hour: o
bl anth: * kirte: 45
Dray: * Second: 0

would cause a row to be logged at 8:45 every day, every month, and every year.

« These entries:

Y'ear: * Hoaur: *
kd anth: % kirte: 0
Dray: 15 Second: 1]

would cause a row to be logged every hour on the 15th day of each month, every year.

- These entries:

“ear; # Hour: 81012141618
Morth: # Mirwite: 0-4
Dran: * Second: 0

would cause the event to fire every second for 5 minutes, every two hours between 8 a.m. and 6 p.m.

- After fires once, when the specified number of seconds elapses.

« None configures no trigger.
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9.8. Setting Trigger Conditions

Each logging action can have up to four conditions that determine whether a row gets written to the
database when the trigger fires.

1 Write fo a Database (ODBC) =3
| Configure ODBC Database Logging

1. DSM 2. Table 3. Trigger 4. Conditian

Define an optional condition to be evaluted when the Trigger occurs, 1F no condition iz defined or if the condition iz tue, then the action will
be processed.

w'hen the trigger occurs, write only if this condition iz true

O == i twsDomain - A
+- DataPid
[ [And |w == i =8 DataSim
Amplitude
[ [And v il Frequency 3
[ |and  » = o P Miffcat
Expression;

Fill in the conditions according to the guidelines below. Check the box next to the condition to apply it.
As you make entries, the correspondidBgmmacode will appear in the display. Gamma is the DataHub’s
built-in scripting language. The code that appears irBkgression box is the actual code that gets run
by Gamma. The order of precedence fAnt" and "Or" operators && and|| ) is firstAnd, thenOr.

Point Value Conditions

Point names can be entered on either or both sides of the comparison. They can be picked from the data
tree list, or typed in. Each point name needs to have a dollar $ign ront of it to indicate to Gamma
that this is a DataHub point. You can put numerical values into either side of the comparison.

When you enter a point name in a condition field, the current value of the point will be used in the
evaluation. For example, you could define a condition that states that whenever the trigger event occurs,
the action will only be executed if another point value is within a certain range.

There are some automatic variables available for working with point values:

- lasttrigger - the value of the trigger point the last time this trigger was fired (even if the
condition failed).

- thistrigger - the value of the trigger point now (even if the condition failed).

- lastevent - the value of the trigger the last time the event was actually executed (the condition
succeeded).

- this - the trigger point itself, not the value of the point.

You can use these variables in any condition that is triggered by a data value change. For example, you
could create some conditions like this:
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When the trigaer occurs, wiite anly if this condition is rue

3D ataSim: Sine > w0

And v | | thistrigger > v | [lasttrigger
[ |and |+ == v

O] |And == W

Ewpression: | [$0.ataSim:Sine > O &% thistrigger > lagttrigger]

Time Conditions

This provides an additional way to restrict the time, day, month, etc. when a message gets sent. In
addition to the options on the triggers, here you have day-of-week condition statements which can give
you more flexibility for evemts based on specific days of the week. These will work with any type of
trigger event.

You can use the Gamma functiocleck andlocaltime  to specify particular days of the week. For
example, these entries:

When the tngger occurs, wike anly IF thig condikbion i true

localtimeclock ). wday w a0
And v | |localtime(clock(]).wday ¢ |w|[B

would create this Gamma code::
(localtime(clock()).wday > 0 && localtime(clock()).wday < 6)

which would cause data to be logged only Monday through Friday. The furiotattime  returns a
class whose members contain information about the date, as follows:

.sec The number of seconds after the minule 69).

.min The number of minutes after the holx{59).

.hour The number of hours past midniglt { 23).

.mday The day of the monthi(- 31).

.mon The number of months since Januaby-(11)

.year The number of years since 1900.

.wday The number of days since Sund#&y-(6).

.yday The number of days since January0l-(365)

.isdst 1 if daylight saving time is in effec) if not, and a negative number if the

information is not available.

@ The year and month are entered differently here thaifiime of Day trigger conditions, as
explained inSection 9.7Assigning a Trigger

There are two automatic variables available for working with time values:

- lasteventtime - the system clock time (UTC floating point) that the last event was executed.

. curtime - the system clock time (UTC floating point) when the current trigger occurred.
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Custom Conditions

If the conditions you need to meet are beyond the scope of this interface, you can use a Gamma function
to express virtually any condition you need. Then you can insert the function into one of the condition
boxes, and set a condition based on the return value of the function.

To do this is you can create a DataHub scrigt €ile) that contains only the functions you will be using
for conditions, without any classes or methods. For example, here is the complete contents of such a file,
namedVlyConditions.g

function MyFunction ()

{
myvalue = $DataSim:Sine;
princ("Value when the trigger fired: ", myvalue, "\n");
myvalue;

}

This function prints the value of theataSim:Sine  point, and returns its value. We can use this
function as a condition by calling it from one of the condition boxes in the interface, like this:

YWhen the tigger ocours, wiite only if this condition i frue

tyFunction() ¢ w4
[

1 hd e ——

When the trigger firedylyFunction is called, and the return value gets checked to see if it is less than
4 . If so, the data gets logged.

Below are two practical examples demonstrating custom functions. The first creates an automatically
resetting trigger, and the second lets you test for changed values before logging a point, which is useful if
you are logging based on a timer.

An Auto-Resetting Trigger

This script can turn any DataHub point into a trigger that automatically resets. To use it, you first need to
load and run th@riggerFunctions.g script (shown below and included in the installation
archive). Then, if you put this formula:

HighWithReset($  TriggerPoint  )!= nil

into the condition boxes, whenever thaggerPoint changes to a non-zero number in the DataHub,
your trigger will fire. The script waits for a millisecond, then resetsThggerPoint back to zero.

The second function works similarly, but triggers on a change to zero, instead of a change to a non-zero
number.

TriggerFunctions.g

/*

* This file contains handy functions to perform more complex condition
* handling in the Condition tab of the data logging and email interfaces.
*/

~
*

Test a trigger point for a non-zero value. |If the point is non-zero,

create a delayed event to reset the point to zero, and return true,
indicating that the condition has succeeded and the action should proceed.
If the value is 0, then simply return nil indicating that the action

should not proceed. We need to test for zero because when we reset the
trigger point to zero a second data change event will occur.

The argument is unevaluated, so the condition should look like this:
HighWithReset($default:TriggerPoint) != nil

E R T A
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*

function HighWithReset(!triggerpoint)
{

local value;
if (lundefined_p(value = eval(triggerpoint)) && value != 0)

{
after(0.001, ‘setq(@triggerpoint, 0));
t;

/*
* This is the inverse of HighWithReset (see above). If the trigger point
* is zero, perform the action and set the trigger point to 1. If the
* trigger point is non-zero do nothing and return nil.
*/
function LowWithSet(ltriggerpoint)
{

local value;
if (lundefined_p(value = eval(triggerpoint)) && value == 0)

{
after(0.001, ‘setq(@triggerpoint, 1));
t;

Test for Changed Values Before Logging

If you are logging data based on a timer, you can use this script to check the previously logged value, and
only log a new row in the database if the value has changed. To use the script, you first need to load and
run theLogFunctions.g script (shown below and included in the installation archive). Then, if you

put this formula:

HasValueChanged(#$ TestPoint )!= nil

into the condition boxes, when tiestPoint  has not changed, the data for that row will not be
logged.

The call toHasValueChanged uses the synta%$pointname to specify the point. If you select the
point from the tree to the right and press thbutton, it will not include thet symbol. You need to
manually add it. You can see the complete condition expression iBxpeession: line beneath the
condition selectors, like this:
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When the trigaer occurs, wiite anly if this condition is rue

Has'u'alueChangedl{#$DataF‘id:F‘IDl.: I= || nil
O] |And » ==
] |and | == w
O] |And == W

Expression: | HasValueChanged(#4DataRid:PID1.Sp) 1= nil

LogFunctions.g

/*

* Functions that can be used by the Condition section of a Data Logging
* configuration to filter whether data is actually written to the

* database when a trigger occurs.

*/

/I Change this to nil to silence the debugging statements that will be written
/I to the script log.
LogFunctionDebug = t;

/*

* Track the previous value of a DataHub point and only allow the logging
* action if the DataHub point value has changed since the last time we
* logged it.

*

* Takes a single argument that is either a point symbol or a point name as

* a string.
* e.g., "DataPid:PID1.Mv"
* #$DataPid:PID1.Mv

*

* Notice that a point symbol must be specified with the # operator before the
* symbol to ensure that the symbol is passed, not the value of the point.
*/

function HasValueChanged(point_symbol)

{
local ptsym = symbol(point_symbol);
local oldvalue = getprop(ptsym, #last_log_value);
local curvalue;
local result = nil;
if (lundefined_p(curvalue = eval(ptsym)))
{
if (LogFunctionDebug)
princ("Checking value of ", ptsym, ": previous = ", oldvalue,
", current = ", curvalue, "\n");
if (oldvalue != curvalue)
result = t;
setprop(ptsym, #last_log_value, curvalue);
}
else
{
if (LogFunctionDebug)
princ("Log condition: value of ", ptsym, " is undefined\n");
}
result;
}
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9.9. Configured Actions

Notes

A configured actiowill cause a row of data to be written into the table specified in your DSN, based on
a trigger and optional conditions. It is the end result of your configuration activities in this interface. The
Configured Actions list shows the actions you have configured, and allows you to create, modify, or
remove actions, as well as turn them on or off.

Configured Actions

On | DSKW Table Paints Trigger Candition Create

DataHubTest< datasimtest D ataSim:Sine D ataSim: Square -
DataHubT est dstestd D ataSirn: Sine D ataSirn: Sine ot

Remove

[ Apply ][ Done ]

Help ]

The list of configured actions shows the actions you have already configured. Selecting an existing
action from the list automatically fills in thBSN, Table, Trigger, andCondition tabs with its
information. Checking or unchecking tln box at the left lets you switch the action on or off.

The Create button creates an action for the information currently entered irDi8&l, Table, Trigger,
andCondition tabs. If you press th€reate button while a configured action is selected, it creates a
duplicate of that configured action and adds it to the list. This is a quick way to configure similar actions.

The Modify button overwrites the selected configured action with the information currently entered in
theDSN, Table, Trigger, andCondition tabs.

The Remove button removes a configured action.

Once a configured action has been created or modified, the changes won't take effect until you click the
Apply or Done button. Each write action to the database gets logged in the Datattit Log This

allows you to check for error messages and ensure that your data is being written successfully. You can
also verify the writes by querying the database itself.

1. Textlogging can be configured through DataHub scripting.
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10.1. Introduction

The Cogent DataHub can query any ODBC compliant database, and bring the data back as DataHub
points, or into a single point in XML format for use in DataHub WebView.

_ /
‘ 1 ) ‘ DataHub II."'."El:l"."IE'."‘\.l
\ =
CDEC ogent M |

Database DataHub

——m

OPC Server

The Cogent DataHub's ODBC Data Logging interface provides an easy way to connect to a database and
submit a query. There are two options for writing the query to the DataHub: one DataHub point per row,

or the whole query results in a single DataHub point. The fastest way to learn how to use the interface is
by using theQuick Start

10.2. Quick Start

Here’s how to configure the Cogent DataHub to query a database of your choice.

Open the Query ODBC Database window

—] Datab
1. Inthe Cogent DataHub Properties window, sel@atabase l u i ]

2. IntheQuery a Database (ODBC) section, click theConfigure button.

Query a Database (ODEC)

[]Enable query Fram ODEC database
Reconnection delay (=) 5 Maximum transaction queue: z

Shiow diagnostics in the script log

[]5hiow statistics contrals in bray menu

This opens the Query a Database (ODBC) window, shown below.

Connect to the Database

1. Selectthel. DSN tab. ADSNis a Data Source Name. Windows uses this name to identify the
database you want to connect to.
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LI Query a Database (ODBC)
| Configure ODBC Database Query

1. D5N | 2. Query 3. Trigger 4. Condition

Select the DSM [Data Source Mame] and authentication defining pour database connection. Open the DSM Administrator to
create o configure a DSM. You must connect successfully before configuning a query.

Canfigure Data Source Marme [DSM)]
Select Existing DSN Create or Configure DSH

| V| [ Open DS Adminiztrator

Status: | Mot Connected |

2. From the drop-down box, select a DSN. If you do not have any DSNs, or you wish to create a new
DSN, you can do this by opening the DSN Administrator. Please refgéetiing up a DSNor more
details.

3. Enter the appropriate user name and password (if required), and cliClotiveect button. A
"Connected to ... " message should appear in the message box. If you get an error message in
the box, consult your system administrator.

Configure a Query

@ For this and other queries in this chapter, we will use a simple example databasetasmed
with a table nameduerytest  that has 4 columns and 3 rows.

In our example, we will be writing the contents of tiariableName andVariableValue columns to the
DataHub

1. Selectthe2. Query tab.

o] Query a Database (ODBC) : Elb__q
| Configure ODBC Database Query

1.D5H 20Quey | 3 Trigger 4. Condition

Enter the databaze query and press Submit to izsue the query and populate the combo boxes. Select whether to assign walues to
individual data points one row at a time or to emit the entire result a5 an <ML data set,
Configure D atabasze Query
Label:
» Submit
v
5 il >
[ One paint per row
Paint M arne Walue Timestarmp Quality
Calurnn MName: “ v “ v
Transform(x]:
Data domain:
['whole data set in paint: |

2. Inthelabel: field, enter a name for this query, suchlastQuery . This can be any string.

3. Enter avalid SQL query. As an example, for our small database, we can use a simple SQL query:
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SELECT * FROMdatabase . table LIMIT 3;

@ If you use aSSELECT * FROMjuery like this on a large database with a frequent timer, we
recommend limiting the number of rows returned, to prevent hanging the database.

Configure D atabaze Query
Label: TestQuery

SELECT * FROM test.quergtest LIMIT 3; Rk Submit

4. Press thé&submit button to submit your query to the database for a check. If the query is not valid, a
message will pop up informing you about any errors. You can also opeciiiyg Logto see more
information about your connection to the database, and the results of your query.

5. There are two options for how a query is written to the DataHub. Here we will introduc@rtbe
point per row option. For information about th&/hole data set in a point option, please refer to
Section 10.4Configuring a Database Query

SelectOne point per row.

Ore point per row

Paint Mame Walle Timesztamp [(uiality
Colunn Name: | variablet ame w | | VariableValue | | <nonex w || <nonex
Tranzformls):
Data domain: T estDomain

6. IntheColumn Name / Point Name dropdown list, choose the column name in your database that
contains the point names that you will be using. For instance, in our demo database that column is
namedVariableName.

7. IntheColumn Name / Value dropdown list, choose the column name in your database that
contains the values for the point names that you will be using. For instance, in our demo database
that column is nameWariableValue.

8. IntheReplace domain field, enter the name of a new or existing domain. We've put in a name for a
new domain;TestDomain.

9. Click theCreate button.

Configured Actions

On  Label DSH [uem Trigger

TestQuery  MySOLLocal SELECT “FROM... —

Remowe

52

A new configured action should appear in the list. For more information about configured actions,
please refer t&ection 10.7Configured Actions

Next, to get the DataHub to make the query, you need to assign a trigger.

Assign a Trigger

For this example, we will set a repeat timer to requery the database every 5 seconds.
1. Select the3. Trigger tab.
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2. SelectRepeat Timer and enteb.

L1 Query a Database (ODBC)

| Configure ODBC Database Query

1. D5M 2. Query 3. Trigger 4. Condition

Select a trigger event. whenever the trigger event occurs, the querny will be perfarmed and the data points will be updated, subjec

Define a Trigger Event

() Paint Change

(%) Repeat Timer Repeat [secs): O
) Time of Day

() After

) Mone

3. IntheConfigured Actions box, make sure that the configured action you just created is highlighted.
If not, click on it to highlight it. Then click théviodify button.

Configured Actions

On  Label DSH Huery Trigger Condition
TestQuemn MpSOLLocal SELECT *FROM... ewery3sec

Your configured action should now displayery 5 sec in the Trigger column.
4. Click the Apply button to activate the configured action.

Open the Data Browser window. After 5 seconds, the points should appear in the Data Browser:

L1 Cogent DataHub Data Browser: 3 of 3 points in TestDomain, dom

Selecked Point:

Enter new walue:

DrakaPid Paink Name Yalue Tirne Starmp

DrakaSim Testpaint1 95 Feb 06 13:46:35,

TestDamain Testpaint2 a7 Feb 06 13:46:10.
Testpoint3 19 Feb 06 13:46:10.

To test the updates, you can change a value associated with a point name in the database, and the
change should appear in the Data Browser within 5 seconds.

Should you not see the data points, or changes made to the values, you can dpaiptiengto
check for error messages and ensure that your query is being sent every 5 seconds.

If all is working as described, you have configured an action that queries a database for and writes the
results into the DataHub. The remaining sections in this chapter explain the interface in more detail, and
introduce the option of setting specifionditionsfor queries, if desired.

10.3. Setting up the DSN (Data Source Name)

A DSNis a Data Source Name. Windows uses this name to identify the database you want to connect to.
This tab lets you select an existing DSN, or create a new one if necessary.
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Open the Query a Database (ODBC) window

; - —-] Datab
1. Inthe Cogent DataHub Properties window, seRatabase l E3 Databese

2. IntheQuery a Database (ODBC) section click theConfigure button.

Cuery a Database (ODEC)

[JEnable query from ODBC database
Reconnection delay (s): 5 Maxirnurn transaction queue: 2

Show diagnostics in the script log

[]5how statistics controls in kray menu

3. Configure your DSN as explained below.

€I Query a Database (ODBC) g@g|

| Configure ODBC Database Query

1. DSH 2. Query 3. Trigger 4. Condition

create or configure a DEM. “'ou must connect successfully before configuring a query.

Configure D ata Source Mame [DSM)

Select the DSN (D ata Source Mame] and authentication defining vour datal_:ase connection. Open the DSM Administratar ta

Status: |Mot Connected

Selecting a DSN

Select Existing DSM Create or Configure DSH
bt [ Open DS Administrator
User Pazsword:

1. To select a DSN, choose one from the drop-down box, and then enter the appropriate user name and

password.

@ If your DSN is using Windows Authentication, leave tieer andPassword fields blank.

2. Click theConnect button. A 'Connected to ... " message should appear in the message box.

If you get an error message in the box, consult your system administrator.

Creating or Configuring a DSN

Windows has different configuration programs for 32-bit and 64-bit DSNs. The Cogent DataHub

uses 32-bit DSNs. To configure a 32-bit DSN in a 64-bit system, you need to run:

c:\windows\syswow64\odbcad32.exe

1. To create or configure a DSN, click tipen DSN Administrator button. This opens the ODBC

Data Source Administrator window.
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&' DDBC Data Source Administrator

User DSN | System DS I File DSM I Dlivers] Tlacing] Connection F'Doling] About ]

User Data Sources;

Mame | Driver | Add
Microsoft dBaze Driver [*.dbf]
Excel Files Microsoft Excel Driver [~ xls) Remove

WS Access Databaze Microsoft Access Driver [".mdb)
Canfigure. ..

flif

2. Select thdJser DSN or System DSN tab, depending on how you plan to access your database.

A user DSN is only available to the current user account, while a system DSN is available to any
user account on the computer.

3. Now you can add a new database or configure an existing one.
Add a new database

1. Click theAdd button. The Create New Data Source window will open, displaying a list of data
source drivers.

2. Select the data source driver that corresponds to your ODBC database. A data source setup
window will open. Each data source setup window is different, but you should be able to find
the appropriate entry fields easily enough.

Enter the data source name and select the database.

4. Enter any other required or optional information such as login name, password, etc. What
entries need to be made and where they are entered depends on the particular data source setup
window you are using.

5. Click OK to return to the ODBC Data Source Administrator window. You should be able to see
the new database and driver listed. If you need to make any changes, you can configure an
exiting database, as explained below.

Configure an existing database

1. Select a data source name and click@unfigure... button. This takes you to the data source
setup window (explained above) where you can make changes to the configuration.

2. Make your changes and cli€BK to return to the ODBC Data Source Administrator window.
Any time you need to make a change, you can go to this window.

Once you have created a DSN, you can select it as explained above.

10.4. Configuring a Database Query

After you haveset up a DSN/ou can create a database query.
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LI Query a Database (ODBC)
| Configure ODBC Database Query

105N 20uery | 3 Tiigger 4. Condition

Enter the database query and press Submit to izzue the quen and populate the combo bores. Select whether to azzign values to
individual data paints one row at a time or ta emit the entire rezult as an ¥XML data zet.
Configure D atabaze Query
Label:
5 Subirnit
w
A4 *
[] Ore paint per row
Fuaint Mame Walue Timestamp Cuality
Calurnin M arne: w . w .
Transforml=]:
Daka domain: |
[J'whole data set in point: |

Preparing the Query

e For this and other queries in this chapter, we will use a simple example databasetasimed
with a table nameduerytest  that has 4 columns and 3 rows.

- In thelLabel: field, enter a name for this query, suchfa&stQuery . This can be any string.

- Enter avalid SQL query.

Configure D atabaze Query
Label: |Teslﬂuerl,l

SELECT * FROM test querytest LIMIT 3; S Subrnit

« The Submit submits your query to the database for a check. If the query is not valid, a message will
pop up informing you about any errors. You can also operstirégt Logto see more information
about your connection to the database, and the results of your query.

Write One Point Per Row to the DataHub

« TheOne point per row option lets you assign one point in the DataHub for each uniquely named
item in one column of a database.

One point per rom

Paint Marne Walue Timesztarnp Cuality
Column Mame: |y ariablel ame w | |YariableValue w || <nonex | | <nonex
Transformix]:
Data domain: |TestDomain
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« The drop-dowrColumn Name lists allow you to chose the columns that contain the point name and
its value that will appear in the DataHub, as well as an associated time stamp and quality.

« TheTransform(x) fields let you to perform transformations on the data in each row of the
corresponding column. These transformations are written in Gamma, the DataHub Scripting language.

For example, an entry aftring("MyTag", X) under thePoint Name would change points
labelledPumplandPump2to MyTagPumplandMyTagPump2 Or, an entry oftl0 * x under the
Value would multiply each value bg0.

« The output ofOne point per row for our example database would appear in the DataHub Data
Browser like this:

LI Cogent DataHub Data Browser: 3 of 3 points in TestDomain dom

Selected Point:

Enter new value:

DataPid Poink Marne Yalue Time Skarnp

[rataSim Testpoint1 95 Feb 08 13:46:35,

TestDamain Testpainkz a7 Feb 06 13:46:10,
Testpoint3 19 Feb 06 13:46:10,

Put a Whole Data Set into One DataHub Point

TheWhole data set in point option lets you put the entire results of the query into one DataHub point,
as specified, formatted in XML.

Whole data zet in point; default: T estPaint

For example, our query @ELECT * FROM test.querytest LIMIT 3; on our example
database would write the following XML-formatted data as the value of a single point:

<TableData>

<column name="ID" type="int" datatype="-6" />

<column name="VariableName" type="string" datatype="-9" />

<column name="VariableValue" type="double" datatype="8" />

<column name="Notes" type="string" datatype="-9" />

<row>
<ID>1</ID>
<VariableName>Testpointl</VariableName>
<VariableValue>95</VariableValue>
<Notes>First test point</Notes>

</row>

<row>
<ID>2</ID>
<VariableName>Testpoint2</VariableName>
<VariableValue>87</VariableValue>
<Notes>Second test point</Notes>

</row>

<row>
<ID>3</ID>
<VariableName>Testpoint3</VariableName>
<VariableValue>19</VariableValue>
<Notes>Third test point</Notes>

</row>

</TableData>
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This data can be parsed by an XML parser, and is particularly useful for displaying in DataHub
WebView, using the WebView Filtered Data Table control. In DataHub WebView, you would add a
Filtered Data Table to a page, and configure this point afi¢hes Source:

Control: Filtered Data Table

Name: | FilteredDataTable1

Presents the result of a row/column data set in a table. Columns can be reordered and
plnned Rows can be fitered and gruuped

Property ‘u'aiue
4 Basu: F'TDDEI'tIE:: a

‘i) [tems Source

Binding: {g§ Point  ~

| default:TestPoini| | -

— 5

The data would then appear in the control:

®ID [#]VariableName |[#VariableValue | ¥ Notes

|=| ~ |8 o * ¥ MEEH T
1 Testpomﬁ 95 First test point |
2 Testpoint2 87 Second test point |
3 Testpoint3 19 Third test point |

| M4 «|Page|1 |of1[» M |

10.5. Assigning a Trigger

A trigger is an event that causes your query to be sent to the database. A trigger event can be either a
point value change, a repeat timer, a time of day timer, or an "after" timer. You can assign a different
trigger for each query, or an identical trigger to any number of queries. A query action can be configured
to execute on every trigger event, or you can assigger conditionghat are evaluated whenever a

trigger occurs, to determine if the action should be executed.

LI Query a Database {(ODBC)

| Configure ODBC Database Query

1. DS 20uey | 3.Thgger | 4 Condition

Select a trigger event. Whenever the trigger event occurs, the gueny will be performead and the data paints will b

Diefine a Trigger Event

(7 Paint Change

(%) Repeat Timer Repeat [zecs]: |'I.D
() Time of Day

() dafrer

) None

The four kinds of triggers are:
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« Point Change fires whenever a specified trigger point changes.

1. Type the name of the point into ti®int Name box, or select the point using the data tree on the
right, then click ther button.

2. (Optional) Enter a value deadband if you want to filter out extraneous data. The number you enter
will specify a high and low (plus or minus) range. Any value change falling within that range will
not cause the trigger to fire. A positive or negative change greater than this value will activate the
trigger and cause the row to be written.

@ To create a trigger that gets reset automatically, please refar futo-Resetting Triggein
Section 10.6Setting Trigger Conditions

« Repeat Timer fires cyclically, each time the specified number of seconds elapses.
- Time of Day fires at the time you specify. You can enter:

- A number, indicating a specific value. For exampl®, ia the seconds field would cause the event
only on the Oth second of the minute.3® would indicate only on the 30th second of the minute.

. Alist of numbers, separated by commas. For example, enterirtg30,45  in the minutes field
would indicate that the event should fire on the hour and at 15, 30 and 45 minutes past the hour.

- Arange of numbers, separated by a dash. For example, eng{ifigin the hours field would
indicate that the event should fire every hour from 8 a.m. to 6 p.m.. Ranges can be mingled with
lists, as in0,4,8-16,20

- An asterisk t) indicates that the event should fire for every possible value of the field. For example,
a* in the seconds field would cause the event to fire every secohdnAhe hours field would
cause the event to fire every hour.

a To regularly log a record on specific days of the week, please refgedtion 10.6Setting
Trigger Conditions

The ranges of the fields are:

Year: 1970-* Hour: 0-23
Month: 1-12 Minute: 0-59
Day: 1-31 Second: 0-59

e The year and month are entered differently here than for the Gdoualiime  function, as
explained inTime Conditions

Examples:

« These entries:

Year: # Hour: a
k anth: * Minute: 45
Dran: * Second: 0

would trigger a query at 8:45 every day, every month, and every year.

. These entries:
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“ear: # | Hawr; .
Manth: x | Mirte: | 0
D ay: | 15 | Second: | 0

would trigger a query every hour on the 15th day of each month, every year.

. These entries:

Year: " | Hour 181012141618
Manth: E | Minutke: | 0-4
Dray: x | Secand: | 0

would trigger a query every second for 5 minutes, every two hours between 8 a.m. and 6 p.m.

- After fires once, when the specified number of seconds elapses.

+ None configures no trigger.

10.6. Setting Trigger Conditions

Each query can have up to four conditions that determine whether it gets sent to the database when the
trigger fires.

LI Query a Database (ODBC) |Z”Elg|

| Configure ODBC Database Query

1. D5N 2. Table 3Tigger | 4 Condiion

Define an optional condition to be evaluted when the Trigger occurs, 1F no condition iz defined or if the condition iz tue, then the action will
be processed.

w'hen the trigager occurs, perform the query anly if thiz condition iz rue

O | L] == ]| I+] AwsDomain - A~
DataPid
[ [And v | | all | | =R D ataSim
0 ] ol
w
O |and v | __— | 2 nrrolc.n 2 b
Expression; | |

Fill in the conditions according to the guidelines below. Check the box next to the condition to apply it.
As you make entries, the correspondidBgmmacode will appear in the display. Gamma is the DataHub’s
built-in scripting language. The code that appears irBkgression box is the actual code that gets run
by Gamma. The order of precedence fBnd" and "Or" operators &&and|| ) is first And, thenOr.
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Point Value Conditions

Point names can be entered on either or both sides of the comparison. They can be picked from the data
tree list, or typed in. Each point name needs to have a dollar $ign front of it to indicate to Gamma
that this is a DataHub point. You can put numerical values into either side of the comparison.

When you enter a point name in a condition field, the current value of the point will be used in the
evaluation. For example, you could define a condition that states that whenever the trigger event occurs,
the action will only be executed if another point value is within a certain range.

There are some automatic variables available for working with point values:

- lasttrigger - the value of the trigger point the last time this trigger was fired (even if the
condition failed).

. thistrigger - the value of the trigger point now (even if the condition failed).

. lastevent - the value of the trigger the last time the event was actually executed (the condition
succeeded).

- this - the trigger point itself, not the value of the point.

You can use these variables in any condition that is triggered by a data value change. For example, you
could create some conditions like this:

“When the trigger occurs, perform the queny only if thiz condition is e
$DataSim: Sine > v [0

And v | | thigtrigger > % | |lasttrigger
O] |And == |

[ |And == v

Ewpression: | [$0ataSim:Sine » O &% thistrigger > lasttrigger]

Time Conditions

This provides an additional way to restrict the time, day, month, etc. when a query gets sent. In addition
to the options on the triggers, here you have day-of-week condition statements which can give you more
flexibility for evemts based on specific days of the week. These will work with any type of trigger event.

You can use the Gamma functiodleck andlocaltime  to specify particular days of the week. For
example, these entries:

w'hen the tngger occurs, perform the guery only if this condition iz true

localtime|clock[]). wday > ow | [0
fnd | |localtime(clock(]).wday < | [B

would create this Gamma code::

(localtime(clock()).wday > 0 && localtime(clock()).wday < 6)

which would cause a query to be sent only Monday through Friday. The furlotialtime  returns a
class whose members contain information about the date, as follows:
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.sec The number of seconds after the minue- 69).

.min The number of minutes after the holr{59).

.hour The number of hours past midniglit { 23).

.mday The day of the monthl(- 31).

.mon The number of months since Januaby-(11)

.year The number of years since 1900.

.wday The number of days since Sund&y-(6).

.yday The number of days since January0l-(365)

.isdst 1 if daylight saving time is in effec® if not, and a negative number if the

information is not available.

e The year and month are entered differently here thaifiime of Day trigger conditions, as
explained inSection 10.5Assigning a Trigger

There are two automatic variables available for working with time values:

« lasteventtime - the system clock time (UTC floating point) that the last event was executed.

- curtime -the system clock time (UTC floating point) when the current trigger occurred.

Custom Conditions

If the conditions you need to meet are beyond the scope of this interface, you can use a Gamma function
to express virtually any condition you need. Then you can insert the function into one of the condition
boxes, and set a condition based on the return value of the function.

To do this is you can create a DataHub scrigt €ile) that contains only the functions you will be using
for conditions, without any classes or methods. For example, here is the complete contents of such a file,
namedVlyConditions.g

function MyFunction ()
{
myvalue = $DataSim:Sine;
princ("Value when the trigger fired: ", myvalue, "\n");
myvalue;
}
This function prints the value of theataSim:Sine  point, and returns its value. We can use this

function as a condition by calling it from one of the condition boxes in the interface, like this:

When the tigaer ocours, perform the queny anly if thiz condition iz true

b yFunction|] ¢ || |4
1 a4 N r_.‘l I

When the trigger fired\lyFunction is called, and the return value gets checked to see if it is less than
.4 . If so, the data gets logged.

Example: An Auto-Resetting Trigger

This script can turn any DataHub point into a trigger that automatically resets. To use it, you first need to
load and run th@riggerFunctions.g script (shown below and included in the installation
archive). Then, if you put this formula:

HighWithReset($  TriggerPoint  )!= nil
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into the condition boxes, whenever thigggerPoint changes to a non-zero number in the DataHub,
your trigger will fire. The script waits for a millisecond, then resetsTtiggerPoint back to zero.

The second function works similarly, but triggers on a change to zero, instead of a change to a non-zero
number.

TriggerFunctions.g
/*
* This file contains handy functions to perform more complex condition

* handling in the Condition tab of the data logging and email interfaces.
*

/*

* Test a trigger point for a non-zero value. If the point is non-zero,

create a delayed event to reset the point to zero, and return true,
indicating that the condition has succeeded and the action should proceed.
If the value is 0, then simply return nil indicating that the action

should not proceed. We need to test for zero because when we reset the
trigger point to zero a second data change event will occur.

*

*

*

*

*

* The argument is unevaluated, so the condition should look like this:
* HighWithReset($default:TriggerPoint) != nil
*

function HighWithReset(!triggerpoint)

{
local value;
if (lundefined_p(value = eval(triggerpoint)) && value != 0)
{

after(0.001, ‘setq(@triggerpoint, 0));

t

/*

* This is the inverse of HighWithReset (see above). If the trigger point
* is zero, perform the action and set the trigger point to 1. If the

* trigger point is non-zero do nothing and return nil.

*
/
function LowWithSet(!triggerpoint)
{
local value;
if (lundefined_p(value = eval(triggerpoint)) && value == 0)
{
after(0.001, ‘setq(@triggerpoint, 1));
t;
}
else
{
nil;
}
}
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10.7. Configured Actions

A configured actiowill cause your query to be sent to the database, according to the trigger and any
conditions you have specified. It is the end result of your configuration activities in this interface. The
Configured Actions list shows the actions you have configured, and allows you to create, modify, or
remove actions, as well as turn them on or off.

Configured Actions

On  Label DSH Query Trigger Condition Create

TestQuery  MpSOLLocal SELECT *FROM... every B zec o
adify

Remove

[ Apply ][ Done ] Help ]

The list of configured actions shows the actions you have already configured. Selecting an existing
action from the list automatically fills in thBSN, Query, Trigger, andCondition tabs with its
information. Checking or unchecking tln box at the left lets you switch the action on or off.

The Create button creates an action for the information currently entered ir8&l, Query, Trigger,
andCondition tabs. If you press th€reate button while a configured action is selected, it creates a
duplicate of that configured action and adds it to the list. This is a quick way to configure similar actions.

The Modify button overwrites the selected configured action with the information currently entered in
theDSN, Query, Trigger, andCondition tabs.

The Remove button removes a configured action.

Once a configured action has been created or modified, the changes won't take effect until you click the
Apply or Done button. Each query to the database gets logged in the Dat8Ehjlit Log This allows

you to check for error messages and ensure that your query was sent successfully. You can verify the
results of the query in the Data Browser.
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11.1. Introduction

The Cogent DataHub System Monitor provides a way to access any system performance data item, such
as CPU usage, memory usage, process ID, disk space, network traffic, etc. in the Cogent DataHub.

% Free memory  [EEE)

P Inading ﬁ \ EEE
: —_— @ —_— Log to database

Metwork activity ]__ /V M “'--H
Cogent _...--J Ernail nokification

Process running ;D'U DrakaHub

g Live web display

For example, by monitoring process ID you could determine whether a particular process is running or
not. Any information accessed here becomes part of the DataHub’s data set, and can thus be tunneled
across the network, used in scripts or as email triggers, viewed in a spreadsheet, or stored in a database.

Rermake systems

Monitoring skation

gg ‘| Metwark, | ﬁ
Internet _soo] -"""’
—
@ "\.‘

& — [l —

QPC DakaHub

11.2. Configuring the System Monitor

1. With the Cogent DataHub running, right click on the DataHub system-tray icon and choose
Properties.

ies wi .| @ sys. Menit
2. In the Properties window, seleystem Monitor l o v

System Monitor Configuration

Enable system monitoring
Data Daomain: System Update Fate: 1000 ms

When a parameter is invalids

Set value to: -1 Set quality to: Biad v
Poink Mames

[CIFlat - no tree hierarchy Remove parentheses ()

[]remove spaces Remove "% sign Remave '

Mamitared cuckam naramebers

To enable system monitoring, check tBeable system monitoring box and edit the configuration
options as desired:
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Data Domain:

The name of any DataHub data domain. The values retrieved from the system will be shown as
points in this data domain.

Update Rate:

The frequency that the system is polled and all selected points are updated. The minimum
polling time is 100 ms., so the value entered here cannot be lesd @an

@ A high update rate (a low number here) for many data points could use a great deal of
CPU.

When a parameter is invalid:

A parameter will be invalid if the object being monitored is not available. For example, if a
process is not running then the parameters for that process will all be invalid. This is a useful
way to monitor a system process or other object. For example, you could use a script or other
client to watch a process ID, and when the process ID beceimg®su could generate an alarm
indicating that the process is no longer running.

Point Names:

The System Monitor automatically creates Cogent DataHub point names based on the names of
the system properties. Some client programs cannot work with point names containing special
characters. This section allows you to specify which characters will be removed from the
property name when constructing the point name.

Now you are ready to create the list of system parameters that you want to monitor.

Manitored system parameters

Swstem Property Paint Mame -

b

[ Remaove Selected ] [ Select From List... ]

3. Click theSelect From List button. This will open the Select System Properties dialog:
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Select System Properties EIE|

Counter detail

Perfarmance object;

Processzaor W
() Al counters () All instances
(¥) Select counters from list (*) Select instances from list:
% C2 Time A
¥ C3Time 1]
Z DPC Time
% |dle Time
E Interript Time
4

Privileged Time

sdd || Esplain

Cloze

% Depending on your system, this dialog may take a few seconds to appear. If it does not come
up, the Event Log will contain a message. Otherwise, just be patient, it will open eventually.

In the Select System Properties dialog you can specify which items to add to your list of monitored
system properties, according to these criteria:

Performance object:A list of all available objects, such as CPU, Memory, Process, Print Queue,
TCP, etc.

Counters: All of the available data categories related to the selected performance object. You can
choose all counters, or select specific counters from the listEkp&ain button opens a window
with an explanation of the selected counter.

Instances:All of the instances of the chosen performance object. For example, if you chose
Process for your performance, this list will show all of the processes running on your system. You
can choose all processes or select specific processes from the list.

A number in this list normally indicates a selection from multiple objects of a given type, and
_Total means the total across all of the objects. For example, if you are lookPigpegssor

in a multi-processor machine, you will see a numlierl(, etc.) for each processor and &otal

for the cumulative statistic over all processors.

Select a performance object, and counters and instances as applicable. For example, to see the
process ID for DataSim, first ensure that DataSim is running, then select:

« Performance object:Process

. Select counters from list:ID Process

Select instances from listDataSim

Click the Add button to add the selected items to tMenitor system parameter list in the
DataHub Properties window.
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6. Click the Apply or OK button in the Properties window when you are finished making your choices
and filling the list, to apply your changes. You should be able to view the results in the Data Browser.

@ If you change your mind on what points to monitor, you can change the list at any time. Any

points you remove from the list will continue to exist in the DataHub until it is shut down
and restarted. Please referSection 18.1Data Pointsfor more information on creating and
deleting points.

11.3. Monitoring Systems Across a Network

You can monitor a system across by using Datahhiforing. Mirroring is how two or more instances
of the Cogent DataHub link over a network or the Internet to maintain identical data sets.

@ Mirroring is the same atuinnelling as described i€hapter 30PC TunnellingMirroring can be
also used to connect to Cascade DataHub running in Linux. Please refer to the Mirroring Data
section of the Cascade DataHub for Linux and QNX manual for details.

For every mirroring connection, you must assign one DataHub to be the master, and the other to be the
slave. This determines which side initiates communication. Once communication is established, the data
is identical. Generally it is recommended that the DataHub on the machine being monitored act as the
master, while the machine that is collecting the monitoring data be the slave. In a hub-and-spoke
arrangement, that DataHub could be the slave to multiple masters, to collect all the data in a single
DataHub.

Configure the DataHub as a tunnel/mirror master

1. Right click on the Cogent DataHub system-tray icon and ch&woeperties.

i i : T I/Mi
2. Inthe Properties window, sele@innel/Mirror _

Tunnehngtdimor b azter

Accept plain-test connections on service/port; | 4502
Current Connections: 0

Accept secure connections on serviceport: 4503
S5L Certificate: | C:Program Files\CogentsOPC DataHubhphuginh T CPL
Current Connections: 0

Ty to 2end data ewven if it iz known to be superseded
Boolean Inteqger Float String

3. IntheTunnelling Master section, you can configure plain-text or secure tunnelling. Ensure that at
least one of these is checked. If you want to change any of the other defaults, pleaseSeficio
20.4,Tunnel/Mirror for more information.

@ To optimize throughput, un-check tfiey to send data even if it is known to be

superseded option. This will allow the DataHub to drop stale values for points which have
already changed before the client has been notified of the original change. The latest value
will always be transmitted.

4. Click OK to close the Properties window.

You are now ready to configure the slave DataHub.

144



Chapter 11. System Monitor

Configure the Cogent DataHub as tunnel/mirror slave

1. Right click on the Cogent DataHub system-tray icon and ch&weperties.

i ; . Tunnel/Mi
2. Inthe Properties window, selettinnel/Mirror _

Tunnel/Mirror Configuration

Tunnelingddirar Slave

Act az a tunneling/mirror slave to these masters:

On Host Port  Domain Remote S50 Status Add Master. .

Edit...

Remove

3. Check the boXAct as a tunnelling/mirror slave to these masters.

4. Click the Add Master... button to assign a master to this slave. Thanel/Mirror Master

Configuration window will open:

TunnelfMirror, Master, Configuration

Prirnary Host: | Part: | 4502
[ 5ecure (s5L)
Secondary Host: Port: | 4502
Local daka domain: default Remaote user name:
Remoke data domain: | defaul: Remote password:

5. Type in the following information:

- Primary Host: the name or IP address of the computer running the tunnelling master DataHub.

« Port: the port number or service name for this host. You should use default port nusieer)(
unless you have changed the entry in the master DataHub.

« Secondary Host: gives you the option to have an alternate host and service/port number. On
startup or after a network break, the DataHub will search first for the primary host, then for the
secondary host, alternating between primary and secondary until a connection is made. If no
secondary host is specified, the connection will be attempted on the primary host only.

@ This feature is not recommended for redundancy because it only checks for a TCP

disconnect. The DataHURedundancyeature, on the other hand, provides full-time TCP
connections to both data sources, for instantaneous switchover when one source fails for
any reason. There is no need to start up the OPC server and wait for it to configure its data
set. You can also specify a preferred source, and automatically switch back to that data
source whenever it becomes available. By contrast, the primary and secondary host in the
tunnel can act as a primitive form of redundancy, but will only switch on a connection
failure at the TCP level, which is only one sort of failure that a real redundancy pair must
consider.

+ Local data domain: The data domain in which you plan to receive data.
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+ Remote data domain: the master DataHub data domain from which you plan to receive data.
Point names will be mapped from the remote data domain (on the master DataHub) into the local
data domain (on this DataHub), and vice versa.

®

Unless you have a good reason for making these different, we recommend using the same
data domain name on both DataHubs for the sake of simplicity.

There is a DataHub running on Cogent’s server that you can connect to for testing. Here are
the parameters you will need to enter for it:
« Primary Host: developers.cogentrts.com

Port: 4502
Local data domain: test
Remote data domain: test

6. You now have several options for the mirrored connection.

a.

Daata Flow Direction
() Read-write: Send and receive data ta and from the Master
(*) Read-only: Receive data from the Master, but do not send
() Write-only: Send data to the Master, but do not receive

When the connection is initiated:
() Get all values From the Master

‘When the connection is lost:
() Mark data quality here as "Mot Connected"

() Do not modify the data quality here or on the Master

Connection Properties
[IReplace incoming time stamp with the local current time
[ Transmit paint changes in binary (Faster, 86 CPU only)
[Target is a Cogent Embedded Toalkit server

Heartbeat (ms): | 1000 Retry Delay (ms): | 5000
Timeout (ms): 5000

[ Ok ] [ Cancel

Data Flow Direction: lets you determine which way the data flows. The default is
bi-directional data flow between slave and master, but you can effectively set up a
read-only or write-only connection by choosing that respective option.

a To optimize throughput, check tlieead-only: Receive data from the Master,
but do not send option. Only do this if you actually want a read-only connection.
If you do not require read-write access, a read-only tunnel will be faster.

When the connection is initiated:  determines how the values from the points are
assigned when the slave first connects to the master. There three possibilities: the slave gets
all values from the master, the slave sends all its values to the master, or the master and
slave synchronize their data sets, point by point, according to the most recent value of each
point (the default).

When the connection is lost:  determines where to display the data quality as "Not
Connected"—on the master, on the slave, or neither.

@ If you have configuredVhen the connection is initiated asSynchronize based
on time stamp (see above), then this option must be sddtonot modify the
data quality here or on the Master to get correct data synchronization.
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d. Connection Properties gives you these options:

+ Replace incoming timestamp..lets you use local time on timestamps. This is useful if
the source of the data either does not generate time stamps, or you do not trust the clock
on the data source.

- Transmit point changes in binary gives users of x86 CPUs a way to speed up the data
transfer rate. Selecting this option can improve maximum throughput by up to 50%.

@ For more information, please refer&ection 19.1Binary Mode Tunnel/Mirror
(TCP) Connections

« Targetis a Cogent Embedded Toolkit servellows this slave to connect to an
Embedded Toolkit server rather than to another DataHub.

+ Heartbeat sends a heartbeat message to the master every number of milliseconds
specified here, to verify that the connection is up.

« Timeout specifies the timeout period for the heartbeat. If the slave DataHub doesn't
receive a response from the master within this timeout, it drops the connection. You
must set the timeout time at least twice the heartbeat time.

@ To optimize this setting for slow networks, please refeBéxtion 19.2,
Tunnel/Mirror (TCP) Connections for Slow Networks

« Retry specifies a number of milliseconds to wait before attempting to reconnect a
broken connection.

7. Click OK to close theTunnel/Mirror Master window. The fields in th&unnelling Slave table of
the Properties Window should now be filled in.

8. Click the Apply button in the Properties Window. If the master DataHub is running, this DataHub
should establish the tunnelling connection, andStetus should displayConnected . You can
view the data with th®ata Browseror view the connection with th€onnection Viewer

Open the Data Browser and select the data domain you requested to mirror. If the master Cogent
DataHub has been correctly configured, you should now see all the master DataHub data for that data
domain.
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12.1. Introduction

The Cogent DataHub lets you send emails 8MiS text messagesiggered by a DataHub event such as
a point value change, or by a timer. The emails and messages can be in plain text or HTML format, and
they can contain current values for any data point in the DataHub

T
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With this feature of the DataHub you can:

- Send SMS text messages to cell phones when an alarm event is triggered.

- Design end-of-day reports that are delivered to managers’ email accounts each morning.
- Provide managers with regular email updates of production targets.

- Emails can contain data from OPC servers, ODBC databases and other sources.

- Eliminate errors associated with manually writing production reports.

- Have the DataHub collect vital report information, format it as an Excel spreadsheet and then email
the file to key people for review.

12.1.1. How it works

The DataHub has a built-in mailing program. DataHub scripts tell the program what messages to send, to
whom, and when to send them. A typical mailing script contains instructions to send an email in plain
text, HTML format using ASP, or both. The example scriggilTest.g  contains examples of both
methods. You can run this script to test the mailer, and then use the examples that follow to send your
own messages.

The sections in this chapter show you how to:

1. Configure the mailer.
2.Send a test message.
3. Send your own messages.

4. Create HTML messages.

12.1.2. A note about SMS text messages

Sending SMS text messages from the DataHub is done by simply sending a small plain text email to the
appropriate SMS gateway email address. Most cell phone service providers offer email and text
messaging options on new subscriptions.
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For example, if you subscribed with Bell Mobility in Canada, and your new cell phone number was
(416) 123 4567, then the email address for this phone would be:

4161234567 @bellmobility.ca

and the SMS text message address would be slightly different:
4161234567 @txt.bellmobility.ca

Normally, SMS text messages are sent from one cell phone to another, which is all handled within the
cell network itself. Using the SMS text message address, you can send a regular email and it will be
converted by the SMS gatewatyx{( bellmobility.ca in the example) into a text message and be
delivered to your phone. There may be a short delay while the conversion from email to text message
occurs, but the message usually arrives in less than a minute.

Check with your cell phone service provider for the SMS text message address for your cell phone
number.

12.2. Configuring the Mail Server

Before you can send email from the Cogent DataHub, you will need to configure the DataHub mail
server program, as follows:

1. With the DataHub running, right click on the DataHub system-tray icon and clRrogperties.
l Email/SMS

2. Inthe Properties window, seleEmail/SMS

Email and SM$S Configuration

How do T use dynamic Email and SMS messaging?

Configure Cutgoing Mail Server

SMTP Server: lsmtp.my.isp.com

Port (default 25): 25

Sender Email: rity . &nnail. address@company com
User name:

Password:

Enter the information that you want to use for sending the email. This can be the same as the SMTP
server listed in your email client program.
SMTP Server:

The name of the SMTP server.
Port:

The SMTP port number (typically this is port 25).
Sender Email:

The email address of the sender. This will appear irRitwen field of the email. The address
can be in either of these two forms:

« username@datadomain.com will be displayed asisername@datadomain.com in
the email reader (client).

149



Chapter 12. Email and SMS

« User Name <username@datadomain.com> will be displayed a&Jser Name in
the email reader (client).

User name:

The log-in name you use to access this SMTP account.
Password:

The applicable password.

3. IntheSecurity section:

Security
Mever attempt to connect securely via S5L
Always use S5L (fail if unavailable)

@ Automatically select most secure connection

| Accept invalid or untrusted certificates

Choose one of the three SSL options, and specify whether you want to accept invalid or untrusted
security certificates.

4. Click the Apply or OK button to submit your entries.

The DataHub mailer is now ready to use. If you haven't already done so, we sgggestg a test
messag@s explained in the next section.

12.3. Sending a Test Message

Once you haveonfigured the mail serveiou can configure and send a test email. Here’s how:

Open the Email/SMS Events window

[ Email/SMS

2. IntheConfigure Email and SMS Events section press th€onfigure button.

1. Inthe Cogent DataHub Properties window, sel&atail/SMS

Configure Email and 5MS Events

| Enable Email and SMS Events Configure

This opens the Email/SMS Events window:
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X Email/SMS Events g@@l

| Configure EmailiSMS Events

1. Email 2. Trigger 3. Conditiar
Define the email message. The emall message is passed through an ASP interpreter, allowing you to embed live data directly in the
meszage. The recipient list iz alzo treated as 45F, so the recipient list can be dynamically computed.

Meszage Type Recipients [comma-separated email address list)
(&) Plain Text Message () HTML Message Riecipientz: | test@hotmail com

Meszage Content

Subject: | Thiziz a test

Body: () Use this file: D

(®) Use the following text:
The DataHub paint: DataSim: Sine " AwsDomnain | (3 Mame
D ataFid
= DataSim O\-"falue
Ramp O Time
Sine O Quality
Square w
v
< >

Define the Email Message

1.

w

N o A

©

10.

11.

12.

13.

14.

Select thel. Email tab.
For theMessage Type, choosePlain Text Message.

Enter a recipient email address in tRecipients box. You can enter several addresses, separated by
commas.

Enter a subject in thBubject box.
For theBody, chooseJUse the following text:.
Start the DataSim program if it isn’'t already running, and ensure that it is connected to the DataHub.

In the point-picker list on the right, expand tbataSim data domain and select the point named
Sine .

Click the Name button to the right of the point-picker list.

In the text entry field, type the following:
The DataHub point

Click theInsert Point button. Your text display should now look like this:
The DataHub point DataSim:Sine

PressEnter and continue typing:

The DataHub point DataSim:Sine
had a value of:

Click the Value button and then click thisert Point button. Your text display should now look
like this:

The DataHub point DataSim:Sine
had a value of: <%=$DataSim:Sine%>

PressEnter and continue typing:

The DataHub point DataSim:Sine
had a value of: <%=$DataSim:Sine%>
at the time:

Click the Time button and then click thinsert Point button. Your text display should now look like
this:

151



Chapter 12. Email and SMS

The DataHub point DataSim:Sine
had a value of: <%=$DataSim:Sine%>
at the time: <%=PointTimeString(#$DataSim:Sine%)>

The message is ready. Now you can assign a trigger and set a condition.

Assign a Trigger

For this example, we will trigger the action on tBataSim:UpdateFrequency point.

1.
2.

Select the2. Trigger tab.

From the point selector, expand tbataSim data domain and select the point
UpdateFrequency

Click the + button to the right of thé&oint Name field. The point name
DataSim:UpdateFrequency should fill in for you.

1. Emnail 2. Trigger 3. Condition

Select a trigger event. whenever the trigger event occurs, an email will be sent, subject ko the expression.

Define a Trigger Event

(® Point Change Paint M.ame: Datasim:UpdateFrequency ] AvsDiomair

) Repeat Timer Yalue Deadband: [ +- DataPid

) Time of Day = Datadim
Rarp
Sine
IUpdateFrequen

@ You can choose any point for the trigger, including the point that gets written, such as
DataSim:Sine in our example. For more information about triggers, please refer to
Section 12.5Assigning a Trigger

Set a Condition and Configure the Action

For this example, let’s limit the trigger on tiizataSim:UpdateFrequency point to changes only to
values overl00.

1.
2.
3.

Select the3. Condition tab.
Click the checkbox in the first row.

From the point selector, expand tBataSim data domain and select the point
UpdateFrequency

Click the + button in the left column. The teiDataSim:UpdateFrequency should fill in the
box.

From the drop-down box, choose theperator.

In the right column, enter the numb&00 . Your screen should now look like this:

152



Chapter 12. Email and SMS

1. Email 2. Trigger 3. Condition

Defing an optional condition to be evaluted when the Trigger occurs. [F no condition is defined ar if the condition iz true, then the email /St
mezzage will be zent,

When the trigger occurs, wiite only if this condition iz true

$D ataSim: U pdateFrequency > % 100 Rarmp
Sine

L] [And > == 4 Square
Triangle

D And 8 == |\ |_||:||:|.E||.EFI'E|:|

1 |and » == | {; Pl FERRNR

Expression: | $0ataSin: U pdateFrequency = 100

You have set the condition. The expression at the bottom shows what will be passed to Gamma, the
internal scripting engine of the DataHub.

7. Go down to theConfigured Actions box and click theCreate button.

Configured Actionz

On  Type Subject Recipignts Trigger Condition
text Thisis atest  test@hotmailcom  DataSimcUpdate..  $DataSim:Updat. . 8

L

[ Apply ][ Done H Help ]

A new configured action should appear in the list. This is a summary of what you have done. When
a configured action is selected in this list, you can make changes in any of the tabs and modify it
using theModify. You can also duplicate a configured action usingGheate button, or remove it

with the Remove button. For more information about configured actions, please refeedtion
12.7,Configured Actions

8. Click the Apply button to activate the configured action. Now let's see how it all works.
Trigger and Send an Email
The action you just configured causes the DataHub to send an email any time the DataSim Update

Frequency is changed to a value greater than 100. To test the script, you'll need to trigger it by changing
that value in the DataSim.

1. In DataSim, press thiglore... button to view theConfigurable Options

2. Change théJpdate Frequency to a number greater thd®0 and click theApply Changes button
to commit the change.

Configurable Options

wiaveform Parameters

Arnplitude 1 Offset a Frequency 0.1 |Hz

Dnornain Update Frequency R —
, Apply
[rataSim 102 | Hz Changes

3. Check the email account of the recipient. You should have received a message that looks like this:
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Subject: This is a test From: tesb@company.com 4/20/2007 5:12 PM

The DataHub point: DataSim:3ine
had a value of: 0.41364204012409417
at the time: Z007-04-2Z0 17:12:09.042

Each time you enter a neldpdate Frequency value greater thah00 in the DataSim, the DataHub
script will send a similar message.

You have just configured and tested an action that sends an email with the name, value, and timestamp of
theSine point in theDataSim data domain whenever the value of thpdateFrequency  point

changes to a value over 100. Now you can configure other emails to send your own text messages or
HTML pages. The remaining sections in this chapter explain the interface in more detalil

12.4. Defining the Email Message

To send an email you need to determine the type of email message, its recipients, title, and message
body. This is done from the Email/SMS Events window, which you can access in this way:

Email/SMS
1. Inthe Cogent DataHub Properties window, sel&atail/SMS [E =

2. IntheConfigure Email section press th€onfigure button.

Configure Email and SM5 Events

Enable Email and SMS Events

3. Select thel. Email tab and configure your email as explained below.

CX Email/SMS Events

| Configure EmaililSMS Events

1. Email | 2 Trigger 3. Conditian

Define the email meszage. The email mezsage is passed through an ASP interpreter, allowing you to embed live data directly in the
meszage. The recipient list iz also treated as ASP, so the recipient list can be dynamically computed.

Meszage Type Recipients [comma-zeparated email address list]
() Plain Text Message (O HTML Message Recipients: | test@hotmail con |

Meszage Content

Subject: |This is atest |

Body (O Use this file: | C]

(@) Use the following test:

The DataHub point: D ataSin:Sine » AysDomain ~ (&) Name
DataPid
= Wal
[=- DataSim - % jaue
Ramp O Time
Sine O Quality
Square L
v bt
am >
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- Plain Text Messagesends the text of the message as written in the source file or entered in this
interface. Data point values will be assigned at the time the message is sent.

« HTML Message sends the source file or entry in this interface as an HTML file. Data point values
will be assigned at the time the message is sent.

Recipients

This can be a single email address, or a list of email addresses where each address is separated by a

comma. Addresses can be in either of these two forms:

. username@datadomain.com

. User Name <username@datadomain.com>

@

Message Content

« Subject Enter the subject of the message.

It is also possible to create a dynamic list of recipients, as explain8ddtion 12.9,
Dynamically Changing Email Subjects and Recipients

- Body You can use a message from a file, or compose one in the editing box.

.- Use this file:lets you insert the name of a file that you want to send as the text of your email. This is
not an attachment, but rather the body of your message. Presstihtton to browse for the file you
need. To see some HTML file examples, please ref&eittion 12.8HTML Message Examples

 Use the following text:lets you write and edit the body of your message. To insert the name, value,
timestamp, or quality of the point in the point-picker list, selamme, Value, Time, or Quality
button as desired. Then click tiesert Point button. The DataHub will insert into your text the
point name with the proper syntax for the desired output in the email.

If you want to send a message from a file, you can still use the text editor with its convenient
interface to create it. Write up the message in the editor, then copy and save it to a file.

The value, time, and quality attributes of the DataHub points are accessed by using a special syntax. This
is applied automatically in the text editor when you presdtisert button. For your reference, the
syntax is as follows:

Button Syntax Example

Name domainname : pointname DataSim:Sine

Value <%= %lomainname : pointname %> | <%= $DataSim:Sine %>

Time <%= PointTimeString <%= PointTimeString
(#$ domainname : pointname ) %> (#$DataSim:Sine) %>

Quality <%= PointQualityString <%= PointQualityString
(#$ domainname : pointname ) %> (#$DataSim:Sine) %>

In this syntax, the special characters are used as follows:

Character

Use
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Character Use

<% ... %> The enclosed expression will be evaluated by Gamma, the DataHub
scripting language.

$ Indicates to Gamma that this is a DataHub point name.

PointTimeString() A Gamma function that returns the timestamp of a DataHub point in an
easily readable format.

PointQualityString() A Gamma function that returns the quality of a DataHub point, as a
text string.

# Protects the DataHub point from being evaluated by Gamma until the

function is called.

12.5. Assigning a Trigger

A trigger is an event that causes the email to be sent. A trigger event can be either a point value change, a
timer event, or a calendar event. You can assign a different trigger for each email, or an identical trigger

to any number of emails. An action can be configured to execute on every trigger event, or you can
assigntrigger conditionghat are avaluated whenever a trigger occurs, to determine if the action should

be executed.

1. Email Z. Trigger 3. Condition

Select a trigger event. Whenever the tigger event ocours, an email will be sent, subject to the expression,

Define a Trigger Event

(%) Paint Change Paint M arne: ersDomain

) Repeat Timer Walue Deadband: [ +- DataPid

() Time of Day =I- DataSim
Famp

The three kinds of triggers are:

- Point Change fires whenever a specified trigger point changes.

1. Type the name of the point into tiint Name box, or select the point using the data tree on the
right, then click thet+ button.

2. (Optional) Enter a value deadband if you want to filter out extraneous data. The number you enter
will specify a high and low (plus or minus) range. Any value change falling within that range will
not cause the trigger to fire. A positive or negative change greater than this value will activate the
trigger and cause the email to be sent.

@ To create a trigger that gets reset automatically, please refer fauto-Resetting Triggein
Section 12.6Setting Trigger Conditions

+ Repeat Timer fires cyclically, each time the number of seconds elapses.
- Time of Day fires at the time you specify. You can enter:

- A number, indicating a specific value. For examplé,ia the seconds field would cause the event
only on the Oth second of the minute.3® would indicate only on the 30th second of the minute.

. Alist of numbers, separated by commas. For example, ent@rirt§30,45  in the minutes field
would indicate that the event should fire on the hour and at 15, 30 and 45 minutes past the hour.
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- Arange of numbers, separated by a dash. For example, eng{ifigin the hours field would
indicate that the event should fire every hour from 8 a.m. to 6 p.m.. Ranges can be mingled with
lists, as in0,4,8-16,20

- An asterisk ) indicates that the event should fire for every possible value of the field. For example,
a* in the seconds field would cause the event to fire every secohdnAhe hours field would
cause the event to fire every hour.

@ To regularly log a record on specific days of the week, please refeed¢tion 12.6Setting
Trigger Conditions

The ranges of the fields are:

Year: 1970-* Hour: 0-23
Month: 1-12 Minute: 0-59
Day: 1-31 Second: 0-59

@ The year and month are entered differently here than for the Gdowaliime  function, as
explained inTime Conditions

Examples:

- These entries:

Year * Hour: o
Month: * Mirte: 45
Dran: * Second: 0

would cause an email to be sent at 8:45 every day, every month, and every year.

. These entries:

ear # Hour: "
bl anth: * kirte: 0
Dray: 15 Second: 0

would cause an email to be sent every hour on the 15th day of each month, every year.

. These entries:

Year: * Hour: 210121416142
bl anth: * kirte: 0-4
Craw: # Second: 0

would cause an email to be sent every second for 5 minutes, every two hours between 8 a.m. and 6
p.m.
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12.6. Setting Trigger Conditions

Each action can have up to four conditions that determine whether an email gets sent when the trigger
fires.

1. Email 2. Trigger 3. Canditian

Define an optional condition to be evaluted when the Trigger occurs, 1F no condition iz defined or if the condition iz tue, then the action will
be processed.

w'hen the trigger occurs, write only if this condition iz true

L == ¥ AwzDomain LS
+- DataPid
[ [And [ == i =8 [ ataSim
Amplitude
[ [And v il Frequency
[ [&nd  » = A P Miffat
Expression;

Fill in the conditions according to the guidelines below. Check the box next to the condition to apply it.
As you make entries, the correspond{Bgmmacode will appear in the display. Gamma is the DataHub’s
built-in scripting language. The code that appears irBkgression box is the actual code that gets run
by Gamma. The order of precedence fAnt" and "Or" operators &&and|| ) is firstAnd, thenOr.

Point Value Conditions

Point names can be entered on either or both sides of the comparison. They can be picked from the data
tree list, or typed in. Each point name needs to have a dollar $ign front of it to indicate to Gamma
that this is a DataHub point. You can put numerical values into either side of the comparison.

When you enter a point name in a condition field, the current value of the point will be used in the
evaluation. For example, you could define a condition that states that whenever the trigger event occurs,
the action will only be executed if another point value is within a certain range.

There are three automatic variables available for working with point values:

- lasttrigger - the value of the trigger point the last time this trigger was fired.
- thistrigger - the value of the trigger point now.

- lastevent - the value of the trigger the last time the event was actually executed.

Time Conditions

This provides an additional way to restrict the time, day, month, etc. when a message gets sent. In
addition to the options on the triggers, here you have day-of-week condition statements which can give
you more flexibility for evemts based on specific days of the week. These will work with any type of
trigger event.

You can use the Gamma functiocleck andlocaltime  to specify particular days of the week. For
example, these entries:
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Whnen the fngger ocours, wiike only IF (s condifion 1: e

localtimeclock ] wday w0
And  + | [localtime(clock(]).wday ¢ »|[E

would create this Gamma code::
(localtime(clock()).wday > 0 && localtime(clock()).wday < 6)

which would cause an email to be sent only Monday through Friday. The fudotaiime  returns
a class whose members contain information about the date, as follows:

.sec The number of seconds after the minue 69).

.min The number of minutes after the holr{59).

.hour The number of hours past midnigltt { 23).

.mday The day of the monthl(- 31).

.mon The number of months since Januaby-(11)

.year The number of years since 1900.

.wday The number of days since Sund#&y-(6).

.yday The number of days since January0l-(365)

.isdst 1 if daylight saving time is in effec) if not, and a negative number if the

information is not available.

@ The year and month are entered differently here thaiiime of Day trigger conditions, as
explained inSection 12.5Assigning a Trigger

There are two automatic variables available for working with time values:

« lasteventtime - the time that the last event was executed, in UNIX epoch time.

« curtime - the UNIX epoch time now.

Custom Conditions

If the conditions you need to meet are beyond the scope of this interface, you can use a Gamma function
to express virtually any condition you need. Then you can insert the function into one of the condition
boxes, and set a condition based on the return value of the function.

To do this is you can create a DataHub scrigt file) that contains only the functions you will be using
for conditions, without any classes or methods. For example, here is the complete contents of such a file,
namedViyConditions.g

function MyFunction ()

{
myvalue = $DataSim:Sine;
princ("Value when the trigger fired: ", myvalue, "\n");
myvalue;

}

This function prints the value of tHeataSim:Sine  point, and returns its value. We can use this
function as a condition by calling it from one of the condition boxes in the interface, like this:
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"When the tigger ocours, write only if this condition is tue

MyFunction() ¢ w4
1 1A e [ —=

When the trigger firedylyFunction is called, and the return value gets checked to see if it is less than
4. If so, the email is sent.

An Auto-Resetting Trigger

This script can turn any DataHub point into a trigger that automatically resets. To use it, you first need to

load and run th@riggerFunctions.g script (shown below and included in the installation
archive). Then, if you put this formula:
HighWithReset($default: TriggerPoint ~ )!= nil

into the condition boxes, whenever thgggerPoint changes to a non-zero number in the DataHub,
your trigger will fire. The script waits for a millisecond, then resetsThggerPoint back to zero.

The second function works similarly, but triggers on a change to zero, instead of a change to a non-zero
number.

TriggerFunctions.g

/*

* This file contains handy functions to perform more complex condition
* handling in the Condition tab of the data logging and email interfaces.
*/

/*

* Test a trigger point for a non-zero value. If the point is non-zero,

* create a delayed event to reset the point to zero, and return true,

* indicating that the condition has succeeded and the action should proceed.
If the value is 0, then simply return nil indicating that the action

should not proceed. We need to test for zero because when we reset the
trigger point to zero a second data change event will occur.

*

*

*

* The argument is unevaluated, so the condition should look like this:
* HighWithReset($default:TriggerPoint) != nil
*

function HighWithReset(!triggerpoint)

{
local  value;
if (lundefined_p(value = eval(triggerpoint)) && value != 0)
{

after(0.001, ‘setq(@triggerpoint, 0));

t

/*
* This is the inverse of HighWithReset (see above). If the trigger point
* is zero, perform the action and set the trigger point to 1. If the
* trigger point is non-zero do nothing and return nil.
*/
function LowWithSet(!triggerpoint)
{
local  value;
if (lundefined_p(value = eval(triggerpoint)) && value == 0)

{
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after(0.001, ‘setq(@triggerpoint, 1));
t

12.7. Configured Actions

A configured actiowill cause a given email to be sent, based on a trigger and optional conditions. Itis
the end result of your configuration activities in this interface. The Configured Actions list shows the
actions you have configured, and allows you to create, modify, or remove actions, as well as turn them on
or off.

Configured Actionz

On  Type Subject Recipignts Trigger Candition
text Thisis atest  test@hotmailcom  DataSimcUpdate..  $DataSim:Updat. . 8

L

[ Apply ][ Done H Help ]

The list of configured actions shows the actions you have already configured. Selecting an existing
action from the list automatically fills in themail, Trigger, andCondition tabs with its information.
Checking or unchecking th@n box at the left lets you switch the action on or off.

The Create button creates an action for the information currently entered irBimail, Trigger, and
Condition tabs. If you press th€reate button while a configured action is selected, it creates a
duplicate of that configured action and adds it to the list. This is a quick way to configure similar actions.

The Modify button overwrites the selected configured action with the information currently entered in
the Email, Trigger, andCondition tabs.

The Remove button removes a configured action.

Once a configured action has been created or modified, the changes won't take effect until you click the
Apply or Done button.

12.8. HTML Message Examples

12.8.1.

Sending an HTML message is as simple as clicking4h&L Message button in theEmail tab. For the
Message Source you can choose a file or write HTML code directly into the text-entry box. Here are
two examples of how you can embed data into an HTML messages, using an ASP source file

An HTML Message with Embedded Data Points

This is an example of an ASP file that embeds the latest data from DataHub points into an HTML table.
The ASP file is name&mbedPoints.asp , and comes installed with the DataHub in thegent
DataHub/etc/  directory. If the DataHub is configured to send this file as the message body, and the
DataSim’s UpdateFrequency is changed to, $8%,, the DataHub will email a message like this:
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Subject: Update frequency is too high

From: test@cornpanty com

4{Z0{2007 5:15 PM

Warning: The DataSim UpdateFreguency has been set to greater than 100Hz.

Current Datasim status is

| Name | Value

[Datasim:sine | 0.49985353007236044
[Datasim:Ramp |-0.24411764705852355
|DataSim:Square | 0.5
[Datasim:Triangls | n4sgz352941176471
|DataSim:UpdateFrequency | 10z
|DataSim:.¢\mpIitude | 1
|Datasim:Frequency | 0.10000000000000001
|DataSim:O1"Fset | a

Contents of the ASP File

The contents of the filEmbedPoints.asp

<html>

<style>

BODY, P, TD{

background-color : White;

font-family : Verdana, Geneva, Arial, Helvetica,
font-size : 8pt;

}

TH{

font-family:Verdana, Arial, Helvetica, sans-serif;
font-size: 9pt;

font-weight: bold;

background-color: #23cce6fe;

}

.highlight{background-color: #FFFFCC; text-align:ri
.warning{color: #FF0000; font-weight: bold;}
</style>

<body>

<l--

are as follows:

sans-serif;

ght;}

This is a simple example of an HTML template file which contains

embedded point values from the DataHub.
>
<p></p>

<div class="warning">Warning: The DataSim UpdateFrequency has been

set to greater than 100Hz.</div>

<p></p>
Current DataSim status is
<p></p>
<table border="1">
<tr>
<th width="180">Name</th>
<th width="80">Value</th>
</tr>
<tr>
<td>DataSim:Sine</td>

<td class="highlight"><%=$DataSim:Sine%></td>

</tr>
<tr>
<td>DataSim:Ramp</td>

<td class="highlight"><%=$DataSim:Ramp%></td>

</tr>
<tr>
<td>DataSim:Square</td>

<td class="highlight"><%=$DataSim:Square%></td>

</tr>
<tr>
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<td>DataSim:Triangle</td>
<td class="highlight"><%=$DataSim:Triangle%></td>
</tr>
<tr>
<td>DataSim:UpdateFrequency</td>
<td class="highlight"><%=$DataSim:UpdateFrequency%></td>
</tr>
<tr>
<td>DataSim:Amplitude</td>
<td class="highlight"><%=$DataSim:Amplitude%></td>
</tr>
<tr>
<td>DataSim:Frequency</td>
<td class="highlight"><%=$DataSim:Frequency%></td>
</tr>
<tr>
<td>DataSim:Offset</td>
<td class="highlight"><%=$DataSim:Offset%></td>
</tr>
</table>
</body>
</html>

This file consists of HTML code interspersed wifammacode. Gamma is the scripting language of the
Cogent DataHub. The Gamma code is often used to determine the value of a DataHub point, with the
following syntax:

<%=%lomainname : pointname %>

The pointed brackets and percent sigi®( ... %> ) indicate to the DataHub ASP interpreter that this
is Gamma code. The equals sigy) fells Gamma to evaluate the expression, and the dollar $igtels
Gamma that this is a DataHub point.

12.8.2. An HTML Message with a Table Created in Code

This is an example of an HTML message with a table created by using code, rather than explicitly
writing it out. Using code provides more flexibility in formatting the data and making changes to the
table. The code is written into an ASP file nan@ceateTable.asp  , which comes installed with the
DataHub in theCogent DataHub/etc/ directory. If the DataHub is configured to send this file as
the message body, and the DataSim’s UpdateFrequency is changed 1®2saie DataHub will email
this message:

: Update Frequency is tao high

+ Subject: Update frequency is too high From: test@companty, conm 41202007 5:15 PM

Warning: The DataSim UpdateFreguency has been set to greater than 100Hz.

Current Datasim status is

| Name | wvalue | Quality || Timestamp

[Datasim:sine | -04345|  Good || Mon Apr 23 12:57:29.175
[Datasim:Ramp | 03324/  Good || Mon Apr 23 12:57:29.175
|Datasim:Square | -05000  Good || Mon Apr 23 12:57:29.175
[Datasim:Triangls | -0.3353|  Good || Men Apr 23 12:57:29.175
|Datasim:UpdateFrequency | 102.0000  Good | Mon Apr 23 12:57:28.865
[Datasim: Amplitude | 10000/ Good || Mon Apr 23 12:57:26.865
|Datasim:Frequency | 01000/ Good || Mon Apr 23 12:57:28.865
[Datasim: Offset | 0.0000]  Good || Mon Apr 23 12:57:26.865
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Contents of the ASP File

The contents of the fil€reateTable.asp are as follows:

<html>

<style>

BODY, P, TD{
background-color : White;
font-family : Verdana, Geneva, Arial, Helvetica, sans-serif;
font-size : 8pt;

}
TH{
font-family:Verdana, Arial, Helvetica, sans-serif;
font-size: 9pt;
font-weight: bold;
background-color: #cce6fe;
}

.highlight{background-color:#FFFFCC; text-align:right}
.warning{color: #FF0000; font-weight: bold;}
</style>
<body>
<p></p>
<div class="warning">Warning: The DataSim UpdateFrequency has been set
to greater than 100Hz.</div>
<p></p>
Current DataSim status is
<p></p>
<table border="1">
<tr>
<th width="180">Name</th><th width="80">Value</th>
<th width="80">Quality</th><th width="160">Timestamp</th>
</tr>
<%
require ("Time");
require ("Quality");

try
{
local v, g, tm, ts, info;
with pt in [ #$DataSim:Sine, #$DataSim:Ramp, #$DataSim:Square,
#$DataSim:Triangle, #$DataSim:UpdateFrequency,
#$DataSim:Amplitude, #$DataSim:Frequency, #$DataSim:Offset ] do
{
info = PointMetadata (pt);
v = eval (pt);
if (!number_p(v)) v = 0;
g = GetQualityName (info.quality);
ts = PointGetUnixTime (pt);
tm = format ("%19.19s.%03d", date(ts), (ts % 1.0) * 1000);
%>
<tr><td><%= pt %></td>
<td class="highlight"><%= format("%.4f",v) %></td>
<td align="center"><%= q %></td>
<td align="center"><%= tm %></td></tr>
<%
}
}
catch
{
princ (_last_error_, "\n");
print_stack (nil, _error_stack_);
}
%>
</table>
</body>
</html>
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This file consists of HTML code interspersed wifammacode. Gamma is the scripting language of the
Cogent DataHub. The Gamma code is often used to determine the value of a DataHub point, with the
following syntax:

<%=%lomainname : pointname %>

The pointed brackets and percent sige®( ... %> ) indicate to the DataHub that this is Gamma code.
The equals sigrH) tells Gamma to evaluate the expression, and the dollar $igiells Gamma that this
is a DataHub point. Other Gamma statements and functions used in this example iequide

try ,local ,with ,if ,format ,catch ,princ ,andprint_stack . The functions
GetQualityName andPointGetUnixTime  are from the required fileQuality.g  andTime.g
respectively.

12.9. Dynamically Changing Email Subjects and
Recipients

The ASP processor in Gamma allows you to embed the result of any Gamma expression within the
subject and recipient fields of an email. To do this on the subject field, you would use the%smeo>
syntax as is available for messages, for example:

The Sine value is now <%= $DataSim:Sine %>
would put the value of thBataSim:Sine  point into the subject line of the email or message.

This syntax, explained in a the end®éction 12.4Defining the Email Messagmn also be used to

insert addresses for one or more the message recipients, by creating a point that contains the list of
recipient names. The value of this point could then be changed externally based on who is on-call or is
logged into an attached SCADA system. For example, a point idéfeult  domain named
CurrentOperatorEmail , would be entered in thRecipients: field like this:

<%= $default:CurrentOperatorEmail %>

If you need a more complex calculation to determine the recipients, you could create a Gamma script
that loads when the DataHub starts. For example, to change the email based on the value of a point, you
could do something like this:

function choose_mail_recipient()

{
if ($DataSim:Sine > 0.5)
"operatorl@gmail.com";
else
"operator2@gmail.com”;

}
and then put the appropriate function call into the email recipient list, like this:

<%= choose_mail_recipient() %>

Notice that the expression withit®e= %>oes not end with a semicolon. This syntax requires a Gamma
expressionnot a GammatatementEffectively, it needs to be code that would be syntactically correct in
this statement:

X = insert_expression_here
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You can access live data in Linux, and bring data into the Cogent DataHub from any Linux program,
using the Cogent DataHub in Windows and the Cascade DataHub in Linux. Once connected, the two
DataHubs mirror data across a network or the Internet.

@ The Cogent DataHub tunnelling connection is sometimes referred tanascging connection.

Mirroring means that the data and any updates to that data on one DataHub are exactly mirrored
across the network onto the other DataHub, and vice-versa. For all practical purposes, tunnelling
and mirroring are identical. People working with OPC tend to use the term "tunnelling” while
people from other backgrounds often say "mirroring". So Cogent uses "tunnelling" for the
Cogent DataHub, and "mirroring" for other Cogent products.
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There are two steps to set this up:

1. Configure the Cogent DataHub on the Windows machine.

2. Configure the Cascade DataHub on the Linux machine.

13.1. Configuring the Cogent DataHub in Windows

1. Connect the DataHub to the OPC server or the OPC client, if you haven't already done so. Please
refer toSection 2.3Connect to an OPC server Section 2.4Connect from an OPC clierfior
instructions on how to do this.

2. Configure the DataHub for tunnelling. To do this, you must decide which DataHub (on Windows or
on Linux) will be the master, and which the slave. The master DataHub receives the initial request
from a slave to establish the connection, initially or after a network break. For this reason, we
suggest that the computer with the most expected up time be the master. This could be either the
Windows or the Linux machine, depending on your individual circumstances.

@ If the Windows computer is going to act as the master, follow the first procedure. Otherwise,
follow the second procedure.

Configure the Cogent DataHub as tunnelling master

1. Right click on the Cogent DataHub system-tray icon and ch@&weperties.

. . . T 1/Mi
2. Inthe Properties window, selettinnel/Mirror .
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Tunnelingtirror M aster

Accept plaintest connections on service/port; | 4502

Current Connections: 0

Accept secure conhechions on servicepart: 4303

S50 Cettificate: | C-\Program Files\CogentyOPC DataHubhplugin'TCRAd
Current Connections: 0

Try to zend data even if it iz known to be superseded
Boolean Integer Float String

3. IntheTunnelling Master section, you can configure plain-text or secure tunnelling. Ensure that
at least one of these is checked. If you want to change any of the other defaults, please refer to
Section 20.4Tunnel/Mirror for more information.

@ To optimize throughput, un-check tiey to send data even if it is known to be
superseded option. This will allow the DataHub to drop stale values for points which

have already changed before the client has been notified of the original change. The
latest value will always be transmitted.

4. Click OK to close the Properties window.

Configure the Cogent DataHub as tunnelling slave

1. Right click on the Cogent DataHub system-tray icon and ch&wsperties.

. . . T 1/
2. Inthe Properties window, sele@tinnel/Mirror .

Tunnel/Mirror Configuration

Tunneling/Mirar Slave

Act az a tunneling/miror glave to these masters:

On | Host Port  Domain | Remote | S50 Status Add Master...

Edi...

Remove

3. Check the boXAct as a tunnelling/mirror slave to these masters.

4. Click the Add Master... button to assign a master to this slave. Taanel/Mirror Master
Configuration window will open:

TunnelfMirror, Master Configuration

Primary Hosk: | Part: |4502
[Jsecure (S5L)
Secondary Host: Part: | 4502
Local data domain: default Remote user name:
Remote data domain; | default Remote password;

5. Type in the following information:
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« Primary Host: the name or IP address of the computer running the tunnelling master
DataHub.

« Port: the port number or service name for this host. You should use default port number
(4502) unless you have changed the entry in the master DataHub.

. Secondary Host: gives you the option to have an alternate host and service/port number.
On startup or after a network break, the DataHub will search first for the primary host, then
for the secondary host, alternating between primary and secondary until a connection is made.
If no secondary host is specified, the connection will be attempted on the primary host only.

@ This feature is not recommended for redundancy because it only checks for a TCP
disconnect. The DataHURedundancyeature, on the other hand, provides full-time
TCP connections to both data sources, for instantaneous switchover when one source
fails for any reason. There is no need to start up the OPC server and wait for it to
configure its data set. You can also specify a preferred source, and automatically
switch back to that data source whenever it becomes available. By contrast, the
primary and secondary host in the tunnel can act as a primitive form of redundancy,
but will only switch on a connection failure at the TCP level, which is only one sort
of failure that a real redundancy pair must consider.

« Local data domain: The data domain in which you plan to receive data.

- Remote data domain: the master DataHub data domain from which you plan to receive
data. Point names will be mapped from the remote data domain (on the master DataHub) into
the local data domain (on this DataHub), and vice versa.

@ Unless you have a good reason for making these different, we recommend using the
same data domain name on both DataHubs for the sake of simplicity.

@ There is a DataHub running on Cogent’s server that you can connect to for testing. Here
are the parameters you will need to enter for it:
- Primary Host: developers.cogentrts.com
+ Port: 4502
+ Local data domain: test
+ Remote data domain: test

6. You now have several options for the mirrored connection.
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Diaka Flow Direction
() Read-write: Send and receive data to and Fram the Master
(%) Read-only: Receive data from the Master, but da not send
() write-only: Send data to the Master, but do not receive

‘When the connection is initiated:
(%) et all values From the Master

WWhen the connection is lost:
() Mark data quality here as "Mot Connected"

(%) Do not modify the data quality here or on the Master

Conneckion Propetties
[Ireplace incoming time stamp with the local current time
[ Transmit point changes in binary (Faster, x86 CPU only)
[ Target is a Cogent Embedded Toalkit server

Heartbeat {ms): | 1000 Retry Delay {ms): | 5000
Timeout {ms): 5000

[ QK ] [ Cancel

Data Flow Direction: lets you determine which way the data flows. The default is
bi-directional data flow between slave and master, but you can effectively set up a
read-only or write-only connection by choosing that respective option.

% To optimize throughput, check th&ead-only: Receive data from the

Master, but do not send option. Only do this if you actually want a
read-only connection. If you do not require read-write access, a read-only
tunnel will be faster.

When the connection is initiated:  determines how the values from the points are
assigned when the slave first connects to the master. There three possibilities: the
slave gets all values from the master, the slave sends all its values to the master, or the
master and slave synchronize their data sets, point by point, according to the most
recent value of each point (the default).

When the connection is lost:  determines where to display the data quality as
"Not Connected"—on the master, on the slave, or neither.

@ If you have configure@Vhen the connection is initiated asSynchronize

based on time stamp (see above), then this option must be sdbtonot
modify the data quality here or on the Master to get correct data
synchronization.

Connection Properties gives you these options:

+ Replace incoming timestamp..lets you use local time on timestamps. This is
useful if the source of the data either does not generate time stamps, or you do not
trust the clock on the data source.

- Transmit point changes in binary gives users of x86 CPUs a way to speed up the
data transfer rate. Selecting this option can improve maximum throughput by up to
50%.

@ For more information, please refer &&ction 19.1Binary Mode
Tunnel/Mirror (TCP) Connections

169



Chapter 13. Linux Connections

« Targetis a Cogent Embedded Toolkit serveallows this slave to connect to an
Embedded Toolkit server rather than to another DataHub.

« Heartbeat sends a heartbeat message to the master every number of milliseconds
specified here, to verify that the connection is up.

- Timeout specifies the timeout period for the heartbeat. If the slave DataHub
doesn’t receive a response from the master within this timeout, it drops the
connection. You must set the timeout time at least twice the heartbeat time.

@ To optimize this setting for slow networks, please refeséztion 19.2,
Tunnel/Mirror (TCP) Connections for Slow Networks

- Retry specifies a number of milliseconds to wait before attempting to reconnect a
broken connection.

7. Click OK to close theTunnel/Mirror Master window. The fields in thdunnelling Slave table
of the Properties Window should now be filled in.

8. Click the Apply button in the Properties Window. If the master DataHub is running, this
DataHub should establish the tunnelling connection, an&thtis should display
Connected . You can view the data with tHeata Browseror view the connection with the
Connection Viewer

Now you are ready to configure the Cascade DataHub on Linux.

13.2. Configuring the Cascade DataHub on Linux

You can configure the Cascade DataHub on Linux from the command line when you start the DataHub
using thedatahub command. A complete list of th#atahub command options is available in the
Cascade DataHub for Linux and QNX manual. Here we will explain only the necessary ones.

Configure the Cascade DataHub as mirroring slave

If the Cogent DataHub on the Windows machine has been configured as a tunnelling master, the Cascade
DataHub on the Linux machine must be configured as a mirroring slave.

1.

Start the DataHub using this command-line syntax:
[sh]$ datahub -M address -m port -n domain

where:

address

The name or IP address of the Windows computer.
port

The TCP port number used by the DataHub for mirroring. The DataHub’s preconfigured
default is4502 .

domain
The name of the data domain on the Cogent DataHub where the OPC data is coming from.

Once you enter this command, the Cascade DataHub will start on the Linux machine and attempt to
connect to the Cogent DataHub on the Windows machine.

To see the data, startihview like this:
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[sh]$ xdhview -d domain &

wheredomain is the same as you entered for the DataHub. When you enter this command, the X
Windows version of a DataHub viewer should open, allowing you to see the incoming OPC data.

Configure the Cascade DataHub as mirroring master

If the Cogent DataHub on the Windows machine has been configured as a tunnelling slave, the Cascade
DataHub on the Linux machine must be configured as a mirroring master.

1.

Start the DataHub like this:
[sh]$ datahub -d domain -p 4502

wheredomain is the same name you entered on the Windows machine &etinete data
domain.

Once you enter this command, the Cascade DataHub will start on the Linux machine and should
accept any attempt by the Cogent DataHub on the Windows machine to make a connection.

To see the data, startihview like this:
[sh]$ xdhview -d domain &

wheredomain is the same as you entered for the DataHub. When you enter this command, the X
Windows version of a DataHub viewer should open, allowing you to see the incoming OPC data.

Please refer to the Cascade DataHub for Linux and QNX manual for more information about using the
Cascade DataHub in Linux.
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You can access live data in QNX 4 or QNX 6, and bring data into the Cogent DataHub from any QNX 4
or QNX 6 program, using the Cogent DataHub in Windows and the Cascade DataHub in QNX. Once
connected, the two DataHubs mirror data across a network or the Internet.

e The Cogent DataHub tunnelling connection is sometimes referred tonasoging connection.

Mirroring means that the data and any updates to that data on one DataHub are exactly mirrored
across the network onto the other DataHub, and vice-versa. For all practical purposes, tunnelling
and mirroring are identical. People working with OPC tend to use the term "tunnelling” while
people from other backgrounds often say "mirroring”. So Cogent uses "tunnelling” for the
Cogent DataHub, and "mirroring” for other Cogent products.
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There are two steps to set this up:

1. Configure the Cogent DataHub on the Windows machine.

2. Configure the Cascade DataHub on the QNX machine.

14.1. Configuring the Cogent DataHub in Windows

1. Connect the DataHub to the OPC server or the OPC client, if you haven't already done so. Please
refer toSection 2.3Connect to an OPC servar Section 2.4Connect from an OPC clierfior
instructions on how to do this.

2. Configure the Cogent DataHub for tunnelling. To do this, you must decide which DataHub (on
Windows or on QNX) will be the master, and which the slave. The master DataHub receives the
initial request from a slave to establish the tunnelling connection, initially or after a network break.
For this reason, we suggest that the computer with the most expected up time be the master. This
could be either the Windows or the QNX machine, depending on your individual circumstances.

@ If the Windows computer is going to act as the master, follow the first procedure. Otherwise,
follow the second procedure.

Configure the Cogent DataHub as tunnelling master

1. Right click on the Cogent DataHub system-tray icon and ch&wsperties.

i ; : Tunnel/Mi
2. Inthe Properties window, sele@innel/Mirror _
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Tunnelingtirror M aster

Accept plaintest connections on service/port; | 4502

Current Connections: 0

Accept secure conhechions on servicepart: 4303

S50 Cettificate: | C-\Program Files\CogentyOPC DataHubhplugin'TCRAd
Current Connections: 0

Try to zend data even if it iz known to be superseded
Boolean Integer Float String

3. IntheTunnelling Master section, you can configure plain-text or secure tunnelling. Ensure that
at least one of these is checked. If you want to change any of the other defaults, please refer to
Section 20.4Tunnel/Mirror for more information.

@ To optimize throughput, un-check tiey to send data even if it is known to be
superseded option. This will allow the DataHub to drop stale values for points which

have already changed before the client has been notified of the original change. The
latest value will always be transmitted.

4. Click OK to close the Properties window.

Configure the Cogent DataHub as tunnelling slave

1. Right click on the Cogent DataHub system-tray icon and ch&wsperties.

. . . T 1/
2. Inthe Properties window, sele@tinnel/Mirror .

Tunnel/Mirror Configuration

Tunneling/Mirar Slave

Act az a tunneling/miror glave to these masters:

On | Host Port  Domain | Remote | S50 Status Add Master...

Edi...

Remove

3. Check the boXAct as a tunnelling/mirror slave to these masters.

4. Click the Add Master... button to assign a master to this slave. Taanel/Mirror Master
Configuration window will open:

TunnelfMirror, Master Configuration

Primary Hosk: | Part: |4502
[Jsecure (S5L)
Secondary Host: Part: | 4502
Local data domain: default Remote user name:
Remote data domain; | default Remote password;

5. Type in the following information:
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« Primary Host: the name or IP address of the computer running the tunnelling master
DataHub.

« Port: the port number or service name for this host. You should use default port number
(4502) unless you have changed the entry in the master DataHub.

. Secondary Host: gives you the option to have an alternate host and service/port number.
On startup or after a network break, the DataHub will search first for the primary host, then
for the secondary host, alternating between primary and secondary until a connection is made.
If no secondary host is specified, the connection will be attempted on the primary host only.

@ This feature is not recommended for redundancy because it only checks for a TCP
disconnect. The DataHURedundancyeature, on the other hand, provides full-time
TCP connections to both data sources, for instantaneous switchover when one source
fails for any reason. There is no need to start up the OPC server and wait for it to
configure its data set. You can also specify a preferred source, and automatically
switch back to that data source whenever it becomes available. By contrast, the
primary and secondary host in the tunnel can act as a primitive form of redundancy,
but will only switch on a connection failure at the TCP level, which is only one sort
of failure that a real redundancy pair must consider.

« Local data domain: The data domain in which you plan to receive data.

- Remote data domain: the master DataHub data domain from which you plan to receive
data. Point names will be mapped from the remote data domain (on the master DataHub) into
the local data domain (on this DataHub), and vice versa.

@ Unless you have a good reason for making these different, we recommend using the
same data domain name on both DataHubs for the sake of simplicity.

@ There is a DataHub running on Cogent’s server that you can connect to for testing. Here
are the parameters you will need to enter for it:
- Primary Host: developers.cogentrts.com
+ Port: 4502
+ Local data domain: test
+ Remote data domain: test

6. You now have several options for the mirrored connection.
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Diatka Flow Direckion
() Read-write: Send and receive data to and Fram the Master
(%) Read-only: Receive data from the Master, but da not send
() write-only: Send data to the Master, but do not receive

when the connection is initiated:
(%) Get all values From the Master

When the connection is lost:
(") Mark data quality here as "Mot Connected"

(*) Do not modify the data quality here or on the Master

Connection Properties
[Ireplace incoming time stamp with the local current time
[ Transmit point changes in binary (Faster, x86 CPU only)
[ Target is a Cogent Embedded Toalkit server

Heartbeat (ms): | 1000 Retry Delay {ms): | 5000
Timeout {ms): 5000

[ QK ] [ Cancel

Data Flow Direction: lets you determine which way the data flows. The default is
bi-directional data flow between slave and master, but you can effectively set up a
read-only or write-only connection by choosing that respective option.

% To optimize throughput, check th&ead-only: Receive data from the

Master, but do not send option. Only do this if you actually want a
read-only connection. If you do not require read-write access, a read-only
tunnel will be faster.

When the connection is initiated:  determines how the values from the points are
assigned when the slave first connects to the master. There three possibilities: the
slave gets all values from the master, the slave sends all its values to the master, or the
master and slave synchronize their data sets, point by point, according to the most
recent value of each point (the default).

When the connection is lost:  determines where to display the data quality as
"Not Connected"—on the master, on the slave, or neither.

@ If you have configure@Vhen the connection is initiated asSynchronize

based on time stamp (see above), then this option must be sdbtonot
modify the data quality here or on the Master to get correct data
synchronization.

Connection Properties gives you these options:

+ Replace incoming timestamp..lets you use local time on timestamps. This is
useful if the source of the data either does not generate time stamps, or you do not
trust the clock on the data source.

- Transmit point changes in binary gives users of x86 CPUs a way to speed up the
data transfer rate. Selecting this option can improve maximum throughput by up to
50%.

@ For more information, please refer &&ction 19.1Binary Mode
Tunnel/Mirror (TCP) Connections
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« Targetis a Cogent Embedded Toolkit serveallows this slave to connect to an
Embedded Toolkit server rather than to another DataHub.

« Heartbeat sends a heartbeat message to the master every number of milliseconds
specified here, to verify that the connection is up.

- Timeout specifies the timeout period for the heartbeat. If the slave DataHub
doesn’t receive a response from the master within this timeout, it drops the
connection. You must set the timeout time at least twice the heartbeat time.

@ To optimize this setting for slow networks, please refegéztion 19.2,
Tunnel/Mirror (TCP) Connections for Slow Networks

- Retry specifies a number of milliseconds to wait before attempting to reconnect a
broken connection.

7. Click OK to close theTunnel/Mirror Master window. The fields in thdunnelling Slave table
of the Properties Window should now be filled in.

8. Click the Apply button in the Properties Window. If the master DataHub is running, this
DataHub should establish the tunnelling connection, an&thtis should display
Connected . You can view the data with tHeata Browseror view the connection with the
Connection Viewer

Now you are ready to configure the Cascade DataHub on QNX.

14.2. Configuring the Cascade DataHub on QNX

You can configure the Cascade DataHub on QNX from the command line when you start the DataHub
using thedatahub command. A complete list of th#atahub command options is available in the
Cascade DataHub for Linux and QNX manual. Here we will explain only the necessary ones.

Configure the Cascade DataHub as mirroring slave

If the Cogent DataHub on the Windows machine has been configured as a tunnelling master, the Cascade
DataHub on the QNX machine must be configured as a mirroring slave.

1.

Start the DataHub using this command-line syntax:
[sh]$ datahub -M address -m port -n domain

where:

address

The name or IP address of the Windows computer.
port

The TCP port number used by the DataHub for mirroring. The DataHub’s preconfigured
default is4502 .

domain
The name of the data domain on the Cogent DataHub where the OPC data is coming from.

Once you enter this command, the Cascade DataHub will start on the QNX machine and attempt to
connect to the Cogent DataHub on the Windows machine.

To see the data, stgghdhview like this:
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[sh]$ phdhview -d domain &

wheredomain is the same as you entered for the DataHub. When you enter this command, the X
Windows version of a DataHub Viewer should open, allowing you to see the incoming OPC data.

Configure the Cascade DataHub as mirroring master

If the Cogent DataHub on the Windows machine has been configured as a tunnelling slave, the Cascade
DataHub on the QNX machine must be configured as a mirroring master.

1.

Start the DataHub like this:
[sh]$ datahub -d domain -p 4502

wheredomain is the same name you entered on the Windows machine &ettnete data
domain.

Once you enter this command, the Cascade DataHub will start on the QNX machine and should
accept any attempt by the Cogent DataHub on the Windows machine to make a connection.

To see the data, stgghdhview like this:
[sh]$ phdhview -d domain &

wheredomain is the same as you entered for the DataHub. When you enter this command, the X
Windows version of a DataHub Viewer should open, allowing you to see the incoming OPC data.

Please refer to the Cascade DataHub for Linux and QNX manual for more information about using the
Cascade DataHub in QNX.
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15.1. Getting data into InTouch

The Cogent DataHub can act as a DDE server to your InTouch application. To access data from the
Cogent DataHub you simply need to configure an InTouch Access Name which points to the cdh data
domain containing the data you are interested in. Then you just associate tagnames in InTouch with
corresponding cdh point names.

Configuring the Cogent DataHub

1. Right click on the Cogent DataHub system-tray icon and ch&woeperties.

2. Inthe Properties window, selebDE .

LDE Server
Act as a DDE server, listening on these services:

Register these DDE services:

DDE Service Mame
datahub

3. Ensure that the bo&ct as a DDE server is checked, and that the namdatahub appears in the
DDE Service Name area. If not, click theddd... button and add the nangatahub .

4. Click OK to close the Properties window.

Configuring InTouch Access Names

For InTouch to establish the connection to the Cogent DataHub you need to set up an Access Name.

1. Inthe InTouch WindowMaker program, from tispecial menu, seleciccess Names.

2. Click the Add button to add a new Access Name.

f

Close

Add..

Add Access Name

Arccess D ataHub

Mode Narne:

Cancel

Application Mame:
datahub

Topic Mame:
DataSim
‘wihich protocol bo uze

@1 O SuiteLink

When to advize server

() idvise all items (%) Advise only active items

[] Enable Secondary Source

3. Enter the information in the Add Access Name window as follows:
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Access

Create a name.

Node Name
Can be left blank if the DataHub is running on the same computer as the InTouch application.
Otherwise, the name of the node that the DataHub is running on.

Application Name
datahub

Topic Name
The DataHub data domain name (in the example above the Access Name would be associated
with theDataSim data domain).

Which protocol to use

SelectDDE.

4. Click OK to add the new Access name.

This Access Name will be associated with all InTouch tags that receive data from the DataHub.

Configuring InTouch Tag Names

To associate an InTouch tag with a DataHub point, the tag must be defined as an I/O type tag.

Read Only Tagnames

The image below shows a tagname configuration for a Read Only Write tagname. This means the value
can only be read from the DataHub into your InTouch application.

Tagname Dictionary g|

O Main - (&) Details (O dlarms ) Details & Alarms

Tagname: | Singe 10 Real

$5ystem (&) Readonly () Read ‘wWiite

Comment:

[JLogData []LogEvents [ Retentive Value [] Retentive Parameters

Iitial Value: |0 Mir ELJ: 05 MaxEL. |05

Deadband: ] Min R aw: 05 Max Raw: 0.5

Eng Units: Log Deadband: |0 CE)DE;‘::[D”O 5 Root
quare Fool

ltem: | Sine [ Use Tagname as ltem Name

In the Tagname Dictionary window:

1.
2.
3.

4,
5.

Choose one of the I/O types of tagname.
Click the AccessNames button and select thBataHub access name.

In the ltem field, enter the name of the corresponding point from the DataSim data domain in the
DataHub.

Enter values foMin EU, Max EU, Min EU, andMax Raw.

Click Save, then clickClose.

Read/Write Tagnames

The image below shows a similar tagname configuration for a Read/Write tagname. This allows you to
both read and write data back to the DataHub from your InTouch application.
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Tagname Dictionary [Z|
O Main - &) Details (O Alarms () Details & Alarms

Tagnarne: | Update | 1/0 Real

$aystem ) Readonly (%) Read Wiite

Comment: || |

[JLogData []LogEvents

hitalvae [0 | Min ELL 0] MaxEL:
Deadband: l:l tir R l:l Max Raw:
B Ul | Log Deadband. l:l CE)DEi\:a[:anO Square Root
Iterm: |UpdateFrequenc:y | [ Use Tagname as ltem Name

15.2. Getting data out of InTouch

The Cogent DataHub can act as a DDE client to your InTouch application. The following describes how
to access InTouch data using a DDE Advise request from the DataHub to your InTouch application.

Configuring the Cogent DataHub
1.

Right click on the Cogent DataHub system-tray icon and ch&woseperties.

2. Inthe Properties window, selebDE .

CDE Client

Request Advise from these services/topics:

Act as a DDE client ko these services and topics:

DDE Connection Name Status

Add...

3. Make sure thé\ct as DDE client box is checked.

®

For best performance, ensure that a DDE server (in this case, InTouch) is running when
using the DataHub as a DDE client. A DDE client can consume substantial system resources

trying to connect if a DDE server is not available.

4. Click the Add button. This opens thBDE Item Definition window where you can add InTouch as a

B DDE Item Definition 3

new DDE service.

Connection Mamne: | InTouch |
Service: | VIEW | Topic: | TAGNAME |
Ikem Mames
Tag_1
DDE Ikem Paint Marne Data Dormain
Tag_L Tag_1 default
oK ] [ Cancel
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5. Enter the information in the DDE Item Definition window as follows:

Connection Name

Create a name for this link.
Service

VIEW
Topic

TAGNAME
I[tem Names

Enter the first INnTouch tagname you want to read into the DataHub, and cliédtheutton. If

you want to change the DataHub data domain into which the InTouch tagnames are read, click
on the list of DDE Items and edit the Data Domain field. Continue adding names by entering
them and clicking thédd button until all names have been added.

6. Once you have defined all the tagnames you want to read from your InTouch application, click the
OK button.

7. Runyour InTouch application and then view the DataHub Data Browser to see the data arrive from
InTouch into the DataHub data domain you defined above.

15.3. Reading and writing data in both directions

Both the Cogent DataHub and InTouch are capable of working with DDE connections in both directions,
so you can configure both as sources of data.

15.4. Error message displayed when starting InTouch
WindowViewer

If you see this error message when you start your application in the WindowViewer program:

M [nitializing /0

'E Cannot access topic "Datasim’ for Access MName "datahub™

Start application "DATAHUB.EXE"?

Es ] [ Mo

Then do the following:

1. Make sure the DataHub is running.

2. Click on theNo button to ignore the error.

You can prevent this error message from happening again by changing the WindowViewer properties by
following these steps:

1. Inthe WindowMaker program’Special menu, choos€onfigure, and thenVindowViewer. The
WindowViewer Properties window will be displayed:

181



WindowViewer Properties:

General |Window Configuration | Home ‘Windows

Chapter 15. InTouch Connections

X

whindowiiewer Startup

[ 5tart up as icon
Wwindawhizwmer Memarny

Always load windows from digk

Optimize perfarmance for memorny

Tirne/Timer Contral

Mirimurn Memary to Keep Free: K. bytes

Transfer bo window aker
[ Clase ‘Windowiewer

Cloze all open windows

Inactivity
Warning:

Timeout:

Il

Time in seconds

Elink Frequency

Tick Interval: 100

Update for Time Variables: 1000

Mizcellaneous

[ Update all trends "fast"

1/0
Retry Initiates: sfos
Hotlirk.z

Show Halo around Hatlink
[ Hala follows object shape

Kevboard
& InTouch Keyboard

() Resizeable Keyboard
Alpha Mumeric keyboard:

L
e

Besp when objects touched  [] Debug scripts

[ Use old Sendkeys

Start local servers

[ Show Halo around Activel contral

e Slw.  [1000
M3ec
P edivim:
Fast: 250
Time in mzec

l| Reinitialize Default

) Windows Keyboard

Mumeric kepboard:

[ wan[_]
I

[ QK ][ Cancel ][ Apply

2. Uncheck theStart local servers option in thel/O section of this window.

3. Click OK, then save your application and rerun the WindowsViewer application.
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The DataHub has a powerful, built-in scripting language caBadhma Using Gamma, you can write
scripts to interact with the DataHub and its data in various ways, such as:

« Attach scripts to specific data points so the scripts are run whenever the point value changes.

«+ Build custom dashboards and summary displays directly in Gamma scripts to create self contained
DataHub applications.

- Create alarm condition scripts and have them display warning messages to the user.

- Create Excel readable log files from your live data by running logging code on a timed interval, or
whenever a point change occurs.

« Connect to ODBC compliant relational databases to extract data as well as create records from live
data.

« Apply linear transforms on data as it passes through the DataHub (for example change a temperature
reading from Celsius to Fahrenheit).

- Create full simulation programs to test production systems before you 'go live'.

Please refer to the DataHub Scripting manual for more information about scripting.

16.1. Tools

The DataHub comes with a built-Bcript Editorfor writing and editing scripts, as well asSzript Log
for viewing script outputs.

Startup File Ioaded

—= databub_cormmand((lag_file ¢ tmp testlog. o))

0 .
|:'|.> LEe e s LR B Scriptl Editor: C:\WProgram Files\Cogent\Cascade DataHub\seripts\WMyXform.g E|@|E
eferm defaull:celdus = 32 * 0.9 File Edit Script

wform default:fahrenhet = 0*

<form default:celus = 14059 [ & I P

*sc:rxm dgqut:;dﬂrml-h-:t = -|.3

siform default:Fahrenheit = 2

foem default:celdus = 35,6000 Find: II] ClMatchcase  [1Regexp

form defaulk:celdus = 32 * 0.9 | ” "

Form defaub-Fahrenhek = 0 + require ("Appli 1on” ) -
sform default:fahrenbet =0 *

Form default:celdus = 32 * 0.9 m Get the Gamma library functions and methods fer ODBC andsor
AT T T w Windows programming. Uncomment either or both. =

requira [ “"wWindowsSuppol
regquire ["ODBCSupport")

i

m Applications share the execution thread and the global name

m Zpace, SO we create a class that contains all of the functions

m and wariakles for the application. This does two things:

" 1" orastes A nmivates nama snanse For the annlication manil b
£ »

Please refer to the DataHub Scripting manual for more information about how to use these tools.
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16.2. DataHub ODBC (Open Database Connectivity)
Scripting

The ODBC support in the DataHub provides an interface to any ODBC-compliant database. It lets you
create a class for any database table, and assign each column of the table as an instance variable of the
class, giving you complete access to any point of data in the database.

L1 Script Log

JoCaCReasult (columns . [{ODBCColumn (columnsize . 1) (databyps | 4) -
{decmaldigits . 0) (name . ") (nulable | 1)}
{CCaCCalumn (columnsize | 8) (datatype . 12) (decmaldighs | 0)
{name | “name”) (rudlable 00
JocaCCalumn (columnsize | &) (dabatype . 12) (decimaldigics . 0)
(name , "owner”) (nullable . 00}
ACACCalumn (columnsize | 5) (dakatype . 12) (decmaldighs | 0)
(name | “species”) (rullable | 0)}F
{08 Colmn (oolumnsize | 1) (datatype . 1) (decimaldipits . 0)
(name | “sece”) (rullabdie . (0}
A0 Cakumn (columnsize | 10) (databypes . 91) (decimaldigits . 0)
{name | "birth") (nullable . 1)}
{oCaCColumn (columnstza . 10) (datatype . 91) (decimaldgits . 0)
(name , “death”) (nulable . 13k
frows . [[1 Pl "Harcld” "cat® "F "1993-02-04" ril]
[2 "Claws" *Gwen” "cat” "m® "1994-03-17" ni]
[3 "Buffy” "Harold” “dog” "F* "1969-05-13" nil]
[‘I “Fang” “Benny” “dog”
L3 ¥

Type a Gamma exprassion and press Enter:

| w

Please refer to the DataHub ODBC Support manual for more information.

16.3. DataHub Windows Scripting

The DataHub offers Windows scripting support, with the classes necessary to create windows, buttons,
frames, tabs, entry fields, and so on—all animated with live data. Here is a screenshot of a test program:
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I Monitor

Start DataSum to see live data here

R adio Buttonz
) UpdateFrequency = 1 () UpdateFrequency = 10

Tranzparency J

Type a gamma command here, then press Enter

Wwavefarms Parameters Ligt

Sine = 0.0370

Ramp = -0.4882
Triangle = 0.0236
Square = 0.5000

Wizit Cogent's web page

Please refer to the DataHub Windows Scripting manual for more information. The code for this example
is in theWindowsExample.g file included in your distribution.
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The Cogent DataHub provides a means for full access control to all DDE, TCP, OPC, and tunnel/mirror
connections, usinguthenticatiorandauthorization Authenticationimits access to recognized users,
based on a username/password combinafathorizationprovides a set of permissions for each user,
allowing access to certain functions while denying access to others.

The DataHub also provides fulISL (Secure Sockets Layamcryption for TCP/IRunnelling and
mirroring connections.

17.1. How to Configure
In the DataHub Properties window, sel&stcurity .

‘ Configure Users and Groups

[ Configure Permissions ]

Maintenance

I Reset Default Users and Groups I

I Reset Entire Permission Database I

Click the Configure Permissions button to open the Edit Permissions window.

¥ Edit Permissions ST
Users | Groupe | HTTF Realms
User Group Membershipa Effective Parmizsions
Usarbiame  Paswoed  LoginCount Select GroupiName Permhame: Value
Anonymous a BascConnectnity = Conneclion
™ o Web\iew Cenrect nie
DDE o HTTPUser Read true
opC 0 Operator Wite e
Mirror 9 =) HTTP
adin 2123¥2.. |0 Cenrect e
v [ . 0 =) WebView

Here you can create and modify groups, and then assign users to those groups.

Groups

Groups provide a convenient way to configure a number of users who have identical permissions. Each
group can be assigned a unique set of permssions frofehmissions table. There are three default
groups:Permissive , WebView, andHTTPUser. To add a group, type a group name in the bottom

row of theGroups table. Check or uncheck the boxes to assign permissions.

For example, in the illustration below &perator has been added that has been given Connection
permissions foConnect , Read, andWrite .
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Users | uludps | allr neaims |
Group Permissions
GroupMame Select PermMame CombineType DataType Value  Description
BasicConnectivity | |(=) Connection
WebView .Connect ..Puan.le .boolean .tn.le -User can connect as a client via
HTTPUser Read AnyTrue boolean true User can read and register data p
» Write AnyTrue boolean true User can write to an existing writa

Users

There are two kinds of users--normal and special. Normal users correspond to individuals with a name
and a password. Special users provide a way to offer different security models for different protocols. For
more information on types of users, please refeéséotion 17.3User Authentication

Users | Groups | HTTP Realms |

User Group Memberships Effective Permissions
UserMame Password LoginCount Select  GroupMame PermMame WValue
Anonymous 0 [ |BasicConnectivity \:) Conneclion
TCP 0 [ | WebView Connect true
DDE 0 [ |HTTPUser | |Read true
OPC 0 Operator Write true
Mimr e - ) e S M T \::. e
admin |2123%2... (0 Connect true

» [ .. |0 (=) WebView

To add a user, type a user name in the bottom row ottber table. When you predsnter, a password
dialog will appear:

e 1

atl Edit Password =NRCN X

User Name: UsEr

Password:

HTTP Realms

Hitp Realm

‘You must re-enter the password in order to modify
HTTP realm assignments.

Cancel

Enter a password and select an HTTP realm for that user. When youQifick string of charaters will

appear in thé?assword field for that user. Passwords are stored using a reasonably strong non-reversible
encryption. If a user forgets his password, it is not recoverable. To change HTTP realm for a user, their
password must be reentered. For more information on passwords, please Sfetion 17.6,

Passwords

HTTP Realms

Here you can maintain a list of HTTP authentication realms. This list is accessed by the DataHub Web
Server, as described hefgection 20.9Web Server
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Users | Groups | HTTF Realms
HTTP Realm

Realm

*

To add an authentication realm, simply type it into the list. One or more of these realms are assigned to
each user when thgrasswords configured (see above).

Common Scenario

The most common Cogent DataHub security configuration is to allow any user to connect via OPC or
DDE, while only allowing authorized users to connect via TCP or via a tunnel/mirror. This eliminates
exposure of the the TCP and tunnel/mirror connections to unwanted Internet and network clients. OPC
and DDE are not exposed in this way.

To configure this scenario, you need to remove all group memberships from the gpemigimous,
TCP, andMirror  users. Simply click on each of these user names in turn, and uncheck all group
memberships for that user. When you are finished, BfiNFandOPCshould have any group
memberships.

17.2. SSL and Firewalls

The Cogent DataHub provides the option to use SSL encryption to protect your data when
tunnelling/mirroring to another DataHub across a network connection. The SSL implementation uses the
default SSL-3 encryption cipher: DHE-RSA-AES256-SHA, which is a 256-bit encryption method. The
Tunnel/Mirrorsection of this manual explains how to configure SSL for tunnelling and mirroring.

SSL Certificates

An SSL certificate is required to use SSL encryption between DataHubs. The DataHub installs a default
SSL Certificate for you, but you can use your own certificate if you prefer.

Because the DataHub is often used under circumstances where it is not possible or desirable to connect
to the Internet, it does not check the issuing authority for a security certificate against the IP address or
DNS name of the target computer, nor does it check the expiry date of the certificate. In most control
applications it is not acceptable for the DataHub to refuse access to a critical process due to a simple
mismatch in machine name declaration or the expiry of a time-limited certificate. Thus, any well-formed
certificate will be accepted. Most important, the data encryption will be performed regardless of the
validity of the certificate.

Firewall Ports

The DataHub lets you specify which ports it will use for tunnelling/mirroring over a network. Firewalled
ports can be secured, because if you open a port on the firewall, any program that attempts to connect on
this port will need to be able to communicate with the DataHub that is listening on that port. As long as
authentications used for tunnelling, even a user who attempts to connect using another DataHub
program will need to have access to a valid username and password.

17.3. User Authentication

Authentication of users is applied on a per-connection basis. This means that whenever a client program
connects to the Cogent DataHub, it must transmit a user name and password in order to authenticate.
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Until the client program authenticates, it operates with the permissions of the anonymous user (see
below). After 5 seconds, the permissions currently in force for the client are checked @orinect
permission. If the client does not ha@®nnect permission, the connection is terminated. The client

may authenticate as another user at any time after it has connected. If a client transmits an incorrect user
name or password, it is not immediately disconnected, but instead keeps the permissions the were in
force prior to the authentication attempt.

Special Users

To facilitate special connectivity needs, the Cogent DataHub has several special usarsofiyraous
userrepresents a client that has not authenticated. When a client first connects, it is given the permissions
of the anonymous user. The client may continue to operate with the anonymous user permissions (so long
as the anonymous user has @ennections Connect  permission), or may authenticate as another

user at any time. In essence, the security of the DataHub is no greater than the permissions given to the
anonymous user. The default distribution of the DataHub has anonymous user permissions enabled.

In addition to the anonymous user, there are special users associated with each connection protocol.
These are essentially anonymous users that are associated with just one particular protocol. The
protocols are:

DDE: Any connection made from a DDE client to the Cogent DataHub.

OPC: Any connection made from an OPC client to the Cogent DataHub.

TCP: Any connection made from a third-party program using a direct TCP connection, the
DataHub API, or a Java applet embedded in a web browser.

Mirror: A mirror or tunnel connection from another Cogent DataHub

When a client connects using one of the above protocaols, it is originally given the anonymous user
permissions, and then promoted to the protocol user associated with the connection type, once the
connection is fully constructed. This allows the Cogent DataHub to apply different permissions to
anonymous connections of different types.

@ OPC users: Since the OPC protocol does not provide a mechanism for authentication, this is the
only mechanism available to limit the permissions of an OPC client.

Normal Users and Groups

Clients to the Cogent DataHub are referred taisars A user name is any combination of letters,
numbers and some punctuation charactergagsworctan be any sequence of characters. Each user has
an associated set permissionsWhen a client transmits a correct user name and password, it acquires
the permissions of that user.

Users | Groups | HTTF Realms

Uszer - Group Memberships Effective Permissions
UserName Password  LoginCourt Select GroupMName PemMame Value
Anomymous 0 BasicConnectivity :- Conneclion
EIGE 0 WebView Connect true
DDE 0 HTTPUser Read true
QFC 0 Operator Write true
Mirror 0 (=) HTTP
admin 2123%2... |0 Connect true

» [ e |0 (=) WebView

Users can be assigned tgmupto simplify the configuration of many users who have identical
permissions. A user can be added to a group at any time. When added to a group, the user’s permissions
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will be altered to match those of the group. If the permissions for the group are subsequently changed,
the change will immediately affect all users in the group. A user may only belong to one group at a time.

17.4. Authorization and User Permissions

Every client program connected to the Cogent DataHub is associated with exactly one user at any given
time. Each user is authorized to access certain features of the DataHub accordingéo fermissions

When a client first connects, it is immediately associated witlatttmymous useand gets those
permissions. Then it gets switched to thpecial usefor the protocol it is connecting on. If the client
subsequently authenticates itself asoamal userit is then granted that user’'s permissions. A client’s
permissions are always the entire permission set for the user that it is currently associated with.

To edit user permissions select the user name ituers list and press th&dd button. This will open
the Permission Editor.

Permissions are categorized into four groups, and defined as follows:

Connection

Connection Connect

This user is allowed to maintain a connection to the Cogent DataHub. When a connection is made,
the client has a 5-second grace period in which to authenticate before the client is disconnected. If
the client does not haw@onnection Connect permissions after the grace period expires, it will be
disconnected.

Connection Read

This user is allowed to read point values and subscribe to point value changes.
Connection Write

This user is allowed to write a new point value to the Cogent DataHub.

Connection Force
If the user ha€onnection Write permission, he may also have this permission. In this case, the
user will able to send thiarce andcforce commands to the DataHub, which will override the

read-only status and timestamp check for a point, thereby forcing a write to succeed where it would
otherwise fail.

Connection CreatePoint

This user is allowed to create new points in existing data domains in the Cogent DataHub.
Connection DeletePoint

This user is allowed to delete a point from the Cogent DataHub.

@ Normally, no client should be allowed to delete points from the Cogent DataHub. Deleting
points can be very disruptive for existing clients. Use this permission with caution.

Connection CreateDomain

This user is allowed to create new data domains. Normally you should alS@seéection
CreatePoint permission when you set this permission for a user.

Connection ChangeModel

This user can change tleganizational hierarchgf the data points. This is the information that
makes the data appear as a tree structure in the Data Browser.
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Connection LoadConfig

This user is allowed to tell the Cogent DataHub to load a specific configuration file.
Connection Connection UserAdmin
This user is allowed to create and edit users and groups non-interactively. This permission is not
currently available.
Connection Connection ConfigAdmin
This user is allowed to transmit commands to the Cogent DataHub to alter the DataHub’s

configuration. This normally includes actions like enabling and disabling particular interfaces and
functions within the DataHub.

Connection Connection Shutdown

This user may transmit aaxit command to the Cogent DataHub, causing it to shut down.

Restrictions

Restrictions LimitConcurrentLogins

This user will be limited to the number of concurrent connections specifiBggtrictions
MaxLoginLimit, regardless of the connection type. For example, iRbstrictions

MaxLoginLimit is 2, the user would be allowed to make two TCP connections, or one TCP and one
DDE connection. This option also applies to anonymous users. This restriction is not currently
being enforced.

Restrictions LimitTotalLogins
This user is allowed to connect to the Cogent DataHub at most the number of times specified by
Restrictions MaxLoginLimit. Once the user has connected to the DataHub this many times, future

attempts to log in will be refused, even after the DataHub has been restarted. This restriction is not
currently being enforced.

Restrictions Expires

This user will be allowed to log in to the Cogent DataHub up to, but not including, the date
specified by thd&Restrictions ExpiryDate. This restriction is not currently being enforced.

Restrictions MaxLoginLimit

An integer specifying the maximum total number of logins permitted, usdRdsyrictions
LimitTotalLogins. This restriction is not currently being enforced.

Restrictions ConcurrentLoginLimit

An integer specifying the maximum number of concurrent logins, usdRdsyrictions
LimitConcurrentLogins. This restriction is not currently being enforced.

Restrictions ExpiryDate

A date, used byrestrictions Expires. This restriction is not currently being enforced.

HTTP

HTTP Connect

This user is allowed to connect to the DataHub Web Server.
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WebView

WebView Connect

This user is allowed to connect to DataHub WebView. When a connection is made, the client has a
5-second grace period in which to authenticate before the client is disconnected. If the client does
not have WebView Connect permissions after the grace period expires, it will be disconnected.

WebView CreatePage

This user is allowed to create pages in DataHub WebView.

WebView CreateControl
This user is allowed to create controls in DataHub WebView. This function is not currently
available.

WebView SavePage

This user is allowed to save his own pages in DataHub WebView.
WebView SaveControl

This user is allowed to save controls in DataHub WebView. This function is not currently available.
WebView DeletePage
This user is allowed to delete his own pages in DataHub WebView. This function is not currently
available.
WebView DeleteControl
This user is allowed to delete controls in DataHub WebView. This function is not currently
available.
WebView ViewPage

This user is allowed to view his own pages in DataHub WebView.
WebView EditPage

This user is allowed to edit his own pages in DataHub WebView.
WebView ViewOtherOwnerPage

This user is allowed to view pages belonging to other owners in DataHub WebView.
WebView EditOtherOwnerPage

This user is allowed to edit pages belonging to other owners in DataHub WebView.
WebView SaveOtherOwnerPage

This user is allowed to save pages belonging to other owners in DataHub WebView.

WebView DeleteOtherOwnerPage
This user is allowed to delete pages belonging to other owners in DataHub WebView. This function
is not currently available.

WebView EditOtherOwnerControl
This user is allowed to edit controls belonging to other owners in DataHub WebView. This function
is not currently available.

WebView SaveOtherOwnerControl
This user is allowed to save controls belonging to other owners in DataHub WebView. This function
is not currently available.

WebView DeleteOtherOwnerControl

This user is allowed to delete controls belonging to other owners in DataHub WebView. This
function is not currently available.
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WebView ViewOnlineHelp

This user is allowed to view the DataHub WebView online help.
WebView Browselnternet

This user is allowed to browse the Internet from within DataHub WebView.
WebView ChangeTheme

This user is allowed to change the DataHub WebView theme. This function is not currently
available.

WebView ChangeOptions

This user is allowed to change DataHub WebView options.
WebView Troubleshoot

This user is allowed to use the troubleshooting abilities of DataHub WebView.
WebView ConfigureTraceSettings

This user is allowed to configure trace settings in DataHub WebView.

17.5. Permissions for the DataHub Command Set

Each time the DataHub receives@mmandrom a client, it checks the client’s user permissions. Before
executing the command, the DataHub compares the user’s permissions to the permissions required to run
the command (shown in the table below). If the user has the necessary permissions, the command is
executed, otherwise an error message is returned.

Command Name Permissions Required
acksuccess none

add Connection Write

alive none

append Connection Write
assembly Connection ConfigAdmin
attribute Connection ConfigAdmin
auth none

authgroup Connection ConfigAdmin
authuser Connection ConfigAdmin

auto_create_domains

Change auto domain creation

auto_timestamp

Connection ConfigAdmin

bandwidth_reduce

none

bridge

Connection ConfigAdmin, Connection Write

bridge_remove

Connection ConfigAdmin

bridge_transform

Connection ConfigAdmin

cforce

Connection Write, Connection Force

cread

Connection Read, Connection CreatePoint

create

Connection CreatePoint

create_domain

Connection CreateDomain

report

Connection Read, Connection CreatePoint

cset

Connection Write, Connection CreatePoint
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Command Name

Permissions Required

cwrite Connection Write, Connection CreatePoint
debug Connection ConfigAdmin

defaultprop Connection ConfigAdmin

delete Connection DeletePoint

deleted Connection DeletePoint

div Connection Write

domain none

drop_license

Connection Connect

dump

Connection ConfigAdmin

echo

Connection Write

enable_bridging

Connection ConfigAdmin

enable_connect_server

Connection ConfigAdmin

enable_dde_client

Connection ConfigAdmin

enable_dde_server

Connection ConfigAdmin

enable_mirror_master

Connection ConfigAdmin

enable_mirror_slave

Connection ConfigAdmin

enable_scripting

Connection ConfigAdmin

enable_tcp_server

Connection ConfigAdmin

error

none

exception_buffer

Connection ConfigAdmin

execute_plugin

Connection ConfigAdmin

exit

Connection Shutdown

failed_license

Connection ConfigAdmin

flush Connection ConfigAdmin

force Connection Write, Connection Force
format Connection Connect

heartbeat none

ignore Connection Read

ignore_old_data

Connection ConfigAdmin

include

Connection LoadConfig

instance

Connection ConfigAdmin

load_config_files

Connection LoadConfig

load_plugin Connection ConfigAdmin
load_scripts Connection ConfigAdmin
lock Connection Write

log_file Connection ConfigAdmin
log_to_file Connection ConfigAdmin

master_host

Connection ConfigAdmin

master_service

Connection ConfigAdmin

mirror_master

Connection ConfigAdmin

mirror_master_2

Connection ConfigAdmin

mult

Connection Write
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Command Name

Permissions Required

on_change Connection ConfigAdmin
point Connection Write
private_attribute Connection ConfigAdmin
property Connection ConfigAdmin
quality Connection Write
read Connection Read
readid Connection Read

register_datahub

Connection Read

report

Connection Read

report_all

Connection Read

report_domain

Connection Read

report_errors

Connection Read

request

Connection Read

request_initial_data

Connection Read

secure

Connection Write

set

Connection Write

show_data

Connection ConfigAdmin

show_debug_messages

Connection ConfigAdmin

show_event_log

Connection ConfigAdmin

show_icon

Connection ConfigAdmin

show_properties

Connection ConfigAdmin

show_script_log

Connection ConfigAdmin

slave Connection Read
subassembly Connection ConfigAdmin
success none

sync Connection Write
taskdied Connection ConfigAdmin
taskstarted Connection ConfigAdmin
tcp_service Connection ConfigAdmin
timeout none

transmit_insignificant

Connection ConfigAdmin

type Connection ConfigAdmin
unload_plugin Connection ConfigAdmin
unreport Connection Read
version none

warn_of_license_expiry

Connection ConfigAdmin

write

Connection Write

OPC-specific commands

enable_opc_client

Connection ConfigAdmin

enable_opc_server

Connection ConfigAdmin

OPCAddItem

Connection Write

OPCAttach

Connection ConfigAdmin
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Command Name

Permissions Required

OPCDetach

Connection ConfigAdmin

OPClnit

Connection ConfigAdmin

DDE-specific commands

DDEAdvise

Connection Write

DDEConnect Connection ConfigAdmin
DDElInit Connection ConfigAdmin
DDEService Connection ConfigAdmin
DDEUnadvise Connection Write
DDEUnadvisePoint Connection Write
EnableDDEServer Connection ConfigAdmin

17.6. Passwords

The authentication information for passwords is stored in a database in the configuration directory in a
non-reversible encryption. They are secure.and non-recoverable. If a user forgets his password, it cannot
be retrieved or regenerated.

When a password is associated with a mirror/tunnel connection, it is stored in a weakly encrypted form
on disk, in theCogent DataHub.cfg file. This is a reversible encryption, so a good security policy
would be to deny access to this file to untrusted users.

When a password is transmitted across the network, it is transmitted in plain text. This is necessary to
accommodate the variety of clients that could generate an authentication request. If the network is itself
insecure, it is advisable to use a VPN (Virtual Private Network) or enable SSL for mirror/tunnelling to
encrypt the network traffic.
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This chapter gives an overview of how the Cogent DataHub handles data and the various protocols it
works with.

18.1. Data Points

18.1.1.

18.1.2.

18.1.3.

18.1.4.

Each value stored in the Cogent DataHub is callpdiat. A point has the following attributes:

- Name: a character string. Currently the only limit on length is internal buffer size, about 1000 bytes
by default.

- Value: an integer, floating-point number, or character string.

- Time: the date and time of the last significant change to the point’s value, confidence, quality or other
status information.

« Quality: the quality of the connection, assigned by the Cogent DataHub for this point, s@Gods
Bad, Last known , Local override , etc.

- Confidence:a value from0 to 100 that indicates as a percentage the probability that the value shown
for the point is actually its true value. This feature can be accessed and changed only by using the API.
The Cogent DataHub never uses confidence itself, but carries it for use by client applications.

Creating New Points

The Cogent DataHub automatically creates a point whenever a connecting program tries to read, write,
or create a point that doesn't exist. When the point is created, the Cogent DataHub assigns its value,
time, quality, and confidence.

It is possible to have the Cogent DataHub create points and assign values to them at startup. Sometimes
referred to aseedingthis is done with supplemental configuration files. Please refSetdion 1.6,
Configuration Filedor more details.

Deleting Points

It is not possible to directly delete points from the Cogent DataHub. This is because a connecting process
may be using that point. Performance does not suffer if there are unused points in the system, but some
users prefer to remove them to just keep things tidy. Should a point no longer be in use or requested by
any participating program, when the DataHub is shut down and restarted, the point will no longer appear.
For mutliple instances of the DataHub connected via a tunnel/mirror connection, all of them must be shut
down together to ensure that a point is deleted.

Viewing Data Points

You can view the values of all data points with thata Browser

Point Size Limits

The Cogent DataHub itself does not limit the size of a point data message. The only limits are those
imposed by the operating system, and in Windows there are no such limits. If, however, you intend to
share data between with Linux or QNX computers, there is a limit of 64000 bytes for QNX and 128000
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bytes for Linux. In any case, bear in mind that very large values will take some time to be transmitted
over a network.

18.2. Data Communication Concepts

18.2.1.

18.2.2.

18.2.3.

These basic concepts of data communications will help you understand how the Cogent DataHub works.

Send and Receive Data

- Send/write data: A programsendsa value for a data point, and the DataHub recordsyrites the
value for that point. This type of communicationsignchronousThe send and the write are
essentially two parts of a single process, so we use the terms pretty much interchangeably. You can
write a value to the DataHub manually using thata Browser

A typical write command from a program using DDE protocdDISEPoke

- Receivel/read dataA program requests teceivethe value of a data point. The DataHub then
responds by sending the current value of the point. We calt¢laidingthe value from the Cogent
DataHub. Again, we sometimes use the two terms interchangeably, and again, this type of
communication isynchronous

A typical read command from a program using DDE protoc®BERequest

- 'Automatic’ Receive: It is possible to set up live data channels, where a program receives updates on
data points sent from the Cogent DataHub. How it works is the program sends an initial request to the
DataHub to register for all changes to a data point. The DataHub immediately sends the current value
of the point, and then again whenever it changes. The DataHub can receive data automatically in a
similar way. Thisasynchronoutype of communication is sometimes referred tgablish-subscribe

A DDEAdvise command sets up this type of connection, which is calleddwise loop

Client - Server

Exchanging data with the Cogent DataHub is done through a client-server mechanism, wicéemthe
requests a service, and tberverprovides the service. Depending on the programs it interacts with, the
DataHub is capable of acting as a client, as a server, or as both simultaneously.

The client-server relationship itself does not determine the direction of data flow. For example, a client
may read data from the server, or it might write data to the server. The data can flow either way; the
client might initiate a read or a write, and the server would respond.

Synchronous and Asynchronous Communication

Every type of communication, natural or man made, comes in two basic fegmshronousr
asynchronous

« Synchronous communication means that for each message, the sender expects to get a reply from the
receiver, like a telephone call. There is a back-and-forth exchange, so that each party knows that the
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other is receiving the message. If there is no response, you can be pretty sure that communication
didn’t occur.

« Asynchronous communication means that a message gets sent but the receiver is not expected to reply,
like a radio broadcast or a newspaper.

Each of these communication types has its own value and purpose in data communications, and the
Cogent DataHub is capable of both. The specific circumstances and application will determine which
form of communication you end up using.

18.3. Data Exchange Protocols

The Cogent DataHub relays data between programs @@ TCP, or DDE. It alsotunnelsdata over a
network or the Internet using TCP. This section gives an overview of these protocols.

18.3.1. OPC Protocol

OPC (OLE for Process Control) is an interface specification for data communications that is popular in
industrial environments. Please refetppendix E,OPC Overviewfor general information about OPC.

OPC connections are alwagkent-server Setting up the DataHub to use OPC is simply a matter of
configuring it to actas a clienbr as a serveif acting as a client, it will automatically attempt to find or
start the OPC server that has been configured, and then start receiving data. If acting as a server, it will
automatically respond to requests from any OPC client on the system.

OPC Items and Properties

The OPC protocol uses the concept ofitmmas a way to structure data. Every item has 6 required
properties Value, Timestamp, Quality, Access Rights, Scan Rate, and Canonical Type. As users of the
data, we are mostly interested in Value, Timestamp, and Quality. Items can also have up to 30 optional
properties, such as Description, Engineering Units, High, Low, Alarm Level, and so on. For example, an
item might represent a temperature reading on a tank like this:

Property Current value

Value 47.2

Timestamp Apr 27 16:27:24.300
Quality Good

High 60.0

Low 38.5

Alarm Level 54.0

Engineering Units Celsius

Description Temperature of Tank A

The Cogent DataHub maintains an item and all of its optional properties as separate data points. The
item’s 6 required properties are maintained internally, but the DataHub displays the information
corresponding to the Value, Timestamp, and Quality in the Data Browser under the cMamesDate
andQuality.

This relatively simple picture becomes more complex when we learn that the OPC specification allows a
property to be an item in its own right. This implies, in turn, that properties can have properties. Some
OPC servers implement properties as items, and some do not. Normally when an OPC server does treat
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properties as items, those items have only the 6 required properties and you don't get an infinite
recursion.

This has implications for configuring the Cogent DataHub and working with data sets. If an OPC server
implements properties as items, the DataHub could potentially have access to many more data points
than for an OPC server whose items are not properties. For this reason, the Cogent DataHub makes it
optionalto pick up all items that are properties.

It also affects the results offdtered connection to an OPC server. Filters set up in the DataHub are
based on items. If your OPC server implements properties as items, and if you choose to pick up all
items that are properties, any filter you run apply to those items as well.

DDE Protocol

DDE (Dynamic Data Exchange) is a well-established mechanism for exchanging data among processes
in MS-Windows. There are three DDE commands for establishing communication with Windows
programs such as Excel. Which of these commands you use depends on how you plan to control the flow
of data between the spreadsheet and the Cogent DataHub.

1. DDEPokewritesa data value to the Cogent DataHub. For example, to send a value from an Excel
spreadsheet to the DataHub, DBEPoke command is run from within an Excel macro. For more
details, please refer t8ection 6.2.2Method 2 - Writing Excel macros that use th®EPoke
command

2. DDERequestreadsa data value from the Cogent DataHub. To get that value into Excel, for
example, thddDERequestcommand is run from within an Excel macro. For more details, please
refer toSection 6.1.2Method 2 - Excel Macros usinmgDERequest

3. DDEAdvise creates a connection, called advise loopthat updates a new data value
automatically The advise loop is a unidirectional link, established by a client program that wants to
receive data from a server program. The client continues to receive new point values as long as the
two programs are running, or until the advise loop is terminated.

You can usédDEAdviseto read data from the Cogent DataHub by configuring the DataHub to act
as aDDE Server For an example using Excel, please refeséxtion 6.1.1Method 1 - Drag and
Drop usingDDEAdvise

Likewise, you can usBDEAdvise to write data to the Cogent DataHub, by configuring it to act as a
DDE Client For an example using Excel, please refeBaztion 6.2.1Method 1 - Configuring
DDEAdviseloops in the Cogent DataHub

For more information on DDE, please referAppendix F,DDE Overview

TCP and Tunnelling/Mirroring

The Cogent DataHub uses TCP to communicate over a LAN, WAN, or the Internet. You can join two or
more copies of the Cogent DataHub together over TCP and share exact copies of the data through data
tunnelling/mirroring Tunnelling/Mirroring means that the data and any updates to that data on one
DataHub are exactly tunneled/mirrored across the network onto any other DataHub that is connected.
Once a tunnelling/mirroring connection is established each participant maintains and updates an identical
data set, as simultaneously as the TCP connection will permit. For more information on
tunnelling/mirroring, please refer ection 20.4Tunnel/Mirror.
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The DataHub API
The DataHub APIs for C++, Java, and .NET lets any TCP-enabled program interface with the DataHub.

18.4. Data Organization

18.4.1.

18.4.2.

The Cogent DataHub offers a hierarchical system to organize your data. The hierarchy is separate from
the actual data. It contains points, but is not made up of data, per se. You specify the data model, similar
to specifying a class in a programming language, and then you create zero or more instances of that data
model. The data hierarchy can be viewed in the left-hand pane of the Data Browser window.

L1 OPC DataHub Data Browser: 3 points
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[ske

[+ W
[0
Ot ...

Proirt Nams
-]

posion
powwered

Ciuslity
Local 7
Local 5.2
Local 1

Crag & Drop Style: | MS Office (Excel/Ward)

Data Domains

The highest level of the data hierarchy is the data domain. You can create as many data domains as you
need, and use them to separate data by user, function, or any other criteria. Points in different data
domains can have the same name because each data domain creates a separate namespace. Two data
domains you are probably familiar with adefault , the default data domain, afrhtaSim which

holds data from DataSim. All the data domains in the DataHub are listed @eheral option of the
Properties window

The written syntax used by the DataHub to denote data domains and points is:
domain : point

In many cases, this is the only level of data organization you will ever need. However, should you desire
a more sophisticated way to structure your data, the DataHub provides a way.

Assemblies, Subassemblies, Attributes, and Properties

Within a data domain, data can be arranged hierarchically as assemblies, subassemblies, attributes, and
properties. Each assembly can have zero or more attributes and zero or more subassemblies, and each
attribute can have zero or more properties. Subassemblies can have subassemblies. You can think of
assemblies and subassemblies as branches in a tree, and attributes as the leaves. Here is an example of
what a tree might look like:
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Data Domain
Assembly
Subassembly (zero or more)
Attribute  (zero or more)
Property (zero or more)
Attribute...
Attribute...
Attribute...
Property...
Property...
Property...
Subassembly
Subassembly
Attribute...

Property...
Property...
Attribute...
Attribute...
Property...
Assembly...
and so on.

The written syntax for all of these levels uses a dgttp divide the names, rather than a colon that was
used for the data domain name. Hence, the syntax of point in a property in an attribute in a subassembly
in an assembly in a data domain would be:

domain : assembly . subassembly . attribute . property

Properties describe the attributes in more detail. An attribute can hdefalt propertysuch that if you
interact with the attribute point directly you will in fact be interacting with its default property. For
example, an item might hglant.temperature , with propertiesralue , highlimit  , units

This would create 4 tags:

plant.temperature

plant.temperature.highlimit

plant.temperature.units
plant.temperature.value

The tags:

plant.temperature
plant.temperature.value

are aliases of one another. Both refer to the default propeiaot.temperature . If you specify
no property at all for an item, the item takes on the default property.

Attributes and Types

It is common for attributes to contain the same type of information. For example, all temperatures in a
system are likely to share units, high alarm level, and value. To avoid repeating this information for each
and every temperature in the system, we ugga A type is the prototype, or class, of an attribute. You
define a type and its properties first, and then define attributes of that type on assemblies. When the
assembly is instantiated, its attributes are instantiated by creating an attribute and then assigning the
properties to it that are associated with the attribute’s type.

There is an alternative to using types and attributes as described Ipereta attribute A private

attribute provides a one-commamtigate_attribute ) means of creating an attribute on an assembly

without having to define a type. This prevents the attribute properties from being shared across more than
one attribute in the assembly or in other assemblies, but is easier to use when defining simple hierarchies.
(SeeExample 2)
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18.4.4. Example 1: Attributes and Types

Suppose we want to create a hierarchical data model like this: We have a control system consisting of
process areas, that we will call "Plants". Each plant contains 2 boilers, and each boiler has a pump and 2
valves. Each boiler measures temperature, pressure and level. Each pump measures speed, on/off state
and operating temperature. There are two types of valves - a normal one that only measures position, and
another that also verifies that it has power applied to it. Temperatures have a value and a high alarm limit.

The sample filglant.cfg shown below included in the DataHub distribution will create a point
hierarchy in thedefault  data domain that looks like this:

DataSim Faint Mare Date Quality  valus
=I- default narne Oct... Local... PY7?
= plant1 position ock.,, Local.. G2
= baileri powered Cck... Local... 1
=/ pump
kemperature
walvel

pressure
kermperature
+- boiler2
= plantz
+- boiler1
+- boiler2

You can have the DataHub load tigint.cfg configuration file on startup (s&=ction 1.6,
Configuration File$.

;;» Create a generic object to share all of the common properties and
;;» attributes in the model. Give it a common property, called "name"

(assembly default Object)
(property default Object AUTO name string rw "unnamed" 100)

;;; Create a temperature attribute that can be shared by boilers and pumps.
;i It has three properties: value,highlimit,units

(type default Temperature)

(property default Temperature AUTO value R8 rw 0 100)
(property default Temperature AUTO highlimit R8 rw 120 100)
(property default Temperature AUTO units STRING rw "C" 100)
(defaultprop default Temperature value)

;;» Create a pressure attribute for boilers.

(type default Pressure)

(property default Pressure AUTO value R8 rw 0 100)

(property default Pressure AUTO units STRING rw "kPa" 100)
(defaultprop default Pressure value)

;;; Create a plant model, sharing the properties and attributes of "object”
(assembly default Plant Object)

;;; Create a boiler model, as an "object"

(assembly default Boiler Object)

(attribute default Boiler temperature Temperature)

(attribute default Boiler pressure Pressure)

;;; Create a pump model, as an "object"
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(assembly default Pump Object)

(attribute default Pump temperature Temperature)
(property default Pump AUTO speed R8 rw 0 100)
(property default Pump AUTO state 14 rw O 100)

;;; Create a valve object. It has a property, position, directly

;;; attached to the assembly. We do not need an attribute unless
i there is more than one property to be associated with it. In
;;» this example position has only a value, without limits or
5nunits.

(assembly default Valve Obiject)
(property default Valve AUTO position R8 rw 0 100)

;;; Create a specialization of a Valve that also measures whether
5 the valve is powered.

(assembly default Powervalve Valve)
(property default Powervalve AUTO powered 14 rw O 100)

;» Create the hierarchy in the model

v Plants have two boilers, named boilerl and boiler2
(subassembly default Plant Boiler boilerl)
(subassembly default Plant Boiler boiler2)

;» Boilers have one Pump, named pump
(subassembly default Boiler Pump pump)

;;; Boilers have a normal valve and a powered valve, named valvel
;»and valve2 respectively.

(subassembly default Boiler Valve valvel)

(subassembly default Boiler Powervalve valve2)

;;; Create two plants named plantl and plant2. These actually

5 create the data points in the DataHub and arrange them in

;. the hierarchy specified above. Up to this point, the commands
;i have just been building a model. These calls instantiate the
5 model.

(instance default plantl Plant)
(instance default plant2 Plant)

18.4.5. Example 2: Private Attributes

Here is a simpler example for creating a hierarchical data model using private attributes. This models a
control system in a factory with 2 pumps. The sample file shown below will create a point hierarchy in
thedefault data domain that looks like this:

default Point Mame | Date Quality | Type
=) testdomain amps Dec 31 19:00:00,000  Good  RE
=l Fackoryl Flona Dec 31 19:00:00,000  Good RE
onaff Dec 31 19:00:00.000 Good  BOOCL
pumpz

; Create two assemblies.
(assembly testdomain factory)
(assembly testdomain pump)

;. Create two subassemblies.

(subassembly testdomain factory pump pumpl)
(subassembly testdomain factory pump pump2)
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; Assign private
(private_attribute
(private_attribute
(private_attribute

; Instantiate the

attributes.

testdomain pump flow R8 rw 0 100)
testdomain pump amps R8 rw 0 100)
testdomain pump onoff BOOL rw 0 100)

model.

(instance testdomain factoryl factory)

Chapter 18. Working With Data

205



Chapter 19. Optimizing Data Throughput

The Cogent DataHub has a wide range of configuration options. Among these there are several settings
that will optimize data throughput. These are explained in this chapter.

19.1. Binary Mode Tunnel/Mirror (TCP) Connections

TCP/IP connections to the Cogent DataHub can be either ASCII or binary mode. A large part of the CPU
cost of transmission is marshalling messages (constructing messages at the source and parsing them at
the destination). The binary mode is more efficient in both network bandwidth and CPU usage for both
the sender and the receiver. Binary mode requires that the CPU architecture of the sender and the
receiver agree, so you can only use this mode if you are running both the sender and the receiver on an
Intel x86 CPU. The CPU gain could be as much as 50% when using binary mode. Numeric data benefits
most from this option.

How to Optimize

- For tunnelling connections, always use binary mode if possible. Please refer to How to Optimize,
Procedure 19.Binary mode transmissidior details.

« For TCP/IP connections using the C++ API, always use binary mode if possible. Please refer to How
to Optimize,Section 19.7.2DataHub C++ APIfor details.

- Always use binary mode when writing programs in Linux or QNX with the Cogent C API. Please
refer to Optimizing Throughput in the Cogent C APl manual for details.

19.2. Tunnel/Mirror (TCP) Connections for Slow Networks

The Cogent DataHub uses a heartbeat to determine the status of the network connection. The
tunnel/mirror slave sends a special heartbeat message to the master at specified time intervals, to detect
network failures. If the master does not respond within a certain timeout period, the slave changes the
status of its connection @isconnected and attempts to reconnect.

The timout value is usually at least twice the heartbeat rate, and the default setting is five times the
heartbeat rate. However, if you have a very slow or irregular network connection, the best thing to ensure
that the connection remains open is to override the DataHub timeout, and use the TCP timeout
mechanism. It takes longer to detect a network failure, because it waits as long as the TCP stack waits. It
means the slowest recognition of a broken link, but doesn’t give up until TCP says the link is really dead.

How to Optimize

- To ensure the longest-lasting TCP connection over a very slow network, you need to set the heartbeat
Timeout to 0. This will cause the DataHub to ignore its heartbeat settings and rely on the TCP
implementation for detecting a broken connection. Please refer to How to OptiPnaeedure 19.3,

Slow networKor details.

19.3. Old Value Queuing

The Cogent DataHub maintains a queue of old values for all registered points for each client. The depth
of this queue is variable. The purpose of queuing old values is to reduce the chance that a data change
will be missed during bursts of abnormally high data flow.
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For example, if a switch is turned on, then off, then on again very rapidly, the data might arrive at the
DataHub so quickly that it has no opportunity to send it where it needs to go before the next value
arrives. If this happens, the DataHub may only transmit the final "on" value and the client will not notice
that there was in fact an on-off-on transition.

The Cogent DataHub can maintain a short queue to reduce the probability of this happening. If the queue
is at least three values deep, the DataHub will send the on-off-on transition even if it knows that the first
two values are already stale.

Old value queuing is harmless so long as periods of abnormally high data flow are short. If the data flow
rate is high enough that the DataHub can never keep up, the effect is that the old value queue will always
be full, no matter how long or short it is. The CPU cost of maintaining even a short queue in a sustained
overload situation is very high, and depends on the queue depth. S&eatsm 19.6CPU Saturation

How to Optimize

- If your system runs at CPU saturation, eliminate the old value queue if at all possible for TCP/IP
connections. Please refer to How to OptimiRepcedure 19.401d value queueing and un-buffered
deliveryfor details.

- If your system runs at CPU saturation, eliminate the old value queue if at all possible for the Gamma
scripting engine. Please refer to How to Optimi8ection 19.7.3Gamma script$or details.

19.4. Un-Buffered Delivery

The Cogent DataHub buffers data that will be transmitted to a client such that if it knows that more
incoming data is available, it will hold off outgoing transmissions until it has a complete data set to send
onward to the client. This does not introduce extra latency because the DataHub will only accumulate
data destined for a client that arrives together in an incoming message.

This buffering greatly increases efficiency by reducing thread context switching and by giving its
protocol-specific data transmitters an opportunity to collect more than one data change into a single
outgoing message.

One of the side-effects of buffering is that the old value queue will be more likely to fill. If your
application is very sensitive to every change of value, then it may be necessary to turn off the buffering.
The CPU penalty for turning off buffering is very high, perhaps as much as 200% in heavy load
conditions.

How to Optimize

Do not use un-buffered data delivery in high load conditions unless you absolutely must. Please refer to
How to Optimize Procedure 19.401d value queueing and un-buffered delivéoy details.

19.5. Screen Output

Output to the screen can use a huge amount of processing time. The worst offenders are multi-line text
boxes where text is constantly being added and scrolled. If you think that the CPU usage for the Cogent
DataHub is too high, close all Event Log and Script Log windows.

You may also find that the Data Viewer window uses too much CPU if the data is changing very rapidly
or if the number of data points visible in the right-hand pane of the Data Viewer is very large. Try closing
the Data Viewer to reduce CPU load. If you need to monitor some data in the Data Viewer, consider
using bridging to collect the subset of data points that you need into separate data domain. Viewing that
subset of the data will consume less CPU and may have the added benefit of being more convenient.
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How to Optimize

+ Close the Event Log windows when not in use.
« Close the Script Log window when not in use.

- Close the Data Viewer when not in use, or bsielgingto create a smaller subset of data in a separate
data domain.

19.6. CPU Saturation

When your system is running with maximum CPU utilization, the transmitting and receiving threads
within the Cogent DataHub must all share the CPU available. This will cause data to be queued more
frequently, and will cause the DataHub to take measures to cope with the lack of CPU. The DataHub
treats a high-CPU condition as if the various connections cannot consume data as quickly as it is
available. It will begin tracking and ultimately discarding old data values, and will more aggressively
accumulate data changes into larger messages wherever possible. The DataHub’s goal is to ensure that
latency remains low, that all clients continue to receive data, and that the clients always receive the most
recent data that is available.

This effort to cope with reduced resource availability also uses more CPU, somewhat further increasing
the system load. Ibld value queueare deep, the system can reach a "tipping point" from which it is
difficult to recover without severely reducing the input data rate.

How to Optimize

Avoid running your system at maximum CPU capacity.

19.7. How to Optimize

19.7.1. Tunnel/Mirror (TCP) connections

Read-only connections

On theslaveside of the connection, you can determine the data flow direction for the connection. If the
data flow is to be one-way, from the master to the slave (i.e. the slave will only read from the master, not
write), you will get the fastest performance by configuring the connection "read-only", as follows:

1. Onthe DataHub that is making tistaveside connection, right click on the DataHub system-tray
icon and choos@roperties.

. . . &> Tunnel/Mirror
2. Inthe Properties window, selettinnel/Mirror

3. IntheData Flow Direction section, seledRead-only: Receive data from the Master, but do
not send.

Data Flow Direction
() Read-write: Send and receive data ko and From the Master
(%) Read-only: Receive data from the Master, but do not send
) Write-only: Send data to the Master, but do not receive

4. Click Apply.
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Binary mode transmission

Ensure that thelaveside of the tunnel/mirror connection is set to use binary mode transmission:

1. Onthe DataHub that is making tistaveside connection, right click on the DataHub system-tray
icon and choos@roperties.

. . . &> Tunnel/Mirror
2. Inthe Properties window, selettinnel/Mirror

3. IntheTunnel/Mirror Slave section, highlight the host name of the tunnelling master, and click the
Edit button to open the Tunnel/Mirror Master Configuration window.

4. Check thelransmit point changes in binary box.

Connection Properties
[ 1replace incoming time stamp with the local current time
Transmit poink changes in binary (Faster, x36 CPU only)
[ ]Target is a Cogent Embedded Toolkit server

Ha=rFha ok froee n ke Malau Froeye |=nlnin]

5. Click Apply.

For more information, please refer &ection 19.1Binary Mode Tunnel/Mirror (TCP) Connections
Slow network

To optimize performance for a slow network, you can set the heartbeat time@atttheslaveside, as
follows:

1. Onthe DataHub that is making tistaveside connection, right click on the DataHub system-tray
icon and choos@roperties.

&> Tunnel/Mirror

2. Inthe Properties window, selettinnel/Mirror

3. IntheConnection Properties section, ente® in the Timeout entry field.

Connection Properties
[ ]Replace incoming time stamp with the local current time
Transmit point changes in binary (Faster, x&6 CPU anly)
[ ]Target is a Cogent Embedded Toolkit server

Heartbeat (ms): | 1000 Retry Delay {ms): | 5000
Tirmeouk (ms): a
'al's r_

4. Click Apply.

For more information, please refer$ection 19.2Tunnel/Mirror (TCP) Connections for Slow Networks
Old value queueing and un-buffered delivery

Configure themaster side of the tunnel/mirror connection:

1. Onthe DataHub that is thrmasterfor the tunnel/mirror connection, right click on the DataHub
system-tray icon and choofeoperties.
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&> Tunnel/Mirror

2. Inthe Properties window, selettinnel/Mirror
3. IntheTunnel/Mirror Master section, you can choose between one of three states:

« No queuing with buffered delivery. This is the fastest state. To do this, un-check the opfign

to send data even if it is known to be superseded in the Tunnel/Mirror configuration tab:

LN | e LSRNy |y LS L e Y L=}

[]7ry to send data even if it is known to be superseded

- Queuing with buffered delivery. This is a reasonable compromise that will keep up to three old

values for each data point if there is a short burst of heavy data traffic. If there are more than three
values for a point outstanding, the oldest will be discarded. To do this, check the dptit;m

send data even if it is known to be superseded, but do not select any of the data types below

it:

Try ko send data even if it is known to be superseded
[ ]Boolean [ ]Integer [ ]Flaat []string

Queuing with un-buffered delivery. This is the slowest mode, but also the one least likely to
discard old values during short periods of heavy data traffic. In this mode there is a queue of up to
3 old values for each data point. In addition, you may choose to force the data transmission when
a point with any of the specified types changes. The goal here is to possibly allow buffering (and
hence, possible discarding of old values) for some types, while attempting to preserve all changes
for other types. For example, here we have chosen to force an outbound transmission if any
boolean or string value changes, but to buffer any changes in floating point and integer types:

RS | e LSRN |y [ L= SR L) Y L5
Try to send data even if it is known to be superseded
Boolean [ ]integer [ ]Float Skring

4. Click Apply.

For more information, please refer &ction 19.30Id Value Queuing@ndSection 19.4Un-Buffered
Delivery.

DataHub C++ API

Binary mode connections

1. Inyour program, call the method

CDataHubConnector::sendBinaryPointMessage(bool enable)

to enable or disable binary messages.

For more information, please refer $ction 19.1Binary Mode Tunnel/Mirror (TCP) Connections
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19.7.3. Gamma scripts

The Gamma engine services all DataHub scripts through a single queue, for the sake of efficiency. This
means that any changes you make to the default behaviour will apply to all running scripts. By default,

the Gamma engine runs with a 3-deep queue and buffered transmission. This is equivalent to the queuing
with buffered delivery option (above) for TCP/IP connections. As of Cogent DataHub version 6.4.2, you
can modify the behaviour of the queuing and the buffering via Gamma function calls:

« set_point_queue_depth lets you specify the depth of the per-point queue. It is wise to keep this
value small. Please see set_point_queue_depth in the DataHub Scripting manual for details about this
function.

- get_point_queue_depth determines the current point queue depth for Gamma. Please see

get_point_queue_depth in the DataHub Scripting manual for details about this function.

- set_point_flush_flags sets which data types will cause the point buffer to immediately be
transmitted to the Gamma engine. Please see set_point_flush_flags in the DataHub Scripting manual
for details about this function.
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This is where you can configure the Cogent DataHub.

88 Cogent DataHub Properties =1 S
l G Genenl ] | General Settings
orC
oA OPC Data Changes
TPC OPC ABE | Do ot transmit insignificant changes
&P Tunnel/Mirror Do ot transmit changes with an old timestamp
| Automaticaly add a timestamp to unstamped changes
@l Bridging
Starthip
bl oo
| Shaw the splash soreen at startup
o orC X6
d | Show & waming message if running in demonstration mode
=] QuickTrend Start when you log on to Windows
EI Email/SM5 Mllow Brily o Funfilng Brogra m instance
@ Historian Dedare these data domains:
£ Dats Logging Diata Domain MName | Add.. |
OPCAE | Edt...
@) Redundancy Status L
default | memove |
[ webview “ !
=) s, Monitor
& sys Monita
@ Web Server
(&L Scripting | Automaticaly add domains requested by dients
J Sacurity —_—
Interface Language: | -
'\?\‘h Licenses

| viewpata || view Connections Eventlog ||  Saiptiog

For all the options (General, Data Domains, DDE, etc.) in this window:

- TheOK button applies changes and closes the window.

« TheApply button applies changes but leaves the window open.

The Cancel button closes the window without applying any changes.

« TheHelp button opens the help window for the current option.

20.1. General
This first option in the Properties Window lets you control how changes to data

are transmitted from the Cogent DataHub.

Data Changes

Do not transmit insignificant changes will reduce traffic by allowing only significant changes to the

data to be sent. A changesggnificantif a property of the point other than the time-stamp changes. That
normally means a change to either the value or the quality of the point. A change in only the time-stamp
is considered insignificant. Some polled data sources change the time-stamp on each cycle, even if the
value doesn’t change. If network bandwidth is a concern, you can use this option to update the point only
when the value has changed.

Do not transmit changes with an old timestamp allows only current or future changes to be sent.

Automatically add a timestamp to unstamped changes stamps the current time onto any changes
that haven't already been time stamped.
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@ This should stay checked unless you have specific reason to uncheck it. Unchecking it may cause
changes made through DataSim, the Data Browser, and other programs to receive timestamps of
0 (Dec 31 19:00:00:00.000 ). If this button isuncheckednd theDo not transmit
change with an old timestamp is checkedthen any changes with a 0 timestamp won't get
transmitted at all.

Startup
Show the splash screen at startup lets you hide or show the startup screen with the DataHub image.

Show a warning message if running in demonstration mode lets you hide or show the message
telling you the demo will terminate in one hour.

Start when you log on to Windows causes the DataHub to start up whenever you log on to Windows.

Allow only one running program instance prevents more than one Cogent DataHub from running at
the same time.

Declare these data domains

In this area you can add, edit, or remove data domains for the Cogent DataHub. For more information
about data domains, please refetection 18.4.1Data Domains

Declare these data domains:

Diarnain MNarne

default
Edit

Remaove

Aukomatically add domains requested by cients

To add a data domain, click tiedd button and fill in the name in thBata Domain Name Window:

Domain Name

Enter domain name:

l OK l [ Cancel ]

To change a data domain, double-click it or select it and clickettie button. To remove a data domain,
highlight it and click theRemove button.

Checking theAutomatically add data domains requested by clients box automatically adds a data
domain whenever a client requests it. If for some reason you want to limit the data domains to those
listed, you should make sure this box is not checked.

Other Options

Thelnterface Language list lets you choose a language for the interface. If you don't find your
language, you can contact Cogent for instructions on how to add a translation to the DataHub source
code.

TheView Data button startata Browser
TheEvent Log button start&vent Log
The Script Log button startScript Log
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20.2. OPC DA
The OPC optionlets you configure the Cogent DataHub to act as an OPC DA

(Data Access) server, an OPC DA client, or both simultaneously. For more
information on OPC, please refer &ection 18.3.1QPC ProtocolandAppendix
E, OPC Overview

OPC Client

The Cogent DataHub can act as a client to one or more OPC servers.

OPC Settings

OPC Client
Act as an OPC Client to these servers:

0On Conmection  Compuker  OPC Server | Domain Refreshims)
51 localhost Serverl Srvl o
[0 sz localhost  Serverz Srvz 0 .

[Reload Data from Al Servers

Check theAct as an OPC Client box for OPC client functionality. Since the DataHub can be a client to
more than one OPC server, you need to specify server information for each OPC client connection. Once
you have a server listed, you can activate or deactivate the connection usdrgdteck box.

To add a server, press tad button to open th®efine OPC Server window described below. To edit
a server, double-click it or select it and pressHuit button to open that window. To remove a server,
highlight it and click theRemove button.

Pressing th&eload Data from All Servers button causes the DataHub to disconnect from all OPC
servers, and then reconnect and refresh the data set for each server.
The Define OPC Server Window

To define or redefine an OPC server connection, clickitthe or Edit button to open th®efine OPC
Server Window:

Define OPC Server

Connection Marne:

Computer Mane: localhost || This Computer
OPC Server Marme: w
Data Domain Marme: default

Connection Name

A name used by the Cogent DataHub to identify the connection. There should be no spaces in the
name. It doesn’t matter what name is chosen, but it should be unique to other connection names.
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Computer Name

The name or IP address of the computer running the OPC server you want to connect to. Select it
from the drop-down list, or type it in.

OPC Server Name

The name of the OPC server that you are connecting to, selected from the list of available servers.
Data Domain Name

The name of the DataHub domain in which the data points are received.

Data Transfer

The Cogent DataHub supports OPC DA 2.0 and OPC DA 3.0 client protocols. DA 3.0 support consists
of browsing support and support for tiiériteVQT (Value, Quality, Timestamp) methods of the DA 3.0
specification. Normally, the Cogent DataHub will determine whether a particular server is DA 3.0
compliant based on the registry entries made by the server when it was installed.

If the server is DA 3.0 compliant, then the Cogent DataHub will always use DA 3.0 browsing, as it is
substantially faster than DA 2.0 browsing. If the server claims to be DA 3.0 compliant, but does not offer
the DA 3.0 browsing interface, the Cogent DataHub will attempt to drop back to the DA 2.0 browsing
interface.

In some cases, the server's DA 3.0 compliance cannot be determined. This is true if the server name is
specified as a GUID in the forrmfinnnnnn - nnnn - nnnn - nnnn - nnnnnnnnnnnn  } where each is
a hexadecimal digit. In this case, the Cogent DataHub will default to only use the OPC DA 2.0 browsing
interface. You caffiorce the use of DA 3.0@r DA 2.0 using the respective option, as explained below.

@ For testing purposes, there is also a registry key that can be used to globally override the use of
DA 3.0 browsing for all OPC connections. If tiiBVORBegistry value:
HKEY_CURRENT_USER\Software\Cogent\OPC DataHub\BrowseDA3

exists, its value will be interpreted as follows:
« 1: Always use DA 3.0 browsing, regardless of the server settings
« 0: Never use DA 3.0 browsing, regardless of the server settings
Since this key is global to all OPC client connections, it should not be created at all unless a
particular testing scenario requires it. The setting will take effect the next time a connection to
the OPC server is made.

With all of these considerations in mind, you have several options for specifying how the data is to be
transferred:

Data Transfer

Maximurn update rate {milliseconds): 0
Read Methaod: Asvnchronous Advise w
Wirite Method: Asynchronous Wrike (DAZ) -

Maximum update rate (milliseconds)

This option lets you specify an update rate, useful for slowing down the rate of incoming data. The
default isO, which causes values to be updated as soon as possible. This value is also the polling
time used by asynchronous and synchronous reads (see below).

Read Method

Choose how to read data from the OPC server:
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« Asynchronous Advise The OPC server sends a configured point’s data to the DataHub
immediately whenever the point changes value. This is the most efficient option, and has the least
latency.

« Asynchronous Read The DataHub polls the OPC server for all configured points on a timed
interval (set by thélaximum update rate). This option is less efficient than Asynchronous
Advise, and has higher latency.

« Synchronous Cache Read The DataHub polls the OPC server for all configured points on a
timed interval (set by thlaximum update rate), and this thread waits for a reply. This option
is less efficient than Asynchronous Advise or Read, and has higher latency than either of them.

« Synchronous Device Read The DataHub polls the PLC or other hardware device connected
to the OPC server for all configured points on a timed interval (set biyiieémum update
rate), and this thread waits for a reply. This is the least efficient of all of these options, and has
the highest latency.

Write Method
Choose how to write data to the OPC server:

- Asynchronous Write The Cogent DataHub writes to the OPC server and does not wait for a
response. This provides the highest overall performance.

« Synchronous Write The Cogent DataHub writes to the OPC server and waits for a response
each time. This elicits a quicker response for a given item from the OPC server, but results in
lower overall performance. This option is useful if the OPC server doesn't support asynchronous
writes at all, or if it can’t handle a large number of them.

For these options, the DA 2.0 write methods only transmit a point’s value, allowing the server to
assign a quality and timestamp as it sees fit. The DA 3.0 methdse{/QT , supported by DA
3.0 servers only) transmit the Value, Quality, and Timestamp of a point.

Options

There are several optional entries:

Options
] Treat OPC ikem properties as DataHub points where possible
[Iread-anly: Mark all items as Read-Only and disable writes ko this server
[Jonly transmit GOOD quality data to this server
[CIReplace item time stamps with local clack time
|:| Force connection o use OPC DA 3.0
[IMever use OPC DA 3.0
Set Failed incoming values to zero
|:| Mever use OPC DA 2,0 BROWSE_TO Funckion
|:| Mever attach bo an in-process COM server

‘Wait For server running state: S000 ms

Pause before reading data: 1000 ms

Treat OPC item properties as DataHub points
This option lets you register and use each OPC item property as a point in the DataHub.

@ Some OPC servers are slow to register their OPC items and properties. Using this option
with one of these servers can significantly slow the start-up time of the DataHub
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Read only: Mark all items as Read-Only

Here you can specify that the OPC server be read-only, regardless of how individual items are
specified. Items in the DataHub that originate from such an OPC server will be read-only to all
DataHub clients.

Only transmit GOOD quality data to this server

This option prevents any data except that with a qualit§obd from being sent to the OPC server.
Replace item time stamps with local clock time

This option allows you to set the timestamps for the items from this server to local clock time.
Force connection to use OPC DA 3.0

This setting will allow the user to choose the DA 3.0 write methods fronVwhiée Method

drop-down box. It will also instruct the Cogent DataHub to attempt to browse the server using DA
3.0 browsing. This setting will override any automatic information that the Cogent DataHub may
determine about the server based on the server’s registry entries.

Never use OPC DA 3.0

This setting will remove the DA 3.0 write methods from th&ite Method drop-down box, and

will instruct the Cogent DataHub to only use DA 2.0 browsing. This setting will override any
automatic information that the Cogent DataHub may determine about the server based on the
server’s registry entries.

Set failed incoming values to zero

The OPC spec requires an OPC server to serfeMRT Y(zero) value whenever it sends a failure
code in response to an item change or a read request. Some OPC servers, however, send a valid
value with the failure code under certain circumstances. To ignore any such value from the OPC
server and assuntEBMPTY keep this box checked (the default). If instead you want to use the value
supplied by your OPC server, uncheck this box.

@ Unchecking this box will make the Cogent DataHub’s behavior non-compliant with the
OPC specification.

Never use OPC DA 2.0 BROWSE_TO function

This setting will disallow th8ROWSE_ Tfnction when communicating with OPC DA 2 servers.
Sometimes an OPC server will have problems with this function that prevent the Cogent DataHub
from connecting to it. Checking this box might allow the connection to be established in those cases.

Never attach to an in-process COM server

Most vendors include both an in-process and out-of-process COM server with their OPC server
installation. If both options are available, the DataHub connects to the in-process server, as itis
generally the better choice. This option forces the DataHub to consider only out-of-process servers.

Why is this useful? An in-process server is implemented as a DLL that is loaded into the client’s
address space. This makes the client very dependent on the good implementation of the server. If
there is a crash in an in-process server, the client also crashes. An out-of-process server is

implemented as a separate executable. The client communicates with an out-of-process server using

the inter-process communication mechanisms in DCOM. In theory an in-process server will be
faster than an out-of-process server, but sometimes the in-process server is less robust than the
out-of-process server and leads to instability or malfunction in the client.
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Wait for server running state

Every OPC server takes a little time to initialize before it will allow client connections. This option
lets the user specify the time to wait for the OPC server to initialize. The wait time is a maximum; if
a server initializes before this time, the DataHub will connect right away. If the server doesn't

initialize within this time, the DataHub will report this in the Event Log, and then try to connect
anyway.

Pause before reading data

This parameter specifies a time for the DataHub to pause before reading the OPC server’s data set.
Some OPC servers report that they are running, but have not yet received the full data set from the

process. If the DataHub attempts to connect right away, it might get a partial data set. The pause is
fixed; it will always last for the full time specified.

@ The two above times are added together. The DataHub will wait until the server is initialized
(or until the specified "wait" period is complete) and then pause for the specified "pause”
time, before trying to read data from the server. For example, with the defa@@6f and

1000, at least 1 second and at most 6 seconds will elapse before the DataHub tries to read
the data set.

Iltem Selection

You can select all items, filter for specific items, or select items manually.

Item Selection
[IMarually Select Items
Load All Ikems on Server

Server specific item filkers {leave empty ta match all iterms)

Filter Skring

—

Manually Select Items

Check theManually Select Items box and press th€onfigure Items button to open the OPC
Item Selection window, where you can specify exactly which points you wish to use:

DPC Item Selection

OPC Server Items Selected Items
[ Cr_IMoUTS OPC Item Name Point: Mame
+-[Line_1
#-[|Line_2
+- [ Tanks

+- ] Pump_Room

You can browse through the tree in the left pane, selecting points as you go. The selections will
appear in the right pane. Follow these guidelines for making selections:

- To select a server item from the right-hand pane, click its check-box.
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- To highlight a list of consecutive server items, click the first item, hold dowrsttié key, and
then click the last item. To highlight separate server items, hold dow€tthekey as you click
each item. To select a group of highlighted items, useSihacebar

« Selecting a server item does not automatically add any of its child items. Each child item must be
added separately. To view child items, click theign in front of the item. If an item has one or
more children that have been selected, the item name(s) will appear in bold.

- To delete selected items from the right-hand pane, highlight them and preRernim/e
Selected button. Use thé&hift andCtrl keys as above to highlight groups of selected items.

Dwniamic Ikems

Server Ikem ID:

DrataHub Paink Mame: Apply

Copy names from selection

Recognize branch delimiter in point name: e

[ QK ] [ Cancel ]

You may also configure dynamic items on the server. As you type iB¢neer Item ID, the

system will fill in an identicaDataHub Point Name for you (which you can change at any time).
Press thé&nter key or theApply button to create the item. Checking tGepy names from

selection box will fill in the entry with the name you select from tBelected Items list (above).
TheRecognize branch delimiter in point name option lets you select and apply a point delimiter
for your dynamic items.

Load All Items on Server

In addition to manually loading items, you have the option in the Define OPC Server dialog to
register all points, or filter for groups of points, from the OPC server.

L_Jianualiy select Leems
Load All Items on Server
Server specific item filters {leave empty to match all items)
Filter String
l OK ] [ Cancel ]

In the Server specific item filters area you can enter one or more strings to filter for groups of
items in the OPC server. Use tAed or Edit button to open th&dit a filter string window:

Edit a filter string,

Itern Mamne Filker: |

[ Ok ] [ Caneel ]

Enter a string that matches an item name, or a pattern to match multiple names. Each OPC server
has its own syntax for pattern matching, so you may have to experiment a little to get exactly the
points you need. Commonly, the symbBomatches any number of characters, while the syrmibol
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often matches a single character. In that case, an enftg*ofwvould bring in all items witha as the
second letter in their names.

OPC Server

The Cogent DataHub can act as a server to any number of OPC clients.

OPC Server
[ Do not: adjust OPC registry entries for this program
Act as an OPC Server

Check theAct as an OPC Server box to have the Cogent DataHub function as an OPC server.

@ If your OPC client requires that you hand-enter the OPC server name, use either
Cogent.OPCDataHub or Cogent.OPCDataHub.1

TheDo not adjust OPC registry entries for this program option tells the Cogent DataHub not to alter
its registry settings. This is useful if you want to use the Cogent DataHub with a redundancy server or
some other program that modifies the DataHub’s registry independently. Without this box checked, the
DataHub will overwrite any external changes when it starts or when a changeAactthe an OPC

Server status is applied.

These two boxes work together, because turning the OPC server behavior on or off necessarily makes
changes to the registry. Here is how you can change OPC server behavior when you also need to
maintain registry settings:

1. UncheckDo not adjust OPC registry entries for this program. This will make theAct as an
OPC Server checkbox visible.

2. Check or uncheck thact as an OPC Server as needed, and clickpply.

3. CheckDo not adjust OPC registry entries for this program and clickApply.

COM Security

If you need to connect the Cogent DataHub over a network and for some reason you camitngsieng
here is an option to facilitate COM configuration

ZOM Securiby

|:| Attempt ko override application DCOM setting with minimum security settings

Check this box to relax COM security. This setting will override the COM permission settings for the
application, but will not override the system’s global COM restrictions. It is common for OPC servers to
operate at minimal DCOM security settings, since high security interferes with connectivity and most
control systems do not operate in hostile network environments. If in doubt, consult your system
administrator.
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20.3. OPC A&E

oPC
The OPC A&E optionlets you configure the Cogent DataHub to act as an OPC
A&E server, an OPC A&E client, or both simultaneously.

OPC A&E Client

The Cogent DataHub can act as a client to one or more OPC A&E servers.

OPC Alarm & Event Configuration

OPC Alarm & Event Client
[¥] Act as an OPC ASE Client to these servers:

On  Connection  Computer OPC Server Domain  Status Add ...

Remove

I Reload Data from All Servers

Check theAct as an OPC A&E Client box for OPC A&E client functionality. Since the DataHub can
be a client to more than one OPC A&E server, you need to specify server information for each OPC
A&E client connection. Once you have a server listed, you can activate or deactivate the connection
using itsOn check box.

To add a server, press tad button to open th€onfigure OPC A&E Server window described
below. To edit a server, double-click it or select it and presdEitie button to open that window. To
remove a server, highlight it and click tiReemove button.

The Configure A&E Server Window

To define or redefine an OPC A&E server connection, clickAtid or Edit button to open th®efine
OPC A&E Server Window:

i Configure OPC ARE Server
Connection Name: OFCAEQ00
Computer Mame: localhost -
OPC Server Name: -
Data Domain Name: default
Connection delay: 3000 ms
Retry Delay: 5000 ms

Connection Name

A name used by the Cogent DataHub to identify the connection. There should be no spaces in the
name. It doesn’t matter what name is chosen, but it should be unique to other connection names.

Computer Name

The name or IP address of the computer running the OPC A&E server you want to connect to.
Select it from the drop-down list, or type it in.
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OPC Server Name

The name of the OPC A&E server that you are connecting to, selected from the list of available
servers.

Data Domain Name

The name of the DataHub domain in which the data points are received.
Connection Delay

The number of milliseconds to delay the initial connection.
Retry Delay

The number of milliseconds to wait before retrying a failed connection.

Options

You have several additional options:

Options
Mark all items as Read-Only and disable acknowledgements to this server
Accept incomplete acknowledgement information

Make ARE Status available as individual data peoints

Write data to this data domain: default

Mark all items as Read-Only and disable acknowledgements to this server
This option will protect items on the Cogent DataHub from being changed by the client.
Accept incomplete acknowledgement information

This allows connections to OPC A&E clients which are not configured for acknowledgements or
that don’t support this part of the OPC A&E specification.
Make A&E Status available as individual data points

This option gives you a way to maintain and access the values of A&E status variables in Cogent
DataHub data points.

Filters

There are several options for filtering alarms and events:

Filters
Filter by event type

Simple Tracking Condition

Filter by severity

Filter by category:

Filter by area:

Filter by source:

Filter by event type
There are three options available:
- Simple events are not related to an alarm, and cannot be tracked.

- Tracking events originate outside the process being monitored, for example, an operator
intervention.
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- Condition events indicate that an alarm has been triggered. These events can be activated or
deactivated, and they have an acknowledgement mechanism.

Filter by severity

Severity or priority, indicates the urgency of a condition for an alarm. A low value, sudh as
corresponds to a low urgency event, for example an informational message. A high value, such as
1000 represents an extreme emergency condition.

Filter by category:
This filter lets you select alarms or events according to the type of event, oreategory
Filter by area:

This filter lets you select alarms or events based oratha which is typically a location in a plant,
or a specific machine.

Filter by source:

This filter lets you select alarms or events based on the specific OPC A&E tag for the point.

OPC A&E Server

The Cogent DataHub can act as an OPC A&E server to any number of OPC A&E clients. It cannot be
configured to act as a source for generating alarms and events, but if the Cogent DataHub is configured
as an A&E client (above), this A&E server configuration allows it to to pass along A&E values. This is
useful for:

« Tunnelling OPC A&E data.
- Converting OPC A&E data to OPC DA data.
- Allowing OPC DA clients to interact with and display data from OPC A&E servers.

OPC Alarm & Event Server
/| Act as an OPC ABE Server
Use data from this data domain: OPCAE

Accept incomplete acknowledgement information

Send a shutdown to dients when event configuration changes

Check theAct as an OPC A&E Server box to have the Cogent DataHub function as an OPC A&E
server, and choose a data domain. There are two optional settings:
Accept incomplete acknowledgement information

Allows for the receipt of incomplete acknowledgements.
Send a shutdown to clients when event configuration changes.

This option may allow a client to reload events after they have been modified, and/or add new
events.

20.4. Tunnel/Mirror
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The Tunnel/Mirror optionlets you configure the Cogent DataHub to act as a

master or slave faunnelling/mirroring Tunnelling/Mirroring allows you to send
OPC or DDE data across a network robustly and securely. Tunnelling is done over
TCP, which provides connectivity across a network or over the Internet.

Tunnelling and Mirroring

The Cogent DataHub tunnelling connection is sometimes referred tanésoging connection.

Mirroring means that the data and any updates to that data on one DataHub are exactly mirrored across
the network onto the other DataHub, and vice-versa. For all practical purposes, tunnelling and mirroring
are identical. People working with OPC tend to use the term "tunnelling” while people from other
backgrounds often say "mirroring". So Cogent uses "tunnelling" for the Cogent DataHub, and
"mirroring" for other Cogent products. For example, the Cogent DataHub can tunnel (mirror) data to the
Cascade DataHub running in the Linux or QNX operating systems. Please refer to the Mirroring Data
section of the Cascade DataHub for Linux and QNX manual for details about those operating systems.

Direct TCP connections
In addition to tunnelling, the Cogent DataHub can accept direct connections from any TCP client using
the DataHub APIs for C++, Java, and .NET, such as DataSim or other, custom applications.

Master and Slave

We identify the two tunnelling/mirroring DataHubs emsterandslave The only difference between the
master DataHub and slave DataHub is that the slave initiates the connection. Once the connection is
established, they function exactly the same. It is possible for a DataHub to be both tunnelling/mirroring
slave and master simultaneously—acting as a slave to one or more DataHubs and a master to one or
more others. For slave mode you need to specify each master.

Tunnelling/Mirroring Slave

Check theAct as a tunnelling/mirror slave to these masters box to have the Cogent DataHub act as a
slave.

Tunnel/Mirror Configuration

Tunneling/tdimor Slave

Act az a tunneling/mirrar slave to these masters:

On Host Port | Domain  Remote S50 Status Add Master...

To add a master for this mode, click tAeld Master... button. To edit a master, double-click it, or select
it and press th&dit... button. Either button opens tHennel/Mirror Master window:
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TunneliMirror, Master Configuration

Primary Host: | Part: | 4502
[Jsecure (55L)
Secondary Host: Port: | 4502
Local data domain: default Remote user name:
Remote data domain: | default Remote password:

Type in the following information:

Primary/Secondary Host

The name or IP address of the host computer. This slave DataHub will alternate attempts to connect
first on the primary host, then on the secondary host, back and forth until a connection is made. The
secondary host is optional, and if not entered, all attempts to reconnect will be on the primary host.
If the connection is interrupted, the DataHub will again alternate attempts at reconnection on the
primary and secondary hosts.

@ This feature is not recommended for redundancy because it only checks for a TCP

disconnect. The DataHURedundancyeature, on the other hand, provides full-time TCP
connections to both data sources, for instantaneous switchover when one source fails for any
reason. There is no need to start up the OPC server and wait for it to configure its data set.
You can also specify a preferred source, and automatically switch back to that data source
whenever it becomes available. By contrast, the primary and secondary host in the tunnel
can act as a primitive form of redundancy, but will only switch on a connection failure at the
TCP level, which is only one sort of failure that a real redundancy pair must consider.

Port
The port number or service name as entered irMhster service/port entry box of the master on
the remote computer.
Secure (SSL)
You can establish a secure connection using SSL tunnelling as long as the tunnelling master
DataHub you are attempting to connect to has been configured for secure connections. (See above.)
Local data domain
The local Cogent DataHub data domain for this slave. It is common, but not necessary, to create or
use an existing local data domain that has the same name as the remote data domain.
Remote data domain
The name of the remote Cascade DataHub data domain, which is the tunnelling master. Point names
will be mapped from that data domain into the local data domain, and vice versa.
Remote user name
The user name for TCP security, established on the tunnelling master, using the DStatduity
option in the Properties window.
Remote passwork

The password for TCP security, established on the tunnelling master, using the D&ttty
option in the Properties window.
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e There is a DataHub running on Cogent’s server that you can connect to for testing. Here are the
parameters you will need to enter for it:
« Primary Host: developers.cogentrts.com
+ Port: 4502
+ Local data domain: test
« Remote data domain: test

You now have several options for the mirrored connection.

Data Flow Direction
() Read-write: Send and receive data to and from the Master
(%) Read-only: Recsive data from the Master, but do not send
() write-only: Send data to the Master, but do not receive

When the connection is initiated:
(%) Get all values From the Masker

When the connection is lost:
() Mark data quality here as "Nak Connected"”

(3) Do not modify the data quality here ar on the Master

Caonnection Propetties
[ replace incoming time stamp with the local current time
[ Tramsmit paink changes in binary (Faster, 86 CPU only)
[ Target is & Cogent Embedded Toolkit server

Heartbeat (ms): | 1000 Retry Delay {ms): | 5000
Timeout {ms): S000

[ Ok ] [ Cancel

1. Data Flow Direction lets you determine which way the data flows. The default is read-only data
flow from master to slave, but you can set up a read-write or write-only connection by choosing
those options.

@ To optimize throughput, check tikead-only: Receive data from the Master, but do not
send option. Only do this if you actually want a read-only connection. If you do not require
read-write access, a read-only tunnel will be faster.

2. When the connection is initiated  determines how the values from the points are assigned when
the slave first connects to the master. There three possibilities: the slave gets all values from the

master (the default), the slave sends all its values to the master, or the data from master and slave gets

synchronized. The availability of these options depends on the data flow direction selected above.

3. When the connection is lost determines where to display the data quality as "Not Connected",
on the master, on the slave, or neither.

@ If you have configure@Vhen the connection is initiated asSynchronize based on time
stamp (see above), then this option must be sddtonot modify the data quality here or
on the Master to get correct data synchronization.

4. Connection Properties gives you these options:

« Replace incoming timestamp..lets you use local time on timestamps. This is useful if the source
of the data either does not generate time stamps, or you do not trust the clock on the data source.

« Transmit point changes in binary gives users of x86 CPUs a way to speed up the data transfer
rate. Selecting this option can improve maximum throughput by up to 50%, depending on the type
of data being transmitted. This option uses a more efficient message encoding scheme than the
default ASCII encoding, but it will only work if both sides of the tunnel are running on an x86
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architecture CPU. This would be typical of Windows communicating with Linux or QNX, or with
another Windows computer. Numeric data benefits most from this option.

. Targetis a Cogent Embedded Toolkit servellows this slave to connect to an Embedded
Toolkit server rather than to another DataHub.

- Heartbeat sends a heartbeat message to the master every number of milliseconds specified here,
to verify that the connection is up. Setting this valu®tstops the heartbeat from being
transmitted.

« Timeout specifies the timeout period for the heartbeat. If the slave DataHub doesn't receive a
response from the master within this timeout, it drops the connection. You must set the timeout
time to at least twice the heartbeat time. Setting this val@kewal cause the DataHub to rely on
the TCP implementation for detecting a broken connetion. This can be useful when your network
connection is very slow. Please referSection 19.2Tunnel/Mirror (TCP) Connections for Slow
Networksfor details.

« Retry specifies a number of milliseconds to wait before attempting to reconnect a broken
connection.

Tunnelling/Mirroring Master

You can configure your DataHub to act as a master for either plain-text tunnelling, secure tunnelling
using SSL, or both. Each mode uses a separate port number or service name.

Tunnelingtdirror b aster

Accept plaintest connections on service/port: | 4502
Current Connections: 0

Accept secure connections on servicedpor, | 4903
550 Certificate: | C:\Progiam Files\CogentyOPC DataHubplugindT CP4d
Current Connections: 0

Try ta send data even if it iz known to be superseded
Boolean Integer Float Stiing

@ If you enter a name for theervice/port instead of a number, that name must be listed in the
Windowsservices file. Please refer tdhe Windows Services filAppendix for details.

The DataHub installs aBSL Certificate for you. If you wish to move it or use a different one, you can
change the directory path here. The SSL implementation uses the default SSL-3 encryption cipher:
DHE-RSA-AES256-SHA. This is a 256-bit encryption. The server and client negotiate the best
encryption based on what both can support. The DataHub does not validate the SSL certificate with any
outside certificate authority. It uses the SSL connection for encryption only, not authentication.

You can also configure the master to attempt to send "old" data (superseded by more recent data). Check
any or all ofBoolean, Integer, Float, or String that apply to the kind of superseded data that you wish
to have sent.

e To optimize throughput using this option, please refeBéation 19.7How to Optimize

20.5. Bridging
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TheBridging optionlets you configure the Cogent DataHub to configure data

bridging. Bridging means connecting points from two different DataHub clients
so that when one point changes, its value gets written to the bridged point.

You can configure the bridge to be one-way in either direction, or bidirectional. In addition, you can
transform the data as it passes through the DataHub, using linear transformations.

Bridge Activation
This setting enables and disables bridging globally for the whole Cogent DataHub program.

Bridging - Point to Point Transformation

EBridge Activation
Enable point-to-paint bridging

This setting enables the point-to-point bridging engine. Disabling this will override the
individual bridge settings.

Ensure the box is checked to enable bridging. Uncheck the box to disable bridging.

Status

This shows the total number of bridges that have been configured, and how many of them are currently
active.

Status
EBridges configured: 15
EBridges active: 12

Configure Bridges

Configure Bridges
Click the Configure Bridges button to open th&ridge Configuration window:
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1 Bridging Configuration =
Source Destination Transformation

Load a stored transfiorm:
% Diotasim # DataSim [ v

default default r
best best | memove | [ stere.. |

Transform

(=) Direct copy

() Linear Trarsformation
mudtiphy by
then add;

O Linear Range Mapping
Source Dwstination

i
Mas:

Direction

[¥] Farward {Source to Destination)
[[]Foece carsistariy

[Cirwesse (Destination to Source)

Apply
on Source Destination Fwd | Inv  Multiphy Add Src Min Src Mae Dst Min Dt Mae
Remove Seleched Helr

The following sections give an overview of bridge configuration. For step-by-step instructions, please
refer toSection 5.2Configuring Bridges

Point Selection

This is where you select the points to be bridged—a source point and a destination point.

o Bridging Configuration

Source Destination

[ Dakasim [ Datasim [

You can click on the point you need, or enter the name in the data-entry box at the top of the column.

Storing Transformations

You can store transformations and retrieve them by name later on.

astination | Transformation

| Load a stored transform:

| 9|

[ Remove ] [ Store...kj

Enter a name for this transformation

Stored Transformation | |

[ OF, ][ Cancel ]

Snrre Deskinatinn
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To save a transformation, click ti&tore... button and enter a name in the pop-up box. Once stored, the
transformation will become available by name in the drop-down list.

T T——
Transformation
Load a stored transform:

Test w

A-55
_ ko F Bidireckional

To load a transformation, simply select its name from the list.

Transform

Specify the type of transformation by clickimjrect copy, Linear Transformation, or Linear
Transformation.

Transform

(®) Direct copy

O Linear Transformation
mulkiphy by
then add:

O Linear Range Mapping
SoUrCe Destination

Min:

- Direct copy makes no transformations. It just copies the point.

- Linear Transformation lets you multiply by one value and add another value, such as in the equation
y = mx + b where the destination pointys the source point ig, themultiply by value ism and
thethen add value isb. For example to transform a Celsius source point to a Fahrenheit destination
point, you would multiply by1.8 and add32, or

Fahrenheit = (1.8 X Celsius) + 32

If you have selected thieverse direction for a transformation, you will get the inverse of the

transformation. In this example, you would get a conversion from Fahrenheit to Celsius, or the results

of this equation:
Celsius = (Fahrenheit - 32) / 1.8

As an alternative to entering transformation values, the DataHub also bifexar Range Mapping.

- Linear Range Mapping lets you enter a range for the source and destination, and the DataHub
automatically calculates the corresponding linear transformation. For example, to create the same
Fahrenheit to Celsius transformation, you could use the default@nfi100 for the Min andMax of
the source point. Then you would en8# and212 for the Min andMax of the destination point. As
soon as you make these entries, the correct values get entered automaticallyinedne
Transformation.

When you use linear range mapping, you can limit the transformed value to the maximum and
minimum by checking th€lamp boxes. The clamps get applied to the point being changed, ie. to the
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destination point for forward direction, to the source point for inverse direction, and to both points for
bidirectional bridges.

Direction

Decide which direction you want the bridge to apply.

Direction
Forward (Source to Destination)
|:| Force consistency

[Jinverse (Destination to Source)

Apply

- SelectForward to change the destination point when the source point changes, but not change the
source when the destination changes. If you sétente consistency with this option, and if the
destination point gets changed for some reason, then the DataHub will attempt to force its value to be
consistent with the source point value.

« Selectinverse to change the source point if the destination point changes, but not vice-versa.

@ Selectinginverse will apply the inverse of the transformation, as explained above.

« SelectbothForward andInverse for a bidirectional bridge, where either point changes whenever the
other point changes. This combination will deseleatce consistency to eliminate the possibility of
conflicting behavior.

Click the Apply button to create and activate the bridge. The DataHub will create the bridge and update
the bridged points immediately.

Point Display

Here you can see all the bridges that exist in the system, and the significant information about them.

on | Source Destination Fwd  Imv  Muliply  Add SrchMin | SrcMax | DskMin Dist Max
CrakaSim: Sine tesk:Sine yes
Femove St

If you click on a transformation, the source point, destination point, and transform information get
displayed in their respective panels. Use the check box at the front of each bridge to activate or deactivate
that particular bridge.

20.6. DDE
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The DDE optionlets you configure the Cogent DataHub to act as a DDE client

and/or DDE server fobDEAdvise messages. For more information on DDE,
please refer t&ection 18.3.2DDE ProtocolandAppendix F,DDE Overview

DDE Client
To act as a DDE client, check tiest as a DDE client box.

@ For best performance, ensure that a DDE server is running when using the DataHub as a DDE
client. A DDE client can consume substantial system resources trying to connect if a DDE server
is not available.

DDE (Dynamic Data Exchange) Settings

DDE Clignt
[ act as a DDE client ko these services and topics:

Request Advise from these services/topics:

DDE Connection MNarme Stakus

Edit...

Remaove

To add a new service or topic, press thad button. To edit a service/topic, double-click it or select it
and press th&dit. To remove a service/topic, select it and pressReenove button.

Double-click a selection, or pressing thdd or Edit button opens th®DE Item Definition Window:

DDE Item Definition @

Connection Mame:
Service: Topic:
Item Mames
DDE Item Point Mame Domnain
a4 ] [ Cancel

Here is what must be entered:

Connection Name

A name used by the Cogent DataHub to identify the connection. There should be no spaces in the
name. It doesn’t matter what name is chosen, but it should be unique to other connection names.
Each connection can have only one Service and one Topic, but it can have multiple Items.

Service

The service name of the DDE server to this client.
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Topic
The DDE topic under which the data will be sent.
[tem Names

The DDE item name, which corresponds to a point name in the Cogent DataHub. If that point
doesn't exist in the DataHub, it will be created. Enter a name for each item and présidtbatton
to add items. To remove an item, highlight it and pressReeove button. Once all the
information is entered correctly, press & button to enter the definition.

DDE Server

DDE Server
|:| Act as a DDE server, listening on these services:

Register these DDE services:

DDE Service Mame

Edit...

Remove

To have the Cogent DataHub act as a DDE server, checke¢has a DDE server box. The default
service name idatahub .

To add a DDE service name to the list, click #héd button and enter the name in tB®E Service
Window:

DDE Service

Enter service name:

[ Ok ] [ Cancel ]

To edit a DDE service name, double-click it or select it and presgttie To remove a DDE service
name, select it and press tRemove button.

e Itis currently possible to have more than one instance of the Cogent DataHub, with one or more

DDE service names in common, running on a single machine. If you plan to configure a system
like this, you should ensure that each instance of the DataHub has unique data domain names.
Otherwise, when any two of those DataHubs are acting as servers, it is not possible to predict
which one of them a given client will send data to.

Non-English Characters in Excel

[ accept non-English characters in Excel strings (slower

Checking this box will cause Excel to send strings of Unicode characters correctly, although slower than
numerical data.

20.7. Quick Trend
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The QuickTrend optiorets you create a live trending graph for any number of

data points in any domain of the Cogent DataHub. You can configure the X and Y
axes of the graph, zoom in on a particular area, and apply offsets and scales to
raw data to plot widely disparate values together in a single chart.

I Configure Quick Trend

To configure a quick trend, press tBgen quick trend window button:

[ Open Quick Trend Window |

EE Cogent DataHub Quick Trend

Cogent Quick Trend

25 T F :
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QuickTrend supports multiple display configurations, which you can manage usi@gitiguration

options. The top button opens a dropdown list that contains all named configurationéewhe

Rename..., andDelete buttons let you create, rename, and delete configurations.

Major Teck: 0.2
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Data Points

You can select any number of data points to trend, from any data domain. The following options
determine how the data will display in the chart.

Square
Removes interpolation of the line between two data changes, giving the plot a step-like appearance.
This is useful for square functions.

Extend
When checked, this option extends the plot of a point’s value as a straight line until the point

changes value. With this option unchecked, no plot is shown until a point changes value. Then a
straight line is plotted connecting the original value to the new value.

Offset
A value entered here will be added to each value of the point, creating an offset plot. This lets you
view widely differing values in the same window.

Scale
A value entered here will be multiplied by each value of the point, creating an enhanced (or
diminished if a fractional value) plot.

Buffer
This value determines how many data changes for this point will be stored in the local history, to
allow for scrollbacks to review recently plotted data.

Label

Allows you to change the label for the point, whose default is the simple point name.

Working with the Display

There are a few features of the display that are not immediately obvious.

« You can scroll backwards and forwards through the history of the trend using the left and right arrow
buttons, or choose a specific date and time with the calendar and time selector. The double-right arrow
button returns the display to real-time trending.

» You can resize the trend display by dragging the gray borders on the left side or bottom. Move the
mouse until you see a white, double-headed arrow, and drag.

- To zoom in to a part of the display, drag the mouse over the area that you want to zoom in on. To zoom
back out and resume real-time trending, click onReset Pan/Zoom button at the bottom of the
window.

- For other features, the QuickTrend display has a menu available on a right mouse-click.

T j@uick Trend
- Copy
(=TT EI
10 —— Save Image As...
Page Setup...
08 1 [ Print... |
06 e # | Show Point Values ,-’w
" L
g ol | PN ZU
== [ Set Scale to Default %
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Using this menu you can copy, save, or print the current display, as well as unzoom and undo a zoom
or pan. You can also hide or show point values, and reset the scale to the default.

Chart
Title:

The name of the chart, which will appear at the top.

= Cogent DataHub QuickTrend | = !
<]
DataHub QuickTrend
Cogent -
H g J |/ Comisl =—— Frocass Sat Pont |
Real-Time Systems 1.0 T T : T
Chart 08 + i
Title: DiataHub (usck Trend
06
X B i
Label Time § 0.4
Time Spam (s): 40
Update (ms): 200 =
Majar Tick (s): 5 0.0
Minor Tick (s): 25
-0.2 t } ' + - } + + + } + + + t
¥ Fos 4252011 41252011 41252011 41252011
Labsel Valus 11:10:20 AM 11:10:30 AM 1110040 AM 11:10:50 AM
Minimum: 02 —
Maximum 10 < | SelectTime: 2011425111018 @ [ _Go J Lol
X Axis

The X axis displays the time coordinate.

Label:

Any text string, displays at the bottom of the chart.
Time Span (s):

The total number of seconds that the chart will span.
Update (ms):

The update rate for the trend, in milliseconds.
Major Tick (s):

The time interval between major tick marks, in seconds.
Minor Tick (s):

The time interval between minor tick marks, in seconds.
Y Axis

The Y axis displays the value coordinate.

Label:
Any text string, displays at the far left of the chart.
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Minimum:

The minimum value to include in the chart.
Maximum:

The maximum value to include in the chart.
Major Tick:

The value between major tick marks.
Minor Tick:

The value between minor tick marks.

20.8. DataHub WebView
WebView

The DataHub WebView optiotis a web-based data visualization tool that

provides a browser-based editor for designing animated displays of DataHub data
that can be viewed using a standard web browser from anywhere on the Internet
or corporate network.

@ This section covers configuration parameters for DataHub WebView. For information about how
to use DataHub WebView, please refer to the DataHub WebView manual.

DataHub WebView Configuration

Data Domains Visible to WebView (¥ Startin Run mode

Data Domain Kiosk mode
[¥] Datarid Disable Design mode
[¥] Datasim [] Disable data writes from dient

= R
[ default || Show page information icon

[ Load a page at startup:

[[use a custom branding folder:

[ Launch DataHub WebView in a browser

0On new installations you can log in as admin, with password admin.
[ Refresh ] [ Add ... | You slhould t:hang?T the admin password and add users with the
security configuration tab.

Data Domains Visible to DataHub WebView

Check the data domains that you want to access from DataHub WebView. Usddhebutton to
create and add new domains.

Start in Run mode

Allows you to start in Run mode, rather than Design mode, with these options:

Kiosk mode

Presents just the working screen of the web browser, with no border, menus, URL entry field,
etc. To escape from Kiosk mode (and close the browswer), plessF4.

Disable Design mode

Prohibits any switch from Run mode to Design mode, whether running in Kiosk mode or
normally.
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Disable data writes from client
Prevents the DataHub WebView client from accessing DataHub point values.

Show page information icon

Shows or hides the page information icon.
Load a page at startup

Allows you to specify a page that will automatically load when DataHub WebView starts.
Use a custom branding folder

Allows you to specify a folder for holding custom branding information. For details, please refer to
in the DataHub WebView manual.

Launch DataHub WebView in a browser

Provides a convenient way to start DataHub WebView to check this configuration.

Silverlight Access Policy Server

The Silverlight Access Policy is an XML file used to control cross-domain resource access for HTTP and
socket connections for DataHub WebView. The contents and use of this policy are beyond the scope of
this documentation.

Silverlight Access Policy Server
/| Act as a Silverlight access policy server on port: 943

Access Policy
<?xml version="1.0" encoding ="utf-8"7 > "
<access-policy >
<ross-domain-access >
<policy=
<1— Allow connections from any domain >
<allow-from=
<domain uri="*" ">
< fallowe-from =
<1 Allow connections from any IP on ports 4502-4534. Silverlight

Reset to Defaults

m

20.9. Web Server
TheWeb Server optiotets you configure the the DataHub to run as a lightweight

http server capable of serving HTML documents, Java applets, and many kinds of
binary files. It features password-protected access and server-side scripting, and
supportdDataHub WebView

Web Server

The web server can be turned on and off while the DataHub is running.

Web Server

‘Web Server
Act as a web server

T,

Ensure theAct as web server box is checked to enable the web server. Uncheck the box to disable it.
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Base Configuration

Biase Configuration

Part; |80 [(Juse secure sockets (3300 [ sl directory listing

Document rook directary: | C:iProgram FilesiCogent)Cogent DataHublplugint et D

Port

The number of the port used to make TCP connections to the web server. The DataHub web server
is preconfigured to run on port number 80, but you might need to change that setting.

Windows allows multiple users on a single TCP port, and never refuses a connection.
However, this can cause irregular behavior. It is essential that the DataHub web server be
the exclusive user of a port. Please refer to stepSeiction 8.2Configuring the Web Server
for more details.

Use secure sockets (SSL)

Checking this box will cause the web server to run in secure mode.
Allow directory listing

Checking this box allows users to browse the directory on your server.
Document root directory

The root directory for your documents.

Qpkions
Error log File: Ci\Program Files\CogentlCogent DataHubiplugin'wet E
Access log file: C:YProgram Files\Cogent\Cogent DataHub\plugin'wet E
551 certificate File:
[ require a passward For all requests
Authentication realm:
Error log file:

The path and name of the file where errors are logged.
Access log file:

The path and name of the file where access attempts, successes, and failures are logged.
SSL certificate file:

The path and name of the certificate file used for secure sockets (SSL).
Require a password for all requests

Applies password security as configuredSiecurity
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@ The security model changed from version 7.1 to version 7.2. User names and passwords in

the Security tab will be maintained when moving from V7.1 to V7.2. User names and
passwords in the Web Server tab will be lost. When upgrading to V7.2 you must re-assign
Web Server realms to any relevant users in the Security tab by clicking on the password
field for that user. When reverting from V7.2 to V7.1, you must re-enter the path to the Web
Server authentication file that you had earlier used with V7.1.

Authentication realm

The name of the current authorization realm used for password verification.

20.10. Database
The Database optiofets you configure the DataHub for writing data or making

gueries to any ODBC-compliant database.

‘ Database Configuration

‘Write ko a Database (QDEC)

[CJEnable lngging to ODEC database
Reconnection delay (s): 5 Maxinum transackion queue: 100

[ show diagnostics in the script log

Write to a Database (ODBC)

Enable logging to ODBC database

Globally enables or disables all ODBC logging activity.
Reconnection delay (s):

Specifies the number of seconds before a reconnect is attempted if the ODBC connection is broken.
Maximum transaction queue

The DataHub maintains an in-memory queue of pending operations. This queue helps to avoid

writing to disk during busy periods or during short database or network outages. You can modify the

depth of this queue to reduce the chance of involving the disk during busy periods. The queue depth
for logging defaults to 100 messages.

Show diagnostics in the Script Log

Puts diagnostic messages about the connection i8¢hpt Log
Configure button

The Configure button opens the ODBC Data Logging Window.
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£ Write to a Database (ODBC) =13
| Configure ODBC Database Logging
1.DSM 2 Table 3. Trigger 4. Condition
Select the DSN [Data Source Name| and authenticabion defirmg wour database cornection. Open the DSN Admiristrator to
cieshe af configure 2 DSHL You must connect successhuly belore configuiing the table
Carfigure Data 5 ource Mame (DSH)
Select Existing DSN Creale or Configure SN
bt Opan DSN Administrator
Usen Pazswond Cornect

Statuz | Mal Carneclad

Configuied Ackions

On DSN Table Poirks Tiigger Cendtion [ Creme

Modify

For detailed instructions on using this interface, please ref€éhepter 9\Write to a Database

Store and Forward

The termstore and forwardefers to a type of database connection where the data is stored locally to

disk and then later forwarded to the database. The Cogent DataHub performs an advanced form of store
and forward that only writes to disk if the database is not connected, or has been paused. If the database
is available, the data will be transmitted directly to the database. This means that there is no penalty for
using store and forward during normal operation. The DataHub store and forward mechanism uses two
levels of disk caching to ensure that all data gets logged, and nothing is lost.

Store and Forward

Enable stare and Forward
[ Always write queue to disk
[ Mever write ta disk
[ Delay writes ko disk
[ Allow duplicates while Forwarding stored data

Shiow skatistics controls in bray menu

Cache directary: CiDocuments and SettingsiMy UserMame\Applicatio G

Maximurm cache size (MB): 5

Enable store and forward

Activates the store and forwarding feature.
Always write queue to disk

Data in the transaction queue will be written to disk cache first, and from there to the database. The
safest protection against a crash is to check this box, and unCletal writes to disk (below).

Never write queue to disk

The data in the transaction queue will be only stored in memory, and never written to disk.
Delay writes to disk

Data in the transaction queue will be written to disk at the most opportune times. The safest
protection against a crash is to uncheck this box, and cAleatys write queue to disk (above).
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Allow duplicates while forwarding stored data

If the network breaks while transmitting data from a cache, the Cogent DataHub needs to know how
to handle any already-sent data when it reconnects. Leaving this box unchecked will require the
Cogent DataHub to track its cache position at all times, and modify that information each time a
value is sent. This will impact the speed of every transmission, but it will ensure that no values get
transmitted twice.

Checking this box will cause the DataHub to simply start from the beginning of the queue or cache
on each reconnect, and retransmit some data. This significantly reduces data-handling complexity
and decreases transmission rates. This option is particularly useful if network breaks are frequent
and some duplication of logged data is acceptable.

Show statistics in tray menu

Adds aData Logging entry to the DataHub’s system tray menu, which lets you open a statistics

window:
£8¢ ODBC: DataHubDemo/-— = e |

Transactions sent successfully: 0.0 Cogent DataHub
Transactions / sec {10 sec window): 0.0 7
Transactions cumrently on queue: 0.0 il
Results cumently on queue: 00 View Data
Transactions rejected full queue): 0.0 View Connections
Transactions stored in L1 cache: 0.0 View Event Log
Failed to store in L1 cache: 0.0 View Script Log
Transactions stored in L2 cache: 0.0 View QuickTrend
Failed to store in L2 cache: o
Transactions forwarded from cache: Nebhema) | Data Logging a
Transactions failed from cache: 0.0 J Help

Exit
e e )

Transactions sent successfully:

The number of transactions that were sent, either directly to the database, or to the disk cache.
Transactions / sec (10 sec window):

The sending rate for transactions, calculated over the past 10 seconds.
Transactions currently on queue:

The number of transactions in the queue.
Results currently on queue:

Not yet documented.
Transactions rejected (full queue)

The number of transactions that were rejected from the queue because it was full.
Transactions stored in L1 cache

The number of transactions taken off the queue and put into the first-level cache. An internal
algorithm determines which of the two caches is most appropriate for storing a given
transaction.

Failed to store in L1 cache

The number of transactions that were not able to be stored in the first-level cache.
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Transactions stored in L2 cache

The number of transactions taken off the queue and put into the second-level cache. An
internal algorithm determines which of the two caches is most appropriate for storing a given
transaction.

Failed to store in L2 cache
The number of transactions that were not able to be stored in the second-level cache.
Transactions forwarded from cache

The total number of transactions forwarded from both caches. This number should be the sum
of L1 and L2, once all transactions have been forwarded, and as long as the DataHub was
started up with no cache on disk.

Transactions failed from cache

The number of transactions attempted from cache, could not be successfully delivered, and
were stored for later transmission. This phenomenon may occur the first time that the DataHub
learns that the database is not available. For example, you'll see this for every network break if
you've checkedhlways write queue to disk.

Cache directory:

The path and directory name for the cache.
Maximum cache size (MB):

The amount of disk space to allocate for the cache, in megabytes.

Query a Database (ODBC)

In addition to writing data to a database, the Cogent DataHub also allows you to query a database and put
the resulting values into the DataHub.

Query a Database (ODEC)

[JEnable query from ODBC database
Reconnection delay (s): 5 Mazximum kransaction queue: 2

Show diagnastics in the script log

[ 5how statistics controls in tray menu

Enable query from ODBC database

Globally enables or disables all ODBC query activity.
Reconnection delay (s):

Specifies the number of seconds before a reconnect is attempted if the ODBC connection is broken.
Maximum transaction queue

The DataHub maintains an in-memory queue of pending operations. This queue helps to avoid
writing to disk during busy periods or during short database or network outages. You can modify the
depth of this queue to reduce the chance of involving the disk during busy periods. The queue depth
for queries defaults to 2 messages.

Show diagnostics in the Script Log

Puts diagnostic messages about the connection iB¢hipt Log
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Show statistics controls in tray menu.

Creates a new entry in the DataHub system tray menu that lets you open a statistics control window.

ODBC Que MySOLLoca .|
Tranzactions sent successfully: 200
Tranzactions / sec [10 sec window]: 0.2
Tranzactions currently on queue: 0.0
Results currently on queue: oo
Tranzactions rejected [full queue]: oo
Tranzactions stored in L1 cache: oo
Failed to store in L1 cache: 0.0
Transactions stored in L2 cache: 0.0
Failed to stare in L2 cache: oo
Tranzactions fonwarded from cache: 0.0
Transactions failed from cache: 0.0

Configure button

The Configure button opens the ODBC Data Logging Window.

1 Write to a Database (ODBC)

| Configure ODBC Database Logging
1.035H 2 Table 3. Trigger 4, Condtion
Select the DSN (Data Source Mame| and authenticabion defiring your database cornection. Open the DS Administrator ba
cresbs o configure 8 D5M, You must conrect successhuly beloee configuing the table

Corfigure Data Souice Mame (DSN)

Select Existing DS Camaie o Configure DSN
by Dipan DS Administrator
Ulser Passwand | Comnect

Staluz | Mot Carmected

Conligured Actions

on] oM b Puirks Tigger Condiion ==

For detailed instructions on using this interface, please ref€éhapter 10Query a Database

20.11. Historian
TheHistorian optionallows you to collect and store histories for groups of data

points. It gets configured automatically by tQeick Trendoption, and can be
configured manually as well.
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Data Historian

History Groups

On  Label Cache Size  Point Count Add ...
[¥] Automatically assign new requests to this group: [ V]

Check theEnable historical data collection box to enable the Historian. Histories for one or more

points are created and stored in groups. You can create as many groups as your system resources will
allow, and activate the data collection for that group using its correspoftirgheck box in the list. To

edit a history group, double-click it here, or select it and presg&tliebutton to open th€onfigure

Historical Data Capture window (see below). To remove a group, highlight it and click Remove
button.

Group Configuration

To add a history group, press tAed button, which opens th€onfigure Historical Data Capture
window:

-

-
Configure Historical Data Capture
Group Configuration
Group Label; HISTOO0
Base directory: C:'\Users\Cogent\AppData\Roaming YOPC DataHubHistories B
Change file every: i days i hours i minutes
kKeep data for: ] days ] hours 0 minutes
Flush to disk every: ] days ] hours ] minutes
Example: C:\Users\Cogent\AppData\Roaming \OPC DataHubHistories DataSim_Sir
Group label:

Any text string, used to identify the group. The Cogent DataHub will assign a numbered label by
default if nothing else is specified.

Base directory:

The directory in which the histories will be stored.
Change file every:

How often to close a recorded history file, and open another.
Keep data for:

How long to store data on disk.
Flush to disk every:

How often to flush the data from memory and write it to disk.
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Example:

The directory tree and example filename that the history will be written to.

Deadband

A deadband is used to reduce the amount of data stored by only storing data if there is a significant
change in value. This approach is superior to simply reducing the sampling frequency, which will lose
information when data changes quickly, and will waste storage by saving the same values when data
doesn’t change. The deadband approach defines a resolution below which changes in data are deemed to
be 'noise’ and therefore ignored.

Deadband
Absolute change: 0

Percent change: 0 o
| Maximum time between values: ] seconds

Maximum number of skipped values: a

Absolute change:

Sets the deadband range to a single value. Any new value differing frobagietine(current value)

by less than the number entered here will not be recorded. If a value’s difference from the baseline
is greater than or equal to this number, that value gets recorded and it becomes the new baseline for
the absolute change deadband.

Percent change:

Sets the deadband range to be a percent of the last logged data value. Every new value is compared
to that value, and if their percentage difference is less than the number entered here, the new value
will not be recorded. If the difference is greater than or equal to this number, the value is recorded
and that value becomes the new baseline for the percent change deadband.

@ If absolute change and percent change are used together there is an AND relationship
between them. The Historian will ignore any value falling within either deadband. Only
those values falling outside all deadbands (or equal to the outermost) will be recorded.

Maximum time between values:

Sets the maximum time period (in seconds, a real number) to deadband. When the maximum time is
reached, the next new value received will be recorded, even if its value doesn’t exceed the
deadband. Note that the system does not automatically generate and insert a value when the
maximum time is reached; it waits for the next new value. Whenever a new value is recorded the
time calculation is restarted. If the maximum time parameter is not used, there is no time limit on
how many values are ignored within a deadband.

Maximum number of skipped values:
Sets a maximum number of values to skip for the deadband. When the maximum number is
reached, the next new value will be recorded, even if it doesn’t exceed the deadband. Whenever a

new value is recorded the countlimit is restarted. If the countlimit parameter is not used, there is no
count limit on how many values are ignored within a deadband.
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In-Memory Cache

In-Memary Cache
200

In-memory cache size (# of values):
Select Points Using These Settings

- DataPid
+ - DataSim

In-memory cache size (# of values):

Determines the amount of memory allocated to storing values. This is specified by entering a
number of values.

Select Points Using These Settings
Any number of points can be selected for the group, using the selection tree.

Click the OK button to save the group configuration and return to the Historian section of the Properties
window. Then click theéDK or Apply button in the Properties window to ensure t

Querying Data in the Historian

It is possible to query the Historian to extact raw data as well as statistics like minimums, maximums,
averages, variances, standard deviations and so on over a given time period. This is done with a script that
accesses thidistorian class, explained in detail with an example in the DataHub Scripting manual.

20.12. System Monitor

'\Q{v Sys. Monitor . .
The System Monitor optiorallows you to access any system performance data
item, such as CPU usage, memory usage, process ID, disk space, network traffic,
etc. with the Cogent DataHub.

For example, by monitoring process ID you could determine whether a particular process is running or
not. Any information accessed here becomes part of the DataHub’s data set, and can thus be tunneled
across the network, used in scripts or as emalil triggers, viewed in a spreadsheet, or stored in a database.

System Monitor Configuration

Enable system monitoring

Data Domain: Syskem Update Rate: 1000 ms
Wwhen a parameter is inwvalid:

Set value ta: -1 Set quality to: Bad L
Faint Mames

[CIFlat - no tree hisrarchy Remave parentheses '()'

[Iremave spaces Remove "% sign Remove '[!

e T e e e b

To enable system monitoring, check teable system monitoring box. There are several
configuration options.
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Data Domain:
The name of any DataHub data domain. The values retrieved from the system will be shown as
points in this data domain.

Update Rate:

The frequency that the system is polled and all selected points are updated. The minimum polling
time is 100 ms., so the value entered here cannot be les4@fan

e A high update rate (a low number here) for many data points could use a great deal of CPU.

When a parameter is invalid

A parameter will be invalid if the object being monitored is not available. For example, if a process is not
running then the parameters for that process will all be invalid. This is a useful way to monitor a system
process or other object. For example, you could use a script or other client to watch a process ID, and
when the process ID becomels you could generate an alarm indicating that the process is no longer
running.

Point Names

The System Monitor automatically creates Cogent DataHub point names based on the names of the
system properties. Some client programs cannot work with point names containing special characters.
This section allows you to specify which characters will be removed from the property name when
constructing the point name.

Monitored system parameters

Monitored swskem parameters
Syskem Property Paint Marme ~
1Memory Available KEybes Memary  Available KBytes
\Memory Cache Bytes Memory . Cache Bytes
\Memory Cache Bytes Peak, Memory . Cache Bytes Peak
1Memory, % Committed Bytes In Use Memaoty . Commitked Bytes In Use
\Process(_TokallID Process Process__Taokal ID Process
\Process{_Tokal\ID Process Process__Total ID Process
"Process{algID Process Process_alg. ID Process
1Process{ASimSeryer )1 ID Process Process_ASimServer, ID Process
1Processiavgamsye 1 ID Process Process_avgamsyr,ID Process "
[ Remove Selected ] Select From List. ..

This list shows the system properties you have chosen, and their corresponding point names in the
DataHub. To add names to the list, click tBelect From List button. This will open the Select System
Properties dialog:
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S5elect System Properties EIE|

Counter detail

Perfarmance object;

Processar W
() All counters () Allinstances
() Select counters from list () Select instances from list
% L2 Time A
% LC3 Time 0
Z DPC Time
% Idle Time
E Interrupt Time
4

Privileqed Time

sdd || Evplain

Cloze

e Depending on your system, this dialog may take a few seconds to appear. If it does not come up,
the Event Log will contain a message. Otherwise, just be patient, it will open eventually.

In the Select System Properties dialog you can specify which items to add to your list of monitored
system properties, according to these criteria:

- Performance object:A list of all available objects, such as CPU, Memory, Process, Print Queue,
TCP, etc.

- Counters: All of the available data categories related to the selected performance object. You can
choose all counters, or select specific counters from the listEkp&ain button opens a window with
an explanation of the selected counter.

- Instances:All of the instances of the chosen performance object. For example, if you chose Process
for your performance, this list will show all of the processes running on your system. You can choose
all processes or select specific processes from the list.

A number in this list normally indicates a selection from multiple objects of a given type, and
_Total means the total across all of the objects. For example, if you are lookPigpegssor in a
multi-processor machine, you will see a numbri, etc.) for each processor and &otal for the
cumulative statistic over all processors.

1. Select a performance object, and counters and instances as applicable.

2. Click theAdd button to add the selected items to #enitor system parameter list in the
DataHub Properties window.

3. Click the Apply or OK button in the Properties window when you are finished making your choices
and filling the list, to apply your changes. You should be able to view the results in the Data Browser.
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% If you change your mind on what points to monitor, you can change the list at any time. Any

points you remove from the list will continue to exist in the DataHub until it is shut down
and restarted. Please referSection 18.1Data Pointsfor more information on creating and
deleting points.

20.13. Email/SMS

e The Email/SMS optiorets you configure the Cogent DataHub to send emails and
SMS text messages. The outgoing mail server is configured once, and each email
message is configured separately.

Email and SMS Configuration

How do I use dynamic Email and SMS messaging?

Configure Outgoing Mail Server
SMTR Server:
Port (default 25): 25
Sender Email:
User name:

Password:

Configure Outgoing Mail Server
SMTP Server:

The name of the SMTP server. You can use the same SMTP server listed in your email client
program.

Port (default 25):

The SMTP port number (typically this is port 25).
Sender Email:

The email address of the sender. This will appear irRteen field of the email.
User name:

The log-in name you use to access this SMTP account.
Password:

The applicable password.

Security

Security
Never attempt to connect securely via S5L
Always use S5L {fail if unavailable)
@ Automatically select most secure connection

| Accept invalid or untrusted certificates

Never attempt to connect securely via SSL

Ensures that SSL is not used.
Always use SSL (fail if unavailable)

Ensures that SSL is always used, and that any connection attempt without it will fail.
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Automatically select most secure connection

Allows the DataHub to choose the most secure type of connection available on the mail server.
Accept invalid or untrusted certificates

Ignores security certificate warnings.

Click the OK button to submit your entries.

Configure Email and SMS Events

Configure Email and SMS Events

Enable Email and SMS Events

To Configure Emails press theConfigure button to open the Email/SMS Events window:

LI Email/SMS Events

| Cenfigure Email/SMS Events

1. Email | 2Tigger | 3 Candiion

L

Dehre the emal message. The emal message s passed thiough an ASP inkerpretes, allowing vou ko embed lve data diectle in the message. The recipient kst iz
lso trested a5 ASP, so the recipient il can be dynamically compubed

tizssage Type Recipients [comma-separated emal address kst)
) Plain Test Mezsage (2 HTML Message Recipients:

Meszage Souce
) Use this e |
(%) Ulze the followwing bet:

# | () Mame
O alue
(% Time:
) Quality

=

Configured Ackions

o N w)
!!

Ramine
tpoly || Dome || Hep |
A complete explanation for this window can be founddhapter 12Email and SMSstarting with the
Sending a Test Message
Click the OK button to submit your entries.
20.14. Redundancy
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2:) Redundancy

TheRedundancy optiolets you configure redundant connections to the Cogent
DataHub.

The purpose of redundancy is to collect data from two data sources and present to the client program a
single output data set. The Cogent DataHub will determine which source will be presented to the client

program, and switch between the two sources without affecting the client. The client will only read data
from the output data set.

The two input and one output data sets are maintained as separate data domains in the Cogent DataHub.
The sources do not need to be the same protocol, so redundancy can be applied to two sources, for
example where one is a direct OPC connection and the other is a tunnel.

Domain Bridging and Redundancy

/| Enable redundancy

Redundancy Sets

On Label Source 1 Source 2 Cutput Add ...

Edit...
Remove

Check theEnable redundancy box to activate this feature. Redundant connections are created and
stored in sets. You can create multiple redundant sets, and activate or deactivate each set using its
corresponding@n check box in the list. To edit a redundancy set, double-click it here, or select it and
press theedit button to open th€onfigure Redundancy window (see below). To remove a set,
highlight it and click theRemove button.

To create a redundancy set, pressAlde button, which opens th€onfigure Redundancy window:

-

Configure Redundancy &J |
Diata Domains
Label: |
Source Domain 1 - Preferred source
Source Domain 2: - Preferred source
Qutput Domain:

Data Domains
Label:

A name used by the Cogent DataHub to identify the redundancy set. There should be no spaces in
the label. It doesn’t matter what label is chosen, but it should be unique to other labels.

Source Domain 1:

The DataHub data domain for the first data source. If this is the preferred source, check the
Preferred source button.
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@ If a preferred data source has been specified then the DataHub will use that source whenever
possible, even if the other source is also available. This is useful if the two data sources have
different characteristics. For example, the preferred source may offer a higher bandwidth
than the other source. If neither data source is selected as preferred, the DataHub will
maintain whichever data source is currently being used until it meets any invalid criteria
(see below).

Source Domain 2:

The DataHub data domain for the second data source. If this is the preferred source, check the
Preferred source button.

Output Domain:
A name for a DataHub data domain which will be the output of the redundant connection, to which
the client will connect. If the output domain does not exist, the DataHub will create it.

Input Domain is Invalid When

Entries in this section determine when the DataHub should switch from one redundant data source to the
other.

Input Domain is Invalid When
@ Data guality is: is equal to - Bad -
Data value is: is equal to
For point(s) ...
For any point in the domain

@) For this point

Treat the point name as a pattern

Data quality is:

Gives you the option of switching data sources based on a change in data quality for the point(s)
you have selected (below). You can set the critera of equal to or not equal to a list of available
gualities, such as:

Bad EGU Exceeded Last Usable Sensor Calibration
Comm Failure Good Local Override Sensor Failure
Config Error Initializing Not Connected Sub Normal
Device Failure Last Known Out of Service Uncertain

@ Generally speaking, all of the above qualities are considered not good exc&uddrand
Local Override. To ensure that you are getting good quality data from your OPC server,
you can switch wheData quality is not equal to Good.

Data value is:

Gives you the option of switching data sources based on a change in the value of the data point(s)
you have selected (below).

For point(s)

Allows you to select which points you want to monitor for quality or value (see above).

253



Chapter 20. Properties Window

For any point in the domain
Lets you monitor all points in the domain and switch when any one of them meets the criteria.
For this point

Lets you specify an individual point name. The point name can be applied to a single point, or
to a group of points whose names match the pattern.

Data Flow Detection

For data that changes regulaiBata Flow Detection lets you switch data sources whenever a gap in the
data flow is detected. This option will watch for any change in any data point from an input domain. If

any point in the input domain changes within the specified time, the entire input domain is assumed to be
available. A data change must also pass the validity checks above in order to be considered valid.

Data Flow Detection
Switch sources if data stops for: 0.000 seconds

Switch sources if data stops for:

The number of seconds that the data flow from the domain must stop before the DataHub will
switch to the redundant data domain.

Options

Options

Mever switch, Always use the first source.,

Do not refresh the output domain when switching
Mever copy the data model to the output domain.
Always copy the data model when switching.
Ignore values written to the output domain
Create data points showing input statistics

Treat uninitialized points as:

Mormal Irvvalid Valid

Never switch. Always use the first source.

If you never switch, you never use a second source domain. Thus, this allows you to effectively
create a copy of a domain, by copyiBgurce Domain 1 into theOutput Domain. To have the
output domain function as a read-only copy of the source domain, seldgniie values written

to the output domain. option, as explained below.

Do not refresh the output domain when switching.

Keeps the existing data in the output domain during a switch, and only updates with values from the
new domain when a change occurs. Choosing this option may cause a mismatch between input and
output domains for an indeterminate length of time.

Normally during a switchover the DataHub copies all values from the new source domain into the
output domain. This copying activity might cause delays in updating the output domain for
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extremely large numbers of points. If that is your situation, and you know that your two servers are
synchronized in all meaningful ways, you may wish to select this option. However, you need to
keep in mind that values in the input and output domains may not match for an undetermined period
of time.

Never copy the data model to the output domain.

Preserves the data model of the output domain, or if there is no data model, flattens the data model
from the input domain. In either case, the data point names are maintained. This can be helpful if
targeting a system with limited system resources, such as an embedded system, or if you have an
existing data model on the output domain and do not want it overridden by the data model on the
input domains.

Always copy the data model when switching.

Normally the output domain tracks changes in the data model, and when a switch occurs, if the data
model has changed, it gets rewritten. This option forces the output domain to copy the data model,
whether it has changed or not.

Ignore values written to the output domain.

Normally, data written to the output domain propagates back to the input domains. This option
prevents that from happening. Data written to the output domain will not be written to the input
domain. Used witiNever switch. Always use the first source. (above), this will make the output
domain function as a read-only copy of the input domain.

Create data points showing input statistics

Used for debugging, this option creates extra points in the root of the output domain that indicate
how many points are considered valid, invalid and uninitialized for each input domain.

The radio buttons unddrreat uninitialized points as: let you choose whether a point in an input
domain that has never been assigned a vadddguality, 0 timestamp, an@® value) should be
treated as:

- Normal: The validity rules apply normally to it.

- Invalid: The domain will never be used as an input until all data points have a value assigned to
them.

- Valid: Any uninitialized points are ignored when determining whether the input domain is valid.

Status and Control Data Points (blank for disabled)

Status and Control Data Points (blank for disabled)

Point for current source number:
Point for current state of domain 1:
Point for current state of domain 2:

Point for preferred source number:

Point for current source number:

The name of a DataHub point that will indicate which source is in use.
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Point for current state of domain 1:

The name of a DataHub point that will indicate the state of Domain 1.
Point for current state of domain 2:

The name of a DataHub point that will indicate the state of Domain 2.
Point for preferred source number:
The name of a DataHub point that will indicate which data source is your preferred source.

Click the OK button to submit your entries.

20.14.1. Warm Standby

It is possible to use the DataHub’s Redundancy feature to support warm standby, by using a DataHub
script. Since we perform redundancy at the data level instead of the connection level, the DataHub does
not naturally know which connections to start and stop when it switches input domains. Consequently
you need a script that will watch the redundancy state and turn on or off the connections based on
separate knowledge about how the connections match up with the data domains.

Below is an example script that shows how to set up warm standby redundancy. It requires you to first
configure redundancy through the interface, and then re-enter some of the same information again. For
example, here is an OPC configuration, showing two connections n@R€®00andOPC002feeding

data into domaingputl andinput2

1. Configure the OPC servers.

OPC Configuration

QPC Client
Act as an OPC Client to these servers:

On  Status Computer Connection  OPC Server Domain Refresh(ms)
Running localhost  OPCOOD Softing OPC Toolb...  inputl 0
Inactive localhost  QPCOOZ2 Softing OPC Toolb...  input2 0

2. Configure a redundancy pair labeled, for exampIEDOOL

Configure Redundancy [ v
Data Domains
Label: REDOO1]
Source Domain 1: inputi - Preferred source
Source Domain 2: input2 = [ |preferred source
Qutput Domain: output
Input Domain is Invalid When

[ ! T g T Bl-t ™
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3. This redundancy paimustinclude configuration for the four status points. You can name them
whatever you like:

Status and Control Data Points (blank for disabled)

Point for current source number: CurrentSource
Point for current state of domain 1: Statel
Point for current state of domain 2: State?

Paint for preferred source number: Preference

4. The script needs to be edited so that it contains the configured information about the redundancy
pair, including theLabel, Source Domain 1, Source Domain 2, Output Domain name as well as
all four Status and Control Data Point names.

8 method WarmStandby.constructor ()

9 {

10 local redconf = new DomainBridgel():

11 redoonf.SetApplication (=self) ;

12 Iedcr:unf.ﬁttac'n(".iifiI'_",l "inputl™, "input2™, " ', 0, 0, mil,
13 "CurrentSource™, "Statel™, "Statel2"’ "Preference™) ;

14 redeonf.OPCWarmStandby ("OPCO00™, "OPCO02"™):

15 }

The rest of the information in thattach  call will be ignored. Once we have attached to the
redundancy pair, we can tell the script which OPC connections correspond to the input domains.
These are provided as the OPC connection label corresponding to each input domain.

When you run the script, it will watch the status points and determine which OPC connection should be
active and which should be inactive based on the status of the data.

WarmStandby.g example script

require ("Application™);
require ("DomainBridgeSupport");

class WarmStandby Application
{
}

method WarmStandby.constructor ()
{

local redconf = new DomainBridge();
redconf.SetApplication(self);

"CurrentSource", "Statel", "State2", "Preference");

redconf.OPCWarmStandby("OPC000", "OPC002");
}

ApplicationSingleton (WarmStandby);

20.15. Scripting

257



Chapter 20. Properties Window

The Scripting optionlets you write, edit, and run scripts, as well as work with

configuration files. Please refer to the DataHub Scripting manual for more details.

Load these Gamma script files when starting:

Here you can create and access Gamma scripts.

‘ Scripting and Customization
Load these Gamma script Files when starting:
[ c:\Program Files\CogentiOPC DataHublscriptsiWindawsEsxample.g Mew, ..
[ ciiProgram Files\CogentioPC DataHubscripts\ODBCTukariall.g
C:\Program Files\CogentiOPC DakaHublscripks\ODBC Tukorial2. g
[ c:iProgram Files\CogentiOPC DataHub)scripts\ODBCTukarial3.g
[— ]

The DataHub Scripting manual has a more complete explanation for these options, but briefly they are as
follows:

- New creates a new script from parameters you specify.

- Add lets you add a script to the list.

- Edit opens the script in the Script Log for editing.

« Load Now loads the selected script into the Gamma interpreter for immediate processing.
- Remove deletes the selected script from the list.

« Move Up andMove Down move the selected script up and down in the list

Script Manager

The DataHub’s Script Application Manager let you view a list of scripts and stop a running script. To
access it, press ttgcript Manager button.

Scripk Manager ...

This will open the Script Application Manager window:
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o3 Script Application Manager, E@@

Class Timers Change Events Menu Bindings Sub-Menu Mame
Apphd anager 1 0 1]
BlatSupport 0 0 1]
EmallE ngine 0 1 1]
ODBCEngine i} 1 ]

To stop a script, highlight it, and press tG&op Selected button.

The columns display the following information:

« Class: the name of the instance of the Application class created in the script.

- Timers: the number of timers active in this script.

« Change Events: the number of change events active in this script.

« Menu Bindings: the number of menu entries that this script has placed in the system tray menu.

+ Sub-Menu Name: the name of the submenu in the system tray menu into which this script has placed
its menu entries.

Load these additional configuration files when starting:

Configuration files let you start the Cogent DataHub from a known configuration. Normally there is one
configuration file that comes with the DataHub distribution. Each change you make in the Properties
window gets written to that file automatically, and saved. However, it is also possible to create and/or edit
configuration files with a text editor (s&ection 1.6Configuration File.

Any additional configuration files must be listed here in order to be read by the Cogent DataHub. The
files in the list are used in order from the top down, with the last file taking precedence. That is, if a value
is assigned to a variable from within a configuration file, its value will be changed by subsequent
assignments, whether they come from within that config file or from any other.

@ Creating or editing configuration files should only be attempted by experienced users.

Load these additional configuration files when starting:

Ci\Program Files\CogentiCascade DataHub\BobsTest.cfg

C:\Program Files\Cogent!Cascade DataHub\plank.cfg
Remove

Maove Up

Move Down

The Add button opens a standard file browsing window, from which you can choose configuration files
to add. TheRemove button removes the configuration file that is highlighted.

TheMove Up andMove Down buttons rearrange the order of the configuration files. Order is important.
These files are read from the top down; variables change with each subsequent assignment, taking on the
last value assigned.
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20.16. Security
The Security optiorlets you configure security for the Cogent DataHub

tunnel/mirror, TCP, OPC, and DDE connections. For more information on
DataHub security, please refer@mapter 17Security

] Configure Users and Groups

[ Configure Permissions ]

Maintenance

[ Reset Default Users and Groups ]

[ Reset Entire Permission Database ]

Click the Configure Permissions button to open the Edit Permissions window.

(@ Edit Permissions = | E i
Usens | Groupe | HTTE Raalme
User Group Memberships Effective Permizsions
Userbame Password  LopinCount Select GrouphName PermName: Value
Anommous 0 BamcConnectviy (=) Conneclion
P o Webliew Connect g
DDE 0 | |HTTPUser Read true
OPC o Operalar Witte: g
Iimar o (=) HTTP
admin 2123%2.. 0 Connect e
v . 0 (=) WebView
* Brewsaiemat

Here you can create and modify groups, and then assign users to those groups.

Groups

Groups provide a convenient way to configure a number of users who have identical permissions. Each
group can be assigned a unique set of permssions frofeimissions table. There are three default
groups:Permissive , WebView, andHTTPUser. To add a group, type a group name in the bottom

row of theGroups table. Check or uncheck the boxes to assign permissions.

For example, in the illustration below @perator has been added that has been given Connection
permissions foConnect , Read, andWrite

Users | Glvdps [} nllr neaims |
Group Permissions
GroupMame Select PermMame CombineType  DataType Value  Description
BasicConnectivity | |(=) Connection
Webliew .Connect .M)’TH.IE .boolean .tn.le -User can connect as a client via
HTTFUser Read AnyTrue boolean true User can read and register data p
» Write AnyTrue boolean true User can write to an existing writa
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Users

There are two kinds of users--normal and special. Normal users correspond to individuals with a name
and a password. Special users provide a way to offer different security models for different protocols. For
more information on types of users, please refeédéotion 17.3User Authentication

Users | Groups | HTTP Realms |

User Group Memberships Effective Permissions
UserName Password  LoginCourt Select  GroupMName PemMame Value
Anonymous 0 [] |BasicConnectivity \:) Connection
TCP 0 [ | WebView Connect ltrue
DDE 0 = HTTPUser | |Read true
OPC 0 Operator Write true
Mim.— o - ) SEMRE S S M R T \::. s
admin | 2123%2... (0 Connect .true

» [ . [0 (=) WebView

To add a user, type a user name in the bottom row ottger table. When you predsnter, a password
dialog will appear:

p
atl Edit Password =N X

User Name: user

Password:

HTTP Realms

Http Realm

You must re-enter the password in order to modify
HTTP realm assignments.

Cancel

Enter a password and select an HTTP realm for that user. When youQifick string of charaters will

appear in théassword field for that user. Passwords are stored using a reasonably strong non-reversible
encryption. If a user forgets his password, it is not recoverable. To change HTTP realm for a user, their
password must be reentered. For more information on passwords, please Bfetito 17.6,

Passwords

HTTP Realms

Here you can maintain a list of HTTP authentication realms. This list is accessed by the DataHub Web
Server, as described hefgection 20.9Web Server

HTTP Realm

Realm
*

To add an authentication realm, simply type it into the list. One or more of these realms are assigned to
each user when thegirasswords configured (see above).
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Common Scenario

The most common Cogent DataHub security configuration is to allow any user to connect via OPC or
DDE, while only allowing authorized users to connect via TCP or via a tunnel/mirror. This eliminates
exposure of the the TCP and tunnel/mirror connections to unwanted Internet and network clients. OPC
and DDE are not exposed in this way.

To configure this scenario, you need to remove all group memberships from the gpemigimous,
TCP, andMirror  users. Simply click on each of these user names in turn, and uncheck all group
memberships for that user. When you are finished, BfiNFandOPCshould have any group
memberships.

Permissions

Connect

This user is allowed to maintain a connection to the Cogent DataHub. When a connection is made,
the client has a 5-second grace period in which to authenticate before the client is disconnected. If
the client does not havgonnect permissions after the grace period expires, it will be disconnected.

Read and register points

This user is allowed to read point values and subscribe to point value changes.
Change point values

This user is allowed to write a new point value to the Cogent DataHub.

Force value changes
If the user ha€Change point values permission, he may also have this permission. In this case, the
user will able to send thorce andcforce commands to the DataHub, which will override the

read-only status and timestamp check for a point, thereby forcing a write to succeed where it would
otherwise fail.

Create new points

This user is allowed to create new points in existing data domains in the Cogent DataHub.
Delete an existing point

This user is allowed to delete a point from the Cogent DataHub.

@ Normally, no client should be allowed to delete points from the Cogent DataHub. Deleting
points can be very disruptive for existing clients. Use this permission with caution.

Create a new data domain

This user is allowed to create new data domains. Normally you should al€vese new points
permission when you set this permission for a user.

Load a configuration file

This user is allowed to tell the Cogent DataHub to load a specific configuration file.
Create and edit users and groups

This user is allowed to create and edit users and groups non-interactively.
Change the program configuration

This user is allowed to transmit commands to the Cogent DataHub to alter the DataHub’s
configuration. This normally includes actions like enabling and disabling particular interfaces and
functions within the cdh.
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Change auto domain creation

This user may change the flag indicating whether the Cogent DataHub should automatically create a
data domain when a user requests a point in a non-existent data domain.

Shut down the program

This user may transmit aaxit command to the Cogent DataHub, causing it to shut down.

20.17. Licenses

TheLicenses optiorets you view and install licenses for the Cogent DataHub.

When the Cogent DataHub starts up it will run in demo mode (one hour time
limit) if no licenses are found. If any license is found, the Cogent DataHub
switches to license mode, and each connection then requires a license.

‘ License Configuration

TCP Link Licenses

In Use: 2 Total: 5
Available: 3 Peak Use: 2
WebWiew Client Licenses
In Use: 0 Total: 10
Available: 10 Peak Use: 0
Node Licenses
Unlimited TCP Link License: no Unlimited Tunnel/Mirror Master: yes
Unlimited DDE License: yes Unlimited OPC License: yes

TCP Link Licenses

Each simultaneous TCP connection (except for the Tunnel/Mirror Master) to the DataHub requires one
TCP Link License.

In Use

How many TCP Link Licenses are currently being used.
Available

How many are not being used and are still available.
Total

The total number of TCP Link Licenses installed.
Peak Use

The highest number of TCP Link Licenses that have been used since the beginning of the current
session.
DataHub WebView Client licenses

Each simultaneous DataHub WebView client connection requires one DataHub WebView Client License.

In Use

How many DataHub WebView Client licenses are currently being used.
Available

How many are not being used and are still available.
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Total

The total number of DataHub WebView Client licenses installed.
Peak Use

The highest number of DataHub WebView Client licenses that have been used since the beginning
of the current session.

Node Licenses

This box displays which unlimited licenses are currently available for the Cogent DataHub: TCP, DDE,
Tunnel/Mirror, and OPC.

Details

TheDetails list shows the licenses currently installed.

Details

Product Code License # Count Type Expiry
winCOHHISTv70;n; 1,winCOHSL. .. 00064023 1 node never
winCDOHIMS 1.0v70;u; 1 00064029 1 connection never
winCDHWY 1. 0v70;u; 10 00064040 10 connection never
winCDHTCPv 70 00070001 5 connection never

| Hide icons for unlicensed components

Enter a License... ] [ Load License File... Remove Selected

There are two general viewing options for licenses:

Hide icons for unlicensed components

Completely removes the greyed-out property icons for DataHub features that are not licensed.
Show unused license keys

It is possible that a license file may contain upgrade licenses for several different versions or
instances of a DataHub. If one or more license files have been loaded, checking this box will show
in the Details list all the licenses available, including those that might be for older versions or other
installations of the DataHub.

Installing Licenses

Licenses can be entered individually or loaded from a file.

- TheEnter a License... button opens th&nter License String window:

Enter License String [i—&J

Enter a new license string:

Example:
:product:00000000:u: 1:0-0-0: Sick6a6d9392606a:

Ok ] I Cancel

Here you can paste or manually enter the text string for the license provided by Cogent. Make sure to
include all colon (. ) characters in the string.

264



Chapter 20. Properties Window

% The license string may contain the characteesad1 which can look nearly identical in some
type fonts. If possible, it is best to copy and paste the string, rather than retyping it.

« Theload License File... button opens a Windows file selection window. Browse to find the directory
and license file that you want to load. License files end wilica extension. Once you have found
the license file, click th€®pen button to load the file. (Please refer@mnfiguration and License File
Locationsin Section 1.6Configuration Filefor more information on license file locations.)

To remove a license from your system, select one or more licensesrethds window, then click the

Remove Selected button.
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21.1. Data Browser

This window gives a real-time view into the Cogent DataHub. You can open this window in either of two
ways:

« Click theView Data button in the Properties window.

« Right click the DataHub icon in the system tray and se\éetv Data from the pop-up menu.

r ~
i@t Cogent DataHub Data Browser: & of 8 points in DataSim domain =NACN X
Selected Point: Sine
Enter new value: 0,154508497225779 Quality: Local Override -
Point Name Time Stamp Quality Type Value s
- Status "
_____ default Amplitude Sep 23 10:37:17.617  Good Any (R8) 1
Freguency Sep 23 10:37:17.617  Good Any (R8) 0.1
Offset Sep 23 10:37:17.617  Good Any (R8) i] =
Ramp Sep 23 10:48:05.446  Good Any (R8) 5.00000000000425E-02
Sine Sep 23 10:48:05.446  Good Any (R8) -0, 154508497140631
Square Sep 23 10:48:04.926  Good Any (R8) 0.5 =
Triangle Sep 23 10:48:05.496  Good Any (R8) -0, 100000000000085
[ oo mnammmam ram  Aooa i e n
Drag & Drop Style: [MS Office (Excel/Word) v] Froperty: [Value '] [ Close

All data domains in the DataHub are shown in the tree on the left, and all the points of the selected data
domain are listed on the right. Clicking on a point name selects it, and puts its name iStel¢oted

Point field at the top of the window. A snapshot of the value of the point at the time you clicked appears
in the Enter new value field. You can change the value of the point by entering a new value in this field
(i.e. type in the value and press thater key). You can also drag the column headers to change the order
of the columns.

Drag and Drop Style and Property

There are several options for the drag and drop style, depending on the program in which you want to
place the data. In addition, there iSaapshat (Plain Text) option that allows you to put in labels and
data properties that don’t change.

The Data Browser also provides a way to selectRhaperty of a data point to drag and drop, such as
timestamp, quality, and point type.

Property: Value - [

Mame (Short)
Quality

Quality Mame
Time Stamp (Local)

Time Stamp {UTC)
Type

TEEE MName

The following properties are available:
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Name

The name of the point, including its data hierarchy of assemblies, subassemblies, attributes, and
properties, if any. For example:
PID1.Range.Amplitude

Name (Full)

The name of the point, including its data hierarchy and also domain name. For example:

DataPid:PID1.Range.Amplitude

Name (Short)

The short name of the point, without any of the data hierarchy. For example:
Amplitude

Quality
The quality of the point, an integer.
Quality Name

A text string that corresponds to the integer value of the quality of the point.

Time Stamp (Local)
The local time stamp, in seconds. In Excel, you can format this using a custom format for the cell.
For example, to display the data and time to the nearest millisecond in a worksheet cell, you can use

m/d/yyyy h:mm:ss.000 as your custom format. Note that the milliseconds use a dot, not a
colon.

Time Stamp (UTC)

The UTC time stamp, in seconds. You can format this in Excel using a custom format, as explained
above.

Type
The type of the data contained in the point, as an iteger.
Type Name

A text string that corresponds to the integer value of the data type.
Value

The value of the point.

21.2. Connection Viewer

This window gives a real-time view into all Cogent DataHub connections. You can open this window by
clicking on theView Connections button in the Properties window.
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-

@ Connection Viewer SRACE X
Type Detail ID Label Status Sent Received Created Registered Unregi
Data Historian 2
DataHub Web...

Gamma Script... a

Mainline 1

Sysman 0 properties in domain Sy... 4 Dis... - - -

TCP Incoming plain text from ... 7 12... Run... 8 1223 16 8

TCP Listener Plain on port 4502, 55L 0... 5 Run... - -

Web Server Port: 80, S5L: Mo, Dirs: No [ Run...

Fi [Tl 3
@ Total Checkpoint Performance Set Checkpoint

The various columns identify the connection and show its status, with connection statistics, as follows:

« Sent - point changes sent from the DataHub to the connecting program.

- Received - point changes sent from the connecting program to the DataHub.
- Created - data points created in the DataHub by this connection.

- Registered - data points registered in the DataHub by this connection.

« Unregistered - data points unregistered in the DataHub by this connection.

- Dropped - data point changes that the Cogent DataHub attempted to send, but could not, because the
client was too busy to receive them before the next point change. When the DataHub drops a point
change, it only drops values that have already been superseded by a newer value. The Cogent DataHub
will never drop the latest value.

- Blocked and Unblocked - If the Cogent DataHub identifies that the client is unable to keep up
with the transmission data rate, it will mark the clientéacked indicating that the client will receive
no new value changes until it is able to cope with them. The Datahblocksthe client after a short
period of time, or when it identifies that the client has queue space to accept new data changes.

If a client is blocked, superseded point changes will be dropped. The latest value for each point is
queued so that when the client is unblocked it will receive the latest values for all points that changed
while it was blocked. Again, the Cogent DataHub never drops the latest value for any point in which a
client is interested.

« CPU - the CPU time in seconds that a given thread has consumed since it started. When the
Performance option is selected, the CPU percentage is the average percentage of the CPU resources
that the thread has been using since the Connection Viewer window was openedser the
Checkpoint button was pressed.

You have the following options for viewing the data:

- Total displays all connection statistics from the time that the client connection was first made.

« Checkpoint displays all connection statistics from the last time $lat Checkpoint button was
clicked or from the time that the client started, whichever is later.

- Performance shows the performance of the connection, in terms of data changes per second, from
the last time th&et Checkpoint button was clicked or from the time that the client started, whichever
is later.

« Set Checkpoint records the time and current statistics for each client, for use bgltleekpoint
andPerformance options.
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21.3. Event Log

This window lets you view a log of events from the Cogent DataHub. You can open this window in either
of two ways:

«+ Click theEvent Log button in the Properties window.

« Right click the DataHub icon in the system tray and se\éetv Event Log from the pop-up menu.

I ~
8% Cogent DataHub Event Log = | B
Log Viewer
Fadility Severity
[V] General [¥] server []Error [¥] tnformation =
-_ose
[¥] client Warning [[] pebug

2010-09-23 10:37:13.933]: System timer resolution is now 1 ms

2010-09-23 10:37:13.945]: Loading license file from directory: C:\Users\Cogent\AppData\RoamingCogent D
2010-09-23 10:37:13.951]: Reloading license file from default path ...

2010-09-23 10:37:13.951]: Done reloading license file from default path

2010-09-23 10:37:14.037]: Starting Cogent DataHub version 7.0.0.166 ...

2010-09-23 10:37:14.037]: Loading configuration file: C:\Users\Cogent\AppData\Roaming\Cogent DataHub'y
2010-09-23 10:37:14.042]: Finished configuration file: C:YUsers\Cogent\AppData'\RoamingCogent DataHub!
[2010-09-23 10:37:14.042]: Configure OPC Server interface

2010-09-23 10:37:14.098]: Initialize DDE server (incoming connections)

2010-09-23 10:37:14.145]: Looking for plugin in: Dothet

2010-09-23 10:37:14.145]: Loading plugin file: C:\Program Files\Cogent\Cogent DataHub\plugin\DotMet'plug

-

2010-09-23 10:37:15.978]:  Plugin is: Plugin -
i -~ -
Log to File
[[Log to file Limit: 102400 KB

You can specify the category of evdrdcility and level ofSeverity by checking and unchecking the
related items. It is possible to open multiffeent Log windows, and select differefacility and
Severity options in each window.

@ TheDebug option is very verbose. Operating in this mode could put an unusually high demand
on system resources.

Log to File

If you wish to save a log, you can have the Cogent DataHub write the log to a file. Just chédgttee
File box and specify the file name in the entry field, typically withcgy extension. You can use the
Browse button to find a file. Th&imit text entry box allows you to change the maximum file size
(default 102,400 Kb).

@ Once thelog file reaches the maximum size limit shown in thenit field, it is renamed with a
Jlog.1 extension, and a nevog file is started. Combined, the two files provide at least as
much data for analysis as specified in thmit field. This also means that the actual size on disk
of the two log files could be as much as twice tlimit size at any given time.

Here are some other useful pointers about log file management:

- If the file you specify doesn't exist, the DataHub will create it. If the file does exist, the DataHub will
append log data to the file.

- Aslong as thd.og to File box is checked, the DataHub will append all log entries to the file, even
when restarted after a shutdown.
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« Checking theLog to File button automatically causes the Event Log to log in the (verbDeb)ig
mode.

21.4. Script Editor

The Script Editotlets you write and edit scripts.

M Script Editor: C:\Program, Files\Cogent\Cascade DataHublscripts\MyApp.g
© File Edit  Script

DEE )

Find:| H Mext ” Previous ] [IMatch case [ ]Regexp

require {"Application'): ”~

7% (et the Gamma library functions and methods for O0DBC and-sor
* Windows programming. Uncomment either or both. *7

regquire ("WindowsIupport'):
Soraguire [("ODBCSupport'):

7% Applications share the execution thread and the global name

* space, So we create a class that contains all of the functions
* and variables for the application. This does two things:

* 1) creates a private name space for the application, and

* 2) allows vou to re-load the application to create either

e [ S | PSSR

Line: 1

The Script Editor offers features such as context-sensitive highlighting, prompted fill-ins for functions
and variable names, automatic indenting, text string searches, and so on. Please refer to the DataHub
Scripting manual for detailed information.

21.5. Script Log

This window lets you view output from scripts, and interact with the Gamma scripting engine. You can
open this window in either of two ways:

« Click the Script Log button in the Properties window.

- Right click the DataHub icon in the system tray and sel&etv Script Log from the pop-up menu.

@ Script Log [ =Bl ﬂ

Startup file loading...
istarb.lp file complete.

Type a Gamma expression and press Enter:

Pause H Clear H Close
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Please refer to the DataHub Scripting manual for detailed information about the Script Log.

21.6. DataSim - a data simulation program

DataSim is a data simulation program thetates local datir the Cogent DataHub. It generates data
for four different wave patterns, and sends these to the DataHub by a TCP connection.

( DatasSim l = | |éE_J

Hle DataSim
Connection Parameters

Select or Host Service Status
double click — | localhost | 4502 Connected
User Mame Passward

. | I
[
Bhitflin Pause More... |

As soon as DataSim starts, it attempts to connect to a DataHub and begins generating data. To receive the
data, the Cogent DataHub should be set uptasaelling/mirroring master

Connection Parameters

Host

The name or IP address of the host computer. Since DataSim connects via TCP, this can be any
computer on the network running a Cogent DataHub acting as a tunnelling/mirroring master.

Service

The port number or service name as entered irMhster service/port entry box of the DataHub.
Status

Displays the attempts to connect, which chang€donected when the connection is made.

You can use th&econnect button to reconnect and tiause button to freeze all data generation.
Press th&Show button to view and change some of the data parameters:
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Configurable Options

The following options can be set in DataSim, and sent to the Cogent DataHub. All of the numeric options
have a corresponding point in the DataHub that contains the value. Thus, these values can be set from
within the Data Browserby selecting the point name and entering a new value for it.

Waveform Parameters

Amplitude

The height of the wave forms. DataHub Point nadeplitude
Offset

An offset from zero of the generated data, and thus the wave form. DataHub Point name:
Offset

Frequency

The frequency of the wave form. DataHub Point nafrequency .

Data Domain

The Cogent DataHub data domain name for the data points. Any entry in this box changes the
connectiorStatus to IDLE . You must press thReconnect button to reestablish the connection.

Update Frequency

The number of times per second that data changes and is sent to the Cogent DataHub.
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Apply Changes

Applies any changes that have been entered for these configurable options. This button is greyed out
until a change has been entered and can be applied.

Send data change as binary...

Allows you to send the data changes from DataSim in binary form, rather than as ASCII characters.
This can speed data update rates substantially. This feature is only availai@é omachines.

Data Generation

For each of the following four variables, the check box stops or starts data generation, while the toggle
button hides or shows the graph display. The numerical value is shown at the right of the graph.
SIN
Data generates a sine wave.
SQR
Data generates a square wave.
TRI

Data generates a triangular (45 degree) wave pattern.
RMP

Data generates a ramp wave—steadily increasing, followed by a sudden drop.
Display Mode

Controls how the data is displayed in the trend dispByoll moves the wave from right to left as
the data is generated. Old data scrolls off the left side of the display as new data scrolls in from the
right. Wrap adds to the wave from left to right, and writes over old data.

21.7. DataPid - a PID loop data simulation program

DataPid is a data simulation program for the Cogent DataHub. It simulates data for a set point, control
output, and process variable, and sends these values to the DataHub by a TCP connection.

@ This program is similar t@ataSim but with specialized data. A PID loop is often used by
process control engineers to determine the efficiency of their system. A detailed explanation of
PID loops is beyond the scope of this manual, but the data generated by this simulator can by
used by anyone.

Starting Up

The DataPid can be started from the Winddtart menu, the command line, or by clicking on the
desktop icon.
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|'ﬁ—-? Databid _| #iy DataPid - DataPid:PID1 - localhost:4502 l = | |i3_]
ataPi
E Connection Parameters
dE:i:E;: cEI'i::k — Host Service Status
| localhost | 4502 | Connected
o R Pause More...

As soon as DataPid starts, it attempts to connect to a DataHub and begins generating data. To receive the
data, the Cogent DataHub should be set uptasaelling/mirroring master

The DataPid can take several command-line arguments at startup, to assist in running more than one
instance at a time. Any combination of the following arguments can be supplied in the Target field of the
shortcut, or on the command line.

/ddata domain name

The name of the DataHub data domain in which to write the data that DataPid generates. The
default isDataPid .

/npid name

The name of the PID loop. For exampledidta domain name isDataPid andpid name is
PID1 then the data will the data will be created in a hierarchy beneath thePataPid:PID1
The default iPID1 .

/hhost name

The name of the computer on which the DataHub is running. This can be an address or a name, for
example127.0.0.1  ordevelopers.cogentrts.com . The default idocalhost

/p port number

The port number on the target computer on which to connect. The defd3Ds.
/i

If specified, the DataPid window will be iconified when it starts.

Example:
DataPid.exe /i /d test /n pid

Connection Parameters

Host

The name or IP address of the host computer. Since DataSim connects via TCP, this can be any
computer on the network running a Cogent DataHub acting as a tunnelling/mirroring master.

Service

The port number or service name as entered irMhbster service/port entry box of the DataHub.
Status

Displays the attempts to connect, which chang€dnnected when the connection is made.

You can use th&econnect button to reconnect and thiause button to freeze all data generation.
Press thévlore... button to view and change some of the data parameters:
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Configurable Options

The following options can be set in DataPid, and sent to the Cogent DataHub. All of the numeric options
have a corresponding point in the DataHub that contains the value. Thus, these values can be set from
within the Data Browserby selecting the point name and entering a new value for it.

Setpoint (SP)
Manual A number fromO to 100 to for the set point. An entry here overridesto.
Auto Changes the set point randomly, evargeconds, where is the number
entered.
Point Changes the set point according to a point registered in the DataHub.
Controller (MV)
Kp The proportional control factor, sets thEhe wave form button sets a well-tuned
speed of adjustment. PID loop.
Ki The integral control factor, reduces The wave form button sets a
error. poorly-tuned PID loop.
Kd The derivative control factor, providesThe wave form button sets an
a damping effect. oscillating PID loop.
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Plant (PV)
Kp The proportional control factor of the plant.
Ki The integral control factor of the plant.

Waveform Parameters

Amplitude Not yet documented.
Offset Not yet documented.
Data Domain

The Cogent DataHub data domain name for the data points. Any entry in this box changes the
connectiorStatus to IDLE . You must press thReconnect button to reestablish the connection.

Update Frequency
The number of times per second that data changes and is sent to the Cogent DataHub.
Apply Changes

Applies any changes that have been entered for these configurable options. This button is greyed out
until a change has been entered and can be applied.

Data Graph

SP, MV, andPV
The toggle button hides or shows the graph display. The numerical value is shown at the right of the
graph.

Display Mode
Controls how the data is displayed in the trend dispBayoll moves the wave from right to left as

the data is generated. Old data scrolls off the left side of the display as new data scrolls in from the
right. Wrap adds to the wave from left to right, and writes over old data.

21.8. Service Manager

The Service Manager is a program that provides access to Cogent software that can be installed to run as
a Windows service. With this program you can select and configure how the service runs, change its
status, and open the Properties window of the Cogent DataHub.

Starting the Service Manager

The Service Manager can be started from@ogent DataHub program group in th€ogent entry of
the WindowsStart menu.
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Once started, you can choose the service you need to configure fr@eltw Service dropdown list
at the top. Then you can configure, install, and check the status of the service, as well as view the
DataHub Properties window. The scrolling list at the bottom maintains a record of activities.

Service Configuration

-
@ Cogent DataHub Service Manager

- @ Cogent DataHub®

Select Service: Cogent DataHub

B

Service Configuration

[] Run as specified user
Local System

User name:

Passward:

[[] Automatically restart on failure

Startup type: Automatic - ]
Corfiguration folder: .E:\Users\C.ugeﬁ.t.ﬁpp Déta\Hnaming\Cugerrt DataHub
Qr: i Set Glc_nbe_ll [_:unﬁgumtiqn Folder s
Sample:  CiUsers“tom‘AppData’.RoamingCogent DataHub

C

]

Ingtall / Update Service
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Startup type:
Choose betweeAutomatic, Manual, or Disabled to specify how you want the service to start
when Windows starts.

Configuration folder:
Allows you to specify a folder in which to put the configuration files for the Cogent DataHub.

Typically this does not need to be changed. Please refeettion 1.6Configuration Filefor more
information about configuration files.

The Set Global Configuration Folder button lets you specify the configuration file through the
registry. This will preserve the configuration directory even after uninstalling as a service.

Run as specified user

It is recommended that you run the DataHub as the local SYSTIEda|System ) user, and
leave this box unchecked.

@ The DataHub Properties window is only available when running the service as the local
SYSTEM user. If you run as a specified user then you will not be able to access the
Properties window to make changes to the DataHub while it is running as a service.

@ However, there are certain situations in which you may need to run it as a specified user. To

specify a user other than the local SYSTEM user, entetUser name andPassword as
applicable, then please séppendix C,Running as a Windows Service (Specified Ukar)
important additional information

Automatically restart on failure

Have the service restart should it fail or be stopped for some reason.
Install/lUpdate Service

When the above configuration is complete, press this button to install the DataHub as a service. This
will also start the DataHub service, though on some systems the service may need to be started
manually if it doesn't start with the install operation. If the service is running and you make changes
to the configuration, pressing this button will cycle through a service shutdown and restart to apply
your changes.

Service Status

Service Status
Installed as a service:  True Uninstall

Service state: Funning Stop

]

Installed as a service:

Indicates whether the selected program is installed as a service dirnetof False). The
Uninstall button allows you to uninstall the DataHub as a service.

Service state:

Indicates the run status of the servi&dpped, StartPending, Running, etc.) . TheStart and
Stop buttons allow you to start or stop the service.
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Show Properties Dialog

This option appears differently for different versions of the Windows operating system:

Windows XP and 2003
A Show Properties Dialog button allows you to open the Cogent DataHub Properties window.

Show Properties Dialog

Show Properties Dialog

The DataHub Properties window is only visible on the primary console of the computer running the
Cogent DataHub. If you are currently logged in via a remote desktop session, you will see a pop-up
dialog indicating that you must be connected to the computer’s primary console. You can do this by
using the/admin or/console options on the Microsoft Remote Desktop client.

If you are already connected to the primary console, the DataHub Properties window and system
tray icon will be displayed when you preStiow Properties Dialog button.

Windows Vista, 7 and 2008

The Switch to Service Console button displays the Windows Service Console, which is where the
DataHub Properties window appears when running as a service. This allows you to view data and
make changes to the DataHub configuration while it is running as a service.

Show Properties Dialog

Switch to Service Console Disable Service Console

The Service Console is a special display console provided by Microsoft Windows, also known as
the "session 0 console”. This was introduced in Windows Vista as a security mechanism to limit
access to the user interface of high-permission processes. When you switch to the Service Console,
your desktop will be hidden and the screen background will change color to indicate the special
status of the Service Console.
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While the Service Console is open, your other applications will continue to run normally, but you
will not be able to see or interact with them. A dialog box will be visible while you are viewing the
Service Console that will allow you to switch back to your regular desktop at any time. If you have
other system services running on your computer that also have user interface windows, those
services will also be available to you while viewing the Service Console.

When you have finished viewing or editing the the DataHub properties, before returning to the
normal user console, you should click thpply andOK buttons to close down the the DataHub
Properties window. Also be sure to close any other DataHub windows. This prevents the Windows
Interactive Service Detection program from displaying pop-up messages when you return to the
normal user console.

Once all the DataHub windows are closed, you can return to the normal user console by pressing
theReturn Now button in the Interactive Service Detection window.
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@ If you forget to close any of the DataHub windows while working in the Service Console,
Windows will begin popping up messages in the user console telling you there is a program
requiring attention in the Service Console.

et

A program running on this computer is trying to display a
message

The program might need information form you or your permission to complete a
task.
Why does thas happen?

2 View the message

<+ Ask me later

w | Show program details

You can stop these messages and close down the Service Console by clicking on the
Disable Service Console button in the DataHub Service Manager. Clicking this button

will not stop the DataHub service.

When you close the Service Manager it will automatically disable the service console. This
will stop Windows from periodically displaying the Interactive Services Detection dialog on
your system.

Notes
1. This editor is based on the Scintilla and SciTE editor.
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The DataHub has an internal command set, documented Reference ICogent DataHub Command
Setreference. When you change the configuration of the DataHub in the Properties window, one or more
of these commands is written in the configuration file, and the DataHub receives that command every
time it starts up. You can use these commands to create custom configuration files. (Pl&zsticee

1.6, Configuration Files)

It is also possible to issue these commands to the DataHub during run-time in any of the following ways:

- With a DataHub script, using the speci#tahub_command function.
- Using the DataHub APIs for C++, Java, and .NET.
« Over a directTCP connection

This is how custom applications can interact directly with the DataHub. For example, DataSim connects
to the DataHub by using the DataHub APIs for C++, Java, and .NET.

22.1. Command Syntax

DataHub commands have the following syntax:

(command arg, arg, ...)
The whole command must be surrounded by parentheses. The command name and its arguments are
each separated by white space—single spaces, tabs, or carriage returns are allowed. For example, the

following line of a custom configuration file tells the Cogent DataHub to create a new data domain,
namedTestDomain .

(create_domain TestDomain)

Multiple-word strings must be in quotes. Numbers take their own values. Booleabdartalse andl
for true.

22.2. Return Syntax

When the Cogent DataHub executes a command, it may return a success message or an error message.
The returned message contains the original command, and some or all of the arguments for the
command. These messages will be received by programs using the DataHub APIs for C++, Java, and
.NET, but they will not be received by DataHub scripts. The two types of success messages are:

« No arguments:(success command)
- One or more arguments:(success command arg )

Success messages are returned if the DataHub comat&sdcces$ias been previously issued with a
value ofl. A value of0 means no success messages will be returned. Error messages are returned any
time there is an error. There are four types of error messages:

« No arguments:(error "-2: ( command): error message ")

« One argument: (error "-2: ( command arg,): error message ")

- Two arguments: (error "-2: ( command arg, arg ,): error message ")

- More than two arguments: (error "-2: ( command arg, ..): error message ")

The error messages are the negation of these error codes:
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ST_OK The function executed without error.

ST_ERROR An error occurred.

ST_NO_TASK A required task does not exist.

ST _NO_MSG There is no message available.

ST_WOULDBLOCK This action would block, and is not permitted.

ST_INTR An interrupt occurred.

ST_FULL The queue is full.

ST_LOCKED A DataHub point is locked.

ST_SECURITY The security level is insufficient.

ST _NO_POINT A required DataHub point does not exist.

ST_INSIG A change in a DataHub point’s value is insignificant. This is not really an
error, but a notification that no exception will be generated by the datahub.

ST_UNKNOWN There is an unknown error.

ST_NO_QUEUE

A target task has no queue, @serveis absent.

ST_CMD_SYNTAX_ERRORe command was not found, or there was a syntax error.

ST_REPLIED
ST_WRONG_TYPE
ST _TOO_LARGE
ST_NO_MEMORY
ST_OLD_DATA
ST_TIMEOUT

The reply was complete.

The type of a point or variable was wrong.

A value to be written to memory is larger than the available buffer.
There is insufficient memory available.

Time-significant data is out of date.

A timeout occurred in poll mode.

22.3. Sending Commands by TCP

Itis possible to send commands directly to the DataHub over TCP, by usimmalling/mirroring
connection. The communication between a client and the DataHub over TCP follows these guidelines:

The connection is a single bi-directional socket.

All communication from the DataHub to the client is non-blocking and asynchronous. It is possible to
use blocking I/O in the client, and to wait for a response from the DataHub as well, but we don't
advise doing either.

Since TCP is streamed, there are no packets as such. Each message starts with an open parenthesis and
ends with a matching closing parenthesis. Messages should be terminated with a newline (

character. If they are not, then the DataHub will hold off on processing the incoming messages until it
receives a newline character, and then it processes all messages in order, in a batch. There is a
maximum character length allowed (around 1 MB) for a batch of messages, after which the DataHub

will discard data until it sees a newline.

Parameters within a message can themselves be parenthesized expressions. For example, the following
message contains a command and five parameters:

(OPCAddItem serverl iteml O default:serverl.iteml
(default serverl item1))

The fifth parameter is itself a commar(default serverl iteml)
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- All strings in a message are surrounded by double quotes. Inside the double quotes, the d&quence
embeds a double quoté, embeds & character\n embeds a newlindt embeds a talff embeds
a form feed\r embeds a carriage retutnfollowed by any other character produces that character
with the\ removed. Parentheses inside double quotes do not match parentheses outside double quotes.

« You can embed any character inside a non-quoted string by puttinig &ront of that character, so the
stringabc\ def would be the same dabc def"

- Example of using a TCP socket directly without going through the Cogent C API:

SOCKET s;

char buf[256];

int len;

char *pointname = "testpoint”;
double value = 1.0;

len = sprintf(buf, "(cset \"default:%s\" %g)\n", pointname, value);
send(s, buf, len, 0);

There is a function in the C++ header file that parses this kind of stream, tAlledispParse , and
another function calletdT_LispString  that can help a bit with writing lisp expressions. They
automatically add double-quotes arortdformatted strings, and escape characters within the string.
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This chapter has answers to the most common troubleshooting questions that may arise. Any other
known, unresolved issues are discussed irRBADME.txt which is included in the distribution
archive. Please read that file and this page before contacting Cogent for help.

@ For responses to other common questions and issues, please see also the Cogent Community
Forum Frequently Asked Questions.
1.1 can’'t get a connection.

Check the following:

- Is your connection to the Internet and/or network up and functioning normally?

« Does your firewall allow a local program (like the Cogent DataHub) to act as a server?
« Does the Cogent DataHuhn OK?

- |s the DataHubnstalled and configurecorrectly?

- For drag and drop operations, is theag & Drop Style at the bottom of the Data Browser set to
MS-Office (Excel/Word)?

« Are you using the DataHuleb serveiand is Skype installed on the same machine? There is a default
option in Skype (follow thélools - Options - Connection menus) to use poB0 as an alternative for
incoming connections. You will need to either disable this, or change the port number of the
DataHub’s web server to something other tigén

2. Windows Error Messages

For a list of Windows error messages, including those for TCP and DDE, please réfgpeadix H,
Error Messages

3. Cogent DataHub Error Messages

Here is a brief explanation of some of the more common error messages you might encounter when
using the Cogent DataHub:

License failure: License in use by master
There are two possible reasons for this message:

1. One Cascade DataHub is tunnelling/mirroring to another DataHub on another computer and
that DataHub is tunnelling/mirroring back to the first.

2. The Cascade DataHub is tunnelling/mirroring to itself.

Either of these are probably due to misconfiguration. Check your configuration files to ensure that
only one Cascade DataHub is configured to be a master in any master/slave pair, and that no
DataHub is tunnelling/mirroring to itself.

4. Messages from Excel

When you save and close a spreadsheet connected to the DataHub and then attempt to reopen it, you may
get one or more messages, depending on your security settings in Excel, or other circumstances. Here’s a
summary of each message, and what to do:

This document contains macros. Enable them?

Click Enable Macros.
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This workbook contains links. Update them?

Click Update. If the DataHub is already running, all the links should then update automatically. If
not, you may get #REF! entry in some cells, and the next message (see below) will probably
appear.

Remote data not accessible. Start the DataHub?
Click No. At this point the best thing to do is close the worksheet, start the requested program, and

then reopen the worksheet. When you update the spreadsheet (see above) this time you won't get
any#REF! entries.

5. Excel not updating

The default settings in Excel allow you to drag and drop from the Cogent DataHub into your spreadsheet
and see the data updating automatically. Sometimes however the Excel configuration may have been
changed so that you do not see this. For example, if you drag a data point into Excel and you get the first
value, but then nothing after that, you may want to check the following settings.

1. From theTools menu, choos®ptions to open the Options window.

Options
Color Inkernational Save Error Checking Spelling Security
View | ' Edit General Transition Cuskom Lisks Chart

Calculation

(® Automatic () Manual Calc Mows (F9)
() Automatic except tables
Calc Sheet

[] Ireration
Maxirmur iterations: 1I:IIII Maximum change: I:II:II:II
Workbook options
Ilpdate remote references Save external link values
[] Precision as displayed [] Accept labels in formulas
i

1A A=Fe —amE e

2. Ensure that thé&utomatic option inCalculation is selected.

3. Ensure that th&Jpdate remote references option inWorkbook options is selected. Then close
the Options window.

4. From theEdit menu, chooseinks to open the Edit Links window.
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Edit Links X
Source Type Ipdate Skatus [ Update Yalues ]
DataSim  dakahub v Mok applicable
DataSim  datahub A Mok applicable [ _hange Source... ]
DataSim  dakahub £ Mok applicable
[ Dpen Source ]
[ Break, Link. ]
[ Check Status ]
Lacation:
Ikem: Ramp
Update: (%) Aukomatic ) Manual
Starkup Prompt. .. ] Close

5. Ensure that thé&utomatic option forUpdate is selected. Then close the Edit Links window.

@ For responses to other common questions and issues, please see also the Cogent Community
Forum Frequently Asked Questions.
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For more control of the Cogent DataHub on startup, you can use its command line options. These options
let you specify data domains, ports, and several other configuration items each time the DataHub starts.
Except where noted, these options apply to Cascade DataHub in Windows, Linux, or QNX, as well as
Cascade Connect. You need to enter these options in the Properties section of the DataHub shortcut icon.

1. Right click on the DataHub shortcut icon and seleatperties. The Cogent DataHub Properties
window will appear, with theshortcut tab selected:

| General_. Shortcut .Compatibility_

gé: OPC DataHub

Target type: Application
Target location: OPC DataHub

Target: ade DataHubMD ataHub.exe" -d mutest - mylogfilé

Start in: A Prooram Filess ConentsOPC D ataHuh™

2. Enter the options in th&rget field, after the quotation marks, as illustrated above. The available
options are as follows:

-a
Transmit all point messages to all registered clients, even if the value does not change.
-b size
The maximum message buffer size.
-d domain
The domain name for this DataHub. This option can be used multiple times to get multiple
domains on a single DataHub.
-D
Do not detach from the controlling tty. Normally the DataHub will detach itself and become
immune to interrupts and termination on the controlling tty. If this option is used, th&risan
necessary to rudatahub in the background.
-f  file
Load this configuration file.
-h
Print a help message showing a summary of all these arguments.
-H home_path
The full path to the directory that will contain the configuration and license files. This takes
precedence ovel) . If the directory cannot be found or created, the files will be stored in the
installation directory.
-1 file
Log messages to this file.
-m port

Acting as a TCP slave, attach to a TCP master on this port or service. The port is the matching
port number of the master, usua#i$02 ;
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-M address

Acting as a TCP slave, attach to a TCP master on this host. The address is a machine name,
such aglevelopers.cogentrts.com or a machine address, suchl®2.168.3.15

-n domain

Acting as a TCP slave, tunnel/mirror this domain from the TCP master. The named domain on
the master will be tunneled/mirrored to a domain of the same name in the slave.

-p port
Act as a TCP master and listen on this port/service.
-q queue

Specify an alternate queue name for this DataHub. Nornaatghub chooses its own queue
name to be unigue on the network.

Synchronized: The DataHub will ignore changes to a point if the point’s current timestamp is
more recent.

Automatically generate a timestamp on unstamped points.

The DataHub should NOT create a directory within the user’s perdgmalication Data
directory to store the configuration and license files, but rather in the application installation
directory. This has a lower precedence thidn

Generate copious debugging information to the standard output. (Implies ti3¢. of

Print the version number.

Exit immediately (usually used wittV ).

Click OK and restart the Cogent DataHub. The options you have chosen should take effect. Keep in
mind that if your configuration file has different values for these options, it will override what you
have entered here.
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This set of Excel macros each work on a 100 row x 40 column table of d&tagatl of the worksheet,
starting at cell positioM1. We have tried to make these macros generic so you can easily modify them to
suit your needs.

B.1. Configure Excel to receive data from the Cogent
DataHub (using DDEAdvise)

These macros normally need to be run only once, when first setting up a spreadsheet to receive data.

« Attach array data in the Cogent DataHub, one array per row, to a table of values in Excel.lt is
often more convenient to transmit large sets of Excel data as an array because this significantly
reduces the bandwidth requirements and increases the speed of transmission. This macro sets up
DDEAdviseloops from the DataHub to Excel, so that each row of the table is linked to an array point
in the DataHub.

B = 5] E E =] H

I Foint Name Date: Qualty Vale
| array001 dan 20 17:33:27.109  Good
4 arrayoo0z Jan 20 17:33:27.109 Good
aTay0l03 5 Good
array000d cood

Each data point represents a row of data. This macro assumes the names are "array0001", "array0002",
etc.

Sub register_arrays()
Dim pname As String

For i = 1 To 100
pname = Format(i, "0000")
pname = "=datahub|defaultlarray" & pname
Worksheets("Sheet1").Range(Cells(i, 1), Cells(i, 40)).FormulaArray = pname
Next i
End Sub

« Attach individual point data in the Cogent DataHub, one point per cell, to a table of values.This
macro sets upDEAdvise loops from the DataHub to Excel, so that each cell in the table is linked to
a point in the Cogent DataHub.

[y ] E [} E F =] H

: I?I?I—_rl Foint Name Drate: Qualty Wale
pont0001 Jan 20 17327109 Good

1 % pontOn0g Jan 20 173327008 Good
point0003 Jan 20 173327019 Good
pOntD004 Jan 20 17:33:27.119 Good

This macro assumes that the data points are named "point0001", "point0002", etc.

Sub register_points()
Dim pname As String

For i = 1 To 100
For j = 1 To 40
pname = Format((i - 1) * 40 + j, "0000")
pname = "=datahubl|default!point” & pname
Worksheets("Sheet1").Cells(i, j).Formula = pname
Next j
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Next i
End Sub

B.2. Write data from Excel - User initiated (using
DDEPoke)

These macros are useful for writing data out from Excel on demand. In other words, the user decides

when to write the data, and does so by running one of these macros (usually from an assigned button
click).

- Transmit array data, one array per row, to points in the Cogent DataHub. Triggering this macro
writes all the data from the table in Excel to the Cogent DataHub. The macro writes each row of the
table as an array point in the DataHub. All rows of the table get transmitted, one after another.

-y ] E 5] E 3 =] H

I Point Name Date Qualty ahe
| array001 Jan 20 173127009 Good
aray0inz Jan 20 17:33:27.109  Good

aray0003 Jan 20 17:33:27.119  Good
Send Data [§ aray0004 Jan 20 17:33:27.119  Good

This macro assumes that the data points are named "array0001", "array0002", etc.

Sub transmit_arrays()
Dim chan As Integer
Dim pname As String

chan = DDElnitiate("datahub”, "default")
For i = 1 To 100
pname = Format(i, "0000")
pname = "array" & pname
DDEPoke chan, pname, Worksheets("Sheet1").Range(Cells(i, 1), Cells(i, 40))
Next i
DDETerminate (chan)
End Sub

- Transmit individual point data, one point per cell, to points in the Cogent DataHub. Triggering
this macro writes all the data from the Excel table to the DataHub. The macro writes each cell of the
table in turn to a single point in the DataHub.

5 B c 5] E F =] H

! I;‘;'—_'—I Paint Name Date: Qualty vahe
3 t ¢ paint0001 Jan 2017:33:27.109  Good

: 1 t0002 Jan 20 17:33:27.109 zood

£ paintooos Jan 20 17:3%:27.119  Good

5 pont000+ Jan 20 17:33:27.119 zood

! Send Data [§

0

"

This macro assumes that the data points are named "point0001", "point0002", etc.

Sub transmit_points()
Dim chan As Integer
Dim pname As String

chan = DDElnitiate("datahub”, "default")
For i = 1 To 100
For j = 1 To 40
pname = Format((i - 1) * 40 + j, "0000")
pname = "point" & pname
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DDEPoke chan, pname, Worksheets("Sheet1").Cells(i, j)
Next j
Next i
DDETerminate (chan)
End Sub

B.3. Write data from Excel - Automatically on value
change (using DDEPoke)

These macros are useful for automatically transmitting data from Excel into the Cogent DataHub.

- Emit new cell values to the Cogent DataHubWhenever a user enters a new value, this macro
checks to see if that cell is named. If so, the macro emits the new value to a Cogent DataHub point of
the same name. The subroutine name "Worksheet_Change" is special - it is called by Excel whenever
a change occurs on the Worksheet due to user input or recalculation (though not a change due to a
DDE message; for that s€xther Useful Macros

Sub Worksheet_Change(ByVal Target As Range)
Dim rname As String
Dim channel As Variant

On Error Resume Next

rname = Target.name.name

If Not rname = " Then
channel = DDElnitiate("datahub”, "default")
DDEPoke channel, rname, Target
DDETerminate (channel)

End If

End Sub

- Transmit changes to a rangeThis pair of macros determines that a cell within a particular named
range has changed through user input, and transmits the contents of the range to the Cogent DataHub.
This is useful because you do not have to configure each cell you want to write out to the DataHub. If
the cell that is changed lies within a defined range, then all values in that range are automatically
written out to the DataHub.

TheWorksheet_Change routine determines the enclosing range for the change, and if the range
matches one of a predefined set, it will send that range to the Cogent DataHub. The
NameOfParentRange function determines the name of the cell range that intersects a given range.
If more than one named range in the worksheet intersects the given range, it returns only the first one.

Add to Workbook Macro Code:

Function NameOfParentRange(Rng As Range) As String
Dim Nm As Name
For Each Nm In ThisWorkbook.Names
If Rng.Parent.Name = Nm.RefersToRange.Parent.Name Then
If Not Application.Intersect(Rng, Nm.RefersToRange) Is Nothing Then
NameOfParentRange = Nm.Name
Exit Function
End If
End If
Next Nm
NameOfParentRange =
End Function
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Add to Sheetl macro code:

Sub Worksheet_Change(ByVal r As Range)
Dim pname As String
Dim chan As Integer

pname = ThisWorkbook.NameOfParentRange(r)

If Not pname = "™ Then
On Error Resume Next
chan = DDElnitiate("datahub”, "default")
DDEPoke chan, pname, Worksheets("Sheetl").Range(pname)
DDETerminate (chan)

End If

End Sub

B.4. Other Useful Macros

« Cause a macro to run when a Cogent DataHub point changes valuklere is one macro that runs
another macro every time a certain cell’s value is updated by a DDE message. The macro that gets run
islink_updated . It simply increments the value in célll. You can easily change this example to
meet your needs. Theet_link  macro tells the workbook to run thiak_updated macro
whenever the DataHub sends a DDE message gdmontO001 . You can also change the name of
the DataHub point as needed.

S p— T E

Pt Nane Date Qualty  Vae
1 Jn2017:30:27.109  Good EN

parit000e Jan 20 17:33:27.109 Good

pontoOn Jn 2017327119 Good

PoINt0OD4 Jan 20 §7:33:27.119 Good

1. DataHub updates paint0001.
2. Macro runs ta increment cell A1,

Add to Sheetl macro code:

Sub link_updated()
Cells(1, 1) = Cells(1, 1) + 1
End Sub

Run once to establish the link:

Sub set_link()
ThisWorkbook.SetLinkOnData "datahub|default!'point0001™, "Sheetl.link_updated"”
End Sub
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Appendix C. Running as a Windows Service
(Specified User)

The following information relates to running the DataHub service as a specified¥seecommend
not doing this as the properties are only available on the service console of the SYSTEM user
account.But in some cases this may be unavoidable.

¥ Cogent DataHub Service Manager =10 =|

l @ 'C‘alg el |nt|Da ta| Hul b® - 4—! Enyent-

Real-Time Systems

|Conﬂgure DataHub Service

Select Service: ICl:ngent DataHub j
— Service Corfiguration

Startup type: I;'i'-.l.rh:umatic j

Configuration folder: |C:"-.LIsers"-.F‘auI Benford"App Data"Roaming*Cogent DataHu ... |

¥ Runas= specified user

|zer name: Il"-.Hethe

Password: I---------
r Automatically restart on failure

Install / Update Service

If you try to install the DataHub service as a specified user as explair@gdition 1.3|nstalling the
DataHub as a Servicthen you may find that the service does not run, and you get an error message
related to a logon failure, such as this:

[Mar 01 10:14:09.674] Install service Cogent DataHub ;I
[Mar 01 10:14:11.5906] Update service Cogent DataHub

[Mar 01 10:14:12.262] Cannot start service Cogent DataHub on computer *.".: The service did
nat start due ta a logon failure
[Mar 01 10:14:12.253] Done.

=

This error occurs when a user who is going to run the DataHub service does not have the permission, or
right, to log on as a service in Windows.

One way to set this permission/right is as follows:

1. Open the WindowServices window from theControl Panel by selectingAdministrative Tools
and therServices.

2. Right click onCogent DataHub and selecProperties.
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=10/ %]
File  Acton View Help
| Doz HE|/ >80
. Services {Local) Name = | Description | status | Startup Type | logonas | =]
% CNG Key Isolation The CHG k... Manual Local System
*4 Cogent DataHub Automatic JRemaote
5 COM4 Event Systen S rarted Automatic Local Service  —
5 COM+4- System Appl. St tarted Manual Local System
5 Computer Browser Pl Disabled Local System
4 Credential Manager Resile Manual Local System
% Cryptographic Serv., Bestart tarted Automatic Metwork 5...
55 DCOM Server Proc.. All Tasks k farted Automatic Local System
%4 Desktop Window M.. 55 arted Automatic Local System
5 DHCP Client feih farted Automatic Local Service
*, Diagnostic Policy Se. rted Automatic (D...  Local Service
. Diagnostic Service .. —I3 Manual Local Service
— s Helo _— . . . O

3. Click on theLog On tab and then retype the password for the user account you are trying to use.
Then clickApply.

Cogent DataHub Properties (Local Computer) El

General LogOn | Hemu'erfl Dependencies |

Log on as:

™ Local System account

[T Allow service to interact with deskiop

% This accourt: I.\Hemnte e
Password: I---------
Corfirm passwond: I--------- *

Help me rarfinire 1eer areonrt lan on artinne

4. You should see a Windows message acknowledging that the right to log on as a service has been

granted.

. The account .\Remote has been granted the Log On As A Service
l % right.

5. Now if you try to start the service from the Cogent DataHub Services Manager again it should work.
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Appendix D. Windows Services File for
Tunnel/Mirror

If you enter a name for thilaster service/port in the Tunnel/Mirror tab of the Properties window, that
name must be listed in the Windowsrvices file.

Finding the services file

Since each manufacturesgrvices file is different, you must find theervices file that your
TCP/IP protocol stack is currently using. A Microsoft TCP/IP implementation typically puts the
services file in the C:\Windows (or equivalent) directory. Most third party software either installs
theservices file in the same directory that their software was installed or into a directory named
C:\ETC . Refer to your TCP/IP documentation for the location of this file.

« In Windows NT, the installation program attempts to edseavices file in the
\winnt\system32\drivers\etc directory.

« In Windows XP, the installation program currently does not attempt to edgidhdces file. The
default directory for that file i€:\WINDOWS\system32\drivers\etc\

Editing the services file

Once you have found treervices  file, you must add the line:
service_name #i#H# ITCP

using a text editor. For example, to assign the ndatahub to port4502, you would add the line:
datahub 4502/TCP

Remember that if you edit the services file with Notepad, it will attadita suffix when it saves the
file so that you will not in fact have edited the system services file, but instead created a new file, named
services.txt . You should rename that filervices , without the.txt  extension.
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Notes

OPC is a software interface standattat allows Windows programs to communicate with industrial
hardware devices.

2 Windows . ::,:;E

m ——r1| (| il = ||

.Q_fq—m ...... |¢—>| ZOPC |« Z=OPC|
Hardware PLZ OPC Server OPC Client
Saoftware

OPC is implemented in server/client pairs. TDEC serveris a software program that converts the
hardware communication protocol used by a Plro the OPC protocol. Th®PC client software is
any program that needs to connect to the hardware, such as &h Fid OPC client uses the OPC
server to get data from or send commands to the hardware.

The value of OPC is that it is an open standard, which means lower costs for manufacturers and more
options for users. Hardware manufacturers need only provide a single OPC server for their devices to
communicate with any OPC client. Software vendors simply include OPC client capabilities in their
products and they become instantly compatible with thousands of hardware devices. Users can choose
any OPC client software they need, resting assured that it will communicate seamlessly with their
OPC-enabled hardware, and vice-versa.

The typical OPC connection scenario is a single server-client connection on a single computer as
illustrated above, but there are more possibilities. For example, you might need to:

« Connect an OPC client to several OPC servers. This is ca@lled aggregatian
« Connect an OPC client to an OPC server over a network. This can be donem@hunnelling
« Connect an OPC server to another OPC server to share data. This is knORCawidging

The OPC DataHub is uniquely designed to do all of these tasks. It is a combination OPC server and OPC
client that supports multiple connections. Thus it can connect to several OPC servers simultaneously, for
OPC aggregatioandOPC bridging Two OPC DataHubs can mirror data across a TCP network to
provideOPC tunnelling

In addition to enhancing OPC server and client connections, the OPC DataHub can connect any OPC
server or client to other applications as well, sucttasel aweb browseror anyODBC databaseAnd
it can also be used to get OPC data ihtoux or QNX.

1. The acronym "OPC" comes from "OLE (Object Linking and Embedding) for Process Control".
Since OLE is based on the Windows COM (Component Object Model) standard, under the hood
OPC is essentially COM. Over a network, OPC relies on DCOM (Distributed COM), which was not
designed for real-time industrial applications and is often set aside in fa@P6ftunnelling

2. OPC actually comprises several standards, the first and most important of which is OPC Data Access
(OPC DA). There are also standards for alarms & events, historical data, batch data, and XML.

3. Programmable Logic Controller: a small industrial computer that controls one or more hardware
devices.
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4. Human-Machine Interface: a graphical interface that allows a person to interact with a control
system. It may contain trends, alarm summaries, pictures, or animation.
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DDE (Dynamic Data Exchange) is a well-established mechanism for exchanging data among processes
in MS-Windows. The mechanism was intentionally designed to be easy to use and to represent data as
simply as possible. DDE is implemented in many popular programs that run in Windows, such as
Microsoft Excel and Microsoft Word. This widespread availability makes DDE a good choice for general
data sharing.

The competition with DDE is COM, with its variants for OLE: OPC and ActiveX. By comparison, DDE

is simpler, and therefore faster, than the equivalent COM interface if implemented as a separate process.
DDE is much easier to implement in code, and offers a particular data model as (name, value) pairs. In
the case of real-time data, this model is well suited, and therefore offers the best cost/benefit ratio when
programming for real-time data.

However, DDE was not designed to be used over a network. The Cogent solution for this shortcoming is
to tunnel/mirror two copies of the Cogent DataHub over a network or the Internet using TCP. Thus, two
programs that use only DDE can exchange data across a robust, TCP-enabled link.

Data Definitions

DDE defines data in terms of (service, topic, item), explained as follows:

service

A name used by a DDE server to identify its service to DDE clients. The default DDE service name
for the Cogent DataHub @atahub . Unlike most Windows programs, the Cogent DataHub lets
you change this name, or add more names if you'd like.

topic

A way to categorize items. This corresponds to a Cogent Dataldatain
item

A variable that holds a value. This corresponds to a Cogent Databinb

Here are some service and topic hames for several Windows programs:

Application

DDE Service Name

DDE Topic Name

Cogent DataHub

Multiple names
can be assigned.
The default name

Any Cogent DataHub domain name, the default
domain isdefault

Lookout

is datahub .

Microsoft Excel EXCEL The name of the spreadsheet, chart, macro, etc.
For examplemysheet.xls

Microsoft Access MSACCESS The name of the table, SQL query, or macro to
run.

Microsoft Word WINWORD The name of the document, including the .doc
extension.

FoxPro FOXPRO

InTouch Viewer VIEW TAGNAME

FIX DMACS DMDDE DATA

National Instruments’ | LOOKOUT The name of the application, without tHkp

extension.
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Application

DDE Service Name

DDE Topic Name

Asymetrix Toolbook

TOOLBOOK

The name of the toolbook application, with the

tbk extension.

Here are a few service

and topic names for financial data feeds:

Data Feed DDE Service Name DDE Topic Name Symbol Example

ADP Shark ML LP IBM.N.Q

Bloomberg BLP M IBM EQUITY,[LAST TRADE]
Bridge BDDE TKR @USHBI/LS

FXCM FXPS BID EUR/USD

Future Source CALCSRC P USH8.LAST

(CalcSource)

Future Source PROFDDE LIVE APIUO2,LAST

(ProfNet)

Knight Rider Profit QMASTER QUOTE USH8.LAST

Center

METATRADER MT BID USDCHF

METATRADER V.4 |MT4 BID USDCHF

MGFOREX MGFOREX RATES UsD

Moneycast WBSERVER SES 19/L (19 is a stock code)
Reuters REUTER IDN USH8 /IBM ,LAST
Telerate WorkStation | TWINDDE QUOTES USH8.3 LAST

Universal Market Datg USDDE QUOTE US8H;LAST

Server

Client and Server

In DDE, the role of client and server in data exchange is fairly clear. A client initiates the activity, and the
server responds. To facilitate two-way data transfer, each Cogent DataHub can each act as both client and

server. This is what allows Excel spreadsheets to share data bidirectionally across a network.

Sending and Receiving

There are three ways to send and receive ordinary data over DDE. Here is a brief explanation, using the

Data

Cogent DataHub and Microsoft Excel as examples:

Poke The client sends data for an item directly to the server. In Excel, thisrige with a macroThe

server does not necessarily reply. The actual data flow is from client to server—from Excel to DataHub.

RequestThe client asks the server to send an item’s data. In Excel, tHisrie with a macroThe client
receives either the requested valueNbILL if the server can’t send the value. The actual data flow is
from server to client—from DataHub to Excel.

Advise The client asks to be notified of any change in the data for an item. If the server agrees to the
request, it sends the new value for the item each time its value changes. The Cogent DataHub can
conduct two-way communication with Excel using only this advise capability, as follows:

« To receive data into Excel from the DataHub, you set the DataHub to addB&aserver which
requires you to enter a service name. This identifies the DataHub to Excel. Then yitagand
dropa point name from the DataHub into a cell of an Excel spreadsheet.

300




Appendix F. DDE Overview

« To send data from Excel to the DataHub, you set the DataHub to addB&alient which requires
you to enter service, topic, and item names. These identify the item in the spreadsheet to the DataHub.
Then, in Excel, yotname a cellith the DataHub point name.
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Database Terminology and Concepts

In general, alatabases a collection of information. Computerized databases store déddles which

are accessed througthdatabase management systenDBMS such as SQL Server, MS Access,

MySQL, Oracle, etc. All of these are capable of storing data in related, linked tables, which taken
together are called @lational databaseMost modern computerized databases are relational databases.

A databaseableis a logical grouping of related data, organized by the common attributes or
characteristics of individual data items. Eaaiiumnor field in the table contains a particular attribute,
and is of one particuladtata type Typical data types include boolean, string, numeric, date/time, etc.
Eachrow or recordin the table contains a complete set of evéaya valuerelated to a single item.

For example, a table containing data from the Cogent DataHub might have columns (fields) for a point
name, value, timestamp, and quality. Each row (record) would show the various data values logged for
that point at different times:

Column, B dalasimtestd : [aoee
or Field [ 10| PINAME | ' PTVALUE PTTIME PTQUALITY [»

54 DataSim; Sine 004505497 205637 S/26/2009 2:03:00 PM Goad
55 DataSim:Sine | 0 15450840720657265 A26/2000 2:08:01 P Goad
HW, or 56 DataSim: Sine 0. 293659262610250 82652009 E"m 03 PM Gaod
Record ; &7 Da1aS|m.5!ne 0.5 26,2009 2:08.04 P Gaad
_ EB|DmBim:3|n¢ | .0.23389262621147 8/26/2009 2:08:06 PM Good
59| DataSim: Sine 1 B RTI251BEE-13 262009 2:08:07 PM Good

B0 DataSim, Sine _-_-'.‘.':"quiEI:EH'EIT 179667 §26/2009 2:08:06 PM Good w

Data value Fecord: TR 4] | 55 (b | ]k of &0

A different kind of table might have one column for a timestamp, and then additional columns containing
the values of different DataHub points logged at each time, like this:

W testtabled : Table =
Iden Time DSAmp| DSFreq | DS0fset | DSRamp DSSine DSSquare »~
a7 BA26/200% 3:07-12 PM 1 01 0 0.050000 -0.1545034971 0.5
48 B/26/2009 3:09-48 P 1 0.1 i 0045 015450849718 04
45 Gf26/20023 3:09:54 PM 1 01 0 0150000 -0.4045054572 045
&0 B26LA005 3:10-00 PM 1 0.1 i} 025 0.5 05
a1 Gf26/200% 3:10:05 Pw 1 0 0 0350000 -D.4045054572 045
52 B26/2009 3:10:12 PM 1 0.1 0 0.05 015450849723 05
53 BA26/200% 31018 PM 1 0 0 0045 015450849715 05
54 B26/2005 3:10-24 PM 1 0.1 0 0150000 -0.4045084572 05 &
Record: (04 « [ 1 [ J[ei)e%] of 54

A database table may require each row (or record) to be uniquely identified. This is commonly done
through akey columnwhose main and (sometimes only) purpose is to provide a unique identifying value
to the row. Most DBMSs allow this value to be assigned manually by the database user, or automatically
through arauto-incrementing counter other mechanism. It is possible for a table to have multiple key
columns, but some funtions in the Cogent DataHub will only write to tables with a single key column.

For more information about configuring database tables with the Cogent DataHub, please refer to
Section 9.5Configuring a Database Table
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Connecting to a Database: ODBC

Connecting to a database is done through the DBMS, which normally offers two possibilitiss:
driversandODBC (Open Database Connectivity). Native drivers are inconvenient to use because each
requires its own programming interface. ODBC, on the other hand, specifies a standardized, common
interface that is available from almost every database vendor, including SQL Server, MS Access,
MySQL, Oracle, and many, many more. The Cogent DataHub uses ODBC to connect to databases.

ODBC supports communication with a DBMS locally or across a network, usit@BC driver. Every
ODBC-compliant DBMS provides an ODBC driver, which needs to be installed on the user’s machine.
For example, there is an ODBC driver for MS Access, for SQL Server, for MySQL, and so on.

Cogent Database Management System
@ DataHub :

Data

;
o]

ODEC Driver

You can use the WindowGDBC Data Source Administrator to configure a connection between the
ODBC driver and the specific database you want to work with. That configuration is callBatae

Source Nameor DSN. For example, the Cogent DataHub references the DSN and uses the configured
connection for the ODBC driver to connect to the database.

Configuring the DSN is straightforward, varying slightly depending on the ODBC driver you are
working with. Usually you need to select an ODBC driver, create a name for the DSN, and select a
database. Other information, such as a login name or password may be required or optional. For more
information, please refer t8ection 10.3Setting up the DSN (Data Source Name)

Accessing Data: SQL

Once connected to a database, qugries(requests) to retrieve, modify, add, or delete data must be
made through a language. The most popular database query language is SQL (Structured Query
Language), pronounced "sequel” or "ess-kyu-el". Created in the 1960s, this language has become a
widely-used standard supported by most DBMSs, although there are some minor variations in certain
commands offered.

The Cogent DataHub uses SQL to write to and read from databases. When you configure the Data
Logging interface to write DataHub point values, under the hood the commands used are written in SQL.
The DataHub scripts also use SQL commands to write and read data. For example, the following line
from theODBCTutorial3.g  script uses an SQEELECT command to pull all of the data from a
database table.

result = .conn.QueryToClass (.tableclass, string ("select * from ", .tablename));

The SELECT command is often used with tROMandWHERIBperators, in queries such as this:

SELECT data_element_1
FROM table_1
WHERE data_element_1 > 32 and data_element_1 < 212;

The syntax of SQL is fairly simple, and there are many books and online tutorials that can help you
learn. The information presented here about SQL, ODBC, and databases in general should be enough to
get started logging dataith the Cogent DataHub.
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Appendix H. Error Messages
This section presents error numbers that the developer may encounter when using the Cogent DataHub.

H.1. Windows Error Numbers

Number | Error String Error Description

0 EOK No error.

1 EPERM No permissions, or the user is not the process
owner.

2 ENOENT No such file or directory.

3 ESRCH No such process.

4 EINTR Interrupted system call.

5 EIO I/O error.

6 ENXIO No such device or address.

7 E2BIG Argument list is too big.

8 ENOEXEC Executable format is not recognized.

9 EBADF Bad file number or invalid file descriptor.

10 ECHILD No child processes exist.

11 EAGAIN Resource temporarily unavailable or operation
would block.

12 ENOMEM Out of memory.

13 EACCES Permission denied.

14 EFAULT Bad memory address.

15 ENOTBLK Block operation attempted on non-block device

16 EBUSY Device or resource busy, or operation already in
progress.

17 EEXIST File exists.

18 EXDEV Cross-device link.

19 ENODEV No such device.

20 ENOTDIR Not a directory.

21 EISDIR Is a directory.

22 EINVAL Invalid argument.

23 ENFILE File table overflow.

24 EMFILE Too many open files.

25 ENOTTY Character operation on non-character device.

26 ETXTBSY Text file is busy.

27 EFBIG File is too large.

28 ENOSPC No space left on device.

29 ESPIPE lllegal seek attempted on a pipe.

30 EROFS Attempted write to a read-only file system.

31 EMLINK Too many links.

32 EPIPE Broken pipe.

33 EDOM Math argument out of data domain of function.

34 ERANGE Result too large.

304



Appendix H. Error Messages

Number | Error String Error Description
35 EUCLEAN
36 EDEADLOCK Deadlock avoided.

H.2. Windows TCP Error Numbers

N

Number | Error String Error Description

10035 | EWOULDBLOCK Resource temporarily unavailable or operation
would block.

10036 |EINPROGRESS Operation now in progress.

10037 | EALREADY Device or resource busy, or operation already ir
progress.

10038 | ENOTSOCK Socket operation on non-socket.

10039 | EDESTADDRREQ Destination address required.

10040 | EMSGSIZE Message too long.

10041 |EPROTOTYPE Protocol wrong type for socket.

10042 | ENOPROTOOPT Protocol not available.

10043 | EPROTONOSUPPORT Protocol not supported.

10044 | ESOCKTNOSUPPORT Socket type not supported.

10045 | EOPNOTSUPP Operation not supported.

10046 | EPFNOSUPPORT Protocol family not supported.

10047 | EAFNOSUPPORT Address family not supported by protocol family.

10048 |EADDRINUSE Address already in use.

10049 | EADDRNOTAVAIL Can't assign requested address.

10050 | ENETDOWN Network is down.

10051 | ENETUNREACH Network is unreachable.

10052 |ENETRESET Network dropped connection on reset.

10053 | ECONNABORTED Software caused connection abort.

10054 | ECONNRESET Connection reset by peer.

10054 | ECONNRESET Connection reset by peer.

10055 | ENOBUFS No buffer space available.

10056 | EISCONN Socket is already connected.
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Number | Error String Error Description

10057 |[ENOTCONN Socket is not connected. Note: If this error
appears with this message:
TCP master service initialization failed: 10057
it could mean that a program is holding open
port4502 . This is may be caused by the
DataHub not shutting down properly for some
reason and it is still running, even though the icon
is not showing. To check, look in the Windows
Task List and see if you can see a DataHub
running. If it is, then you can Kill it in the list and
restart the DataHub. If it's not in the list, then ygu
need to use a firewall program to check to see
which program is using port 4502.

10058 | ESHUTDOWN Can't send after socket shutdown.
10059 | ETOOMANYREFS Too many references: can't splice.
10060 |ETIMEDOUT Connection timed out.

10061 | ECONNREFUSED Connection refused.

10062 |ELOOP Too many symbolic link or prefix loops.
10063 | ENAMETOOLONG Name too long.

10064 |EHOSTDOWN Host is down.

10065 | EHOSTUNREACH No route to host.

10066 |ENOTEMPTY Directory not empty.

10067 |EPROCLIM Process count limit reached.
10068 |EUSERS User count limit reached.

10069 | EDQUOT Quota limit reached.

10070 |ESTALE Potentially recoverable i/o error.
10071 |EREMOTE Too many levels of remote in path.

H.3. Windows DDE Error Numbers

Number | Error String Error Description

16384 | DMLERR_ADVACKTIMEOUT Timeout waiting for an advise
acknowledge.

16385 | DMLERR_BUSY Recipient is busy.

16386 | DMLERR_DATAACKTIMEOUT Timeout waiting for an advise data
acknowledge

16387 | DMLERR_DLL_NOT_INITIALIZED DDEML.DLL is not initialized.

16388 | DMLERR_DLL_USAGE General DDE library usage error.

16389 | DMLERR_EXECACKTIMEOUT Timeout waiting for an exec
acknowledgment.

16390 | DMLERR_INVALIDPARAMETER Invalid parameter to DDEML function call.

16391 | DMLERR_LOW_MEMORY Memory is becoming low.

16392 | DMLERR_MEMORY_ERROR Memory is exhausted.
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ed.

)

Number | Error String Error Description

16393 | DMLERR_NOTPROCESSED Receiving task was not interested in
message.

16394 | DMLERR_NO_CONV_ESTABLISHED | No DDE conversation could be establish

16395 | DMLERR_POKEACKTIMEOUT Timeout waiting for a poke acknowledge

16396 |DMLERR_POSTMSG_FAILED Attempt to post a window message failed.

16397 | DMLERR_REENTRANCY The DDE library was re-entered during &
blocking call.

16398 | DMLERR_SERVER_DIED DDE server has died.

16399 |DMLERR_SYS ERROR A DDE call has caused a system error.

16400 | DMLERR_UNADVACKTIMEOUT Timeout waiting for an unadvised
acknowledge.

16401 |DMLERR_UNFOUND_QUEUE_ID DDE queue id could not be found.
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The following licenses are being used in this product:

License for Scintilla and SciTE
Copyright 1998-2003 by Neil Hodgsomeilh@scintilla.org >
All Rights Reserved

Permission to use, copy, modify, and distribute this software and its documentation for any purpose and
without fee is hereby granted, provided that the above copyright notice appear in all copies and that both
that copyright notice and this permission notice appear in supporting documentation.

NEIL HODGSON DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE,
INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO
EVENT SHALL NEIL HODGSON BE LIABLE FOR ANY SPECIAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS
OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR
OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

License for ScintillaNET

ScintillaNET is based on the Scintilla component by Neil Hodgson.

ScintillaNET is released on this same license.

The ScintillaNET bindings are Copyright 2002-2006 by Garrett Seracgserack@gmail.com >>
All Rights Reserved

Permission to use, copy, modify, and distribute this software and its documentation for any purpose and
without fee is hereby granted, provided that the above copyright notice appear in all copies and that both
that copyright notice and this permission notice appear in supporting documentation.

GARRETT SERACK AND ALL EMPLOYERS PAST AND PRESENT DISCLAIM ALL
WARRANTIES WITH REGARD TO THIS SOFTWARE, INCLUDING ALL IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO EVENT SHALL GARRETT
SERACK AND ALL EMPLOYERS PAST AND PRESENT BE LIABLE FOR ANY SPECIAL,
INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING
FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT,
NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH
THE USE OR PERFORMANCE OF THIS SOFTWARE.

SHTTPD
Copyright (c) 2004-2005 Sergey Lyubkaatenok@gmail.com >

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the "Software"), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is furnished to do so, subject to the
following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software.
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THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL
THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR
OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE,
ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.
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Some of the images, sound files, and videos distributed with this product are covered by one or more of
the following licenses or terms of use:

+ GNU Lesser General Public License (LGPL)
« Creative Commons Attribution 2.5 Generic license
- Creative Commons Attribution-Share Alike 3.0 Unported license

- Sound Jay Terms of Use
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GNU General Public License
Version 2, June 1991

Copyright ©1989, 1991 byrree Software Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA
02110-1301 USA.

* Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By
contrast, the GNU General Public License is intended to guarantee your freedom to share and change
free software - to make sure the software is free for all its users. This General Public License applies to
most of the Free Software Foundation’s software and to any other program whose authors commit to
using it. (Some other Free Software Foundation software is covered by the GNU Library General Public
License instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are
designed to make sure that you have the freedom to distribute copies of free software (and charge for this
service if you wish), that you receive source code or can get it if you want it, that you can change the
software or use pieces of it in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask
you to surrender the rights. These restrictions translate to certain responsibilities for you if you distribute
copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the
recipients all the rights that you have. You must make sure that they, too, receive or can get the source
code. And you must show them these terms so they know their rights.

We protect your rights with two steps:

1. copyright the software, and

2. offer you this license which gives you legal permission to copy, distribute and/or modify the
software.

Also, for each author’s protection and ours, we want to make certain that everyone understands that there
is no warranty for this free software. If the software is modified by someone else and passed on, we want
its recipients to know that what they have is not the original, so that any problems introduced by others
will not reflect on the original authors’ reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that
redistributors of a free program will individually obtain patent licenses, in effect making the program
proprietary. To prevent this, we have made it clear that any patent must be licensed for everyone’s free
use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND
MODIFICATION

Section 0

This License applies to any program or other work which contains a notice placed by the copyright
holder saying it may be distributed under the terms of this General Public License. The “Program”,

311



Appendix K. GNU General Public License

below, refers to any such program or work, and a “work based on the Program” means either the Program
or any derivative work under copyright law: that is to say, a work containing the Program or a portion of

it, either verbatim or with modifications and/or translated into another language. (Hereinafter, translation
is included without limitation in the term “modification”.) Each licensee is addressed as “you”.

Activities other than copying, distribution and modification are not covered by this License; they are
outside its scope. The act of running the Program is not restricted, and the output from the Program is
covered only if its contents constitute a work based on the Program (independent of having been made
by running the Program). Whether that is true depends on what the Program does.

Section 1

You may copy and distribute verbatim copies of the Program’s source code as you receive it, in any
medium, provided that you conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact all the notices that refer to this License and to
the absence of any warranty; and give any other recipients of the Program a copy of this License along
with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer
warranty protection in exchange for a fee.

Section 2

You may modify your copy or copies of the Program or any portion of it, thus forming a work based on
the Program, and copy and distribute such modifications or work under the terms of Section 1 above,
provided that you also meet all of these conditions:

a. You must cause the modified files to carry prominent notices stating that you changed the files and
the date of any change.

b. You must cause any work that you distribute or publish, that in whole or in part contains or is
derived from the Program or any part thereof, to be licensed as a whole at no charge to all third
parties under the terms of this License.

c. If the modified program normally reads commands interactively when run, you must cause it, when
started running for such interactive use in the most ordinary way, to print or display an
announcement including an appropriate copyright notice and a notice that there is no warranty (or
else, saying that you provide a warranty) and that users may redistribute the program under these
conditions, and telling the user how to view a copy of this License. (Exception: If the Program itself
is interactive but does not normally print such an announcement, your work based on the Program is
not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not
derived from the Program, and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those sections when you distribute them as
separate works. But when you distribute the same sections as part of a whole which is a work based on
the Program, the distribution of the whole must be on the terms of this License, whose permissions for
other licensees extend to the entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by
you; rather, the intent is to exercise the right to control the distribution of derivative or collective works
based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a
work based on the Program) on a volume of a storage or distribution medium does not bring the other
work under the scope of this License.
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Section 3

You may copy and distribute the Program (or a work based on it, under Section 2 in object code or
executable form under the terms of Sections 1 and 2 above provided that you also do one of the
following:

a.Accompany it with the complete corresponding machine-readable source code, which must be
distributed under the terms of Sections 1 and 2 above on a medium customarily used for software
interchange; or,

b. Accompany it with a written offer, valid for at least three years, to give any third party, for a charge
no more than your cost of physically performing source distribution, a complete machine-readable
copy of the corresponding source code, to be distributed under the terms of Sections 1 and 2 above
on a medium customarily used for software interchange; or,

¢. Accompany it with the information you received as to the offer to distribute corresponding source
code. (This alternative is allowed only for noncommercial distribution and only if you received the
program in object code or executable form with such an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For an
executable work, complete source code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to control compilation and installation of the
executable. However, as a special exception, the source code distributed need not include anything that is
normally distributed (in either source or binary form) with the major components (compiler, kernel, and

so on) of the operating system on which the executable runs, unless that component itself accompanies
the executable.

If distribution of executable or object code is made by offering access to copy from a designated place,
then offering equivalent access to copy the source code from the same place counts as distribution of the
source code, even though third parties are not compelled to copy the source along with the object code.

Section 4

You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this
License. Any attempt otherwise to copy, modify, sublicense or distribute the Program is void, and will
automatically terminate your rights under this License. However, parties who have received copies, or
rights, from you under this License will not have their licenses terminated so long as such parties remain
in full compliance.

Section 5

You are not required to accept this License, since you have not signed it. However, nothing else grants
you permission to modify or distribute the Program or its derivative works. These actions are prohibited
by law if you do not accept this License. Therefore, by modifying or distributing the Program (or any
work based on the Program), you indicate your acceptance of this License to do so, and all its terms and
conditions for copying, distributing or modifying the Program or works based on it.

Section 6

Each time you redistribute the Program (or any work based on the Program), the recipient automatically
receives a license from the original licensor to copy, distribute or modify the Program subject to these
terms and conditions. You may not impose any further restrictions on the recipients’ exercise of the
rights granted herein. You are not responsible for enforcing compliance by third parties to this License.

Section 7

If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not
limited to patent issues), conditions are imposed on you (whether by court order, agreement or
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otherwise) that contradict the conditions of this License, they do not excuse you from the conditions of
this License. If you cannot distribute so as to satisfy simultaneously your obligations under this License
and any other pertinent obligations, then as a consequence you may not distribute the Program at all. For
example, if a patent license would not permit royalty-free redistribution of the Program by all those who
receive copies directly or indirectly through you, then the only way you could satisfy both it and this
License would be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the
balance of the section is intended to apply and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or
to contest validity of any such claims; this section has the sole purpose of protecting the integrity of the
free software distribution system, which is implemented by public license practices. Many people have
made generous contributions to the wide range of software distributed through that system in reliance on
consistent application of that system; it is up to the author/donor to decide if he or she is willing to
distribute software through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this
License.

Section 8

If the distribution and/or use of the Program is restricted in certain countries either by patents or by
copyrighted interfaces, the original copyright holder who places the Program under this License may add
an explicit geographical distribution limitation excluding those countries, so that distribution is permitted
only in or among countries not thus excluded. In such case, this License incorporates the limitation as if
written in the body of this License.

Section 9

The Free Software Foundation may publish revised and/or new versions of the General Public License
from time to time. Such new versions will be similar in spirit to the present version, but may differ in
detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this
License which applies to it and “any later version”, you have the option of following the terms and
conditions either of that version or of any later version published by the Free Software Foundation. If the
Program does not specify a version number of this License, you may choose any version ever published
by the Free Software Foundation.

Section 10

If you wish to incorporate parts of the Program into other free programs whose distribution conditions
are different, write to the author to ask for permission. For software which is copyrighted by the Free
Software Foundation, write to the Free Software Foundation; we sometimes make exceptions for this.
Our decision will be guided by the two goals of preserving the free status of all derivatives of our free
software and of promoting the sharing and reuse of software generally.

NO WARRANTY Section 11

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR
THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM “AS IS WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK
AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE
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PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING,
REPAIR OR CORRECTION.

Section 12

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL
ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL
DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING
BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR
LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO
OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest possible use to the public, the best
way to achieve this is to make it free software which everyone can redistribute and change under these
terms.

To do so, attach the following notices to the program. It is safest to attach them to the start of each source
file to most effectively convey the exclusion of warranty; and each file should have at least the
“copyright” line and a pointer to where the full notice is found.

<one line to give the program’s name and a brief idea of what it does.> Copyright (C) <year> <name of
author>

This program is free software; you can redistribute it and/or modify it under the terms of the GNU
General Public License as published by the Free Software Foundation; either version 2 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY;
without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR
PURPOSE. See the GNU General Public License for more details.

You should have received a copy of the GNU General Public License along with this program; if not,
write to the Free Software Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301
USA

Also add information on how to contact you by electronic and paper mail.
If the program is interactive, make it output a short notice like this when it starts in an interactive mode:

Gnomovision version 69, Copyright (C) year name of author Gnomovision comes with ABSOLUTELY
NO WARRANTY; for details type “show w”. This is free software, and you are welcome to redistribute
it under certain conditions; type “show c” for details.

The hypothetical commands “show w” and “show c¢” should show the appropriate parts of the General
Public License. Of course, the commands you use may be called something other than “show w” and
“show c”; they could even be mouse-clicks or menu items--whatever suits your program.

You should also get your employer (if you work as a programmer) or your school, if any, to sign a
“copyright disclaimer” for the program, if necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the program “Gnomovision” (which makes
passes at compilers) written by James Hacker.

<signature of Ty Coon>, 1 April 1989 Ty Coon, President of Vice
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This General Public License does not permit incorporating your program into proprietary programs. If
your program is a subroutine library, you may consider it more useful to permit linking proprietary

applications with the library. If this is what you want to do, use the GNU Library General Public License
instead of this License.
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GNU Lesser General Public License
Version 2.1, February 1999

Copyright ©1991, 1999 byrree Software Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA
02110-1301 USA.

* Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By
contrast, the GNU General Public Licenses are intended to guarantee your freedom to share and change
free software--to make sure the software is free for all its users.

This license, the Lesser General Public License, applies to some specially designated software
packages--typically libraries--of the Free Software Foundation and other authors who decide to use it.
You can use it too, but we suggest you first think carefully about whether this license or the ordinary
General Public License is the better strategy to use in any particular case, based on the explanations
below.

When we speak of free software, we are referring to freedom of use, not price. Our General Public
Licenses are designed to make sure that you have the freedom to distribute copies of free software (and
charge for this service if you wish); that you receive source code or can get it if you want it; that you can
change the software and use pieces of it in new free programs; and that you are informed that you can do
these things.

To protect your rights, we need to make restrictions that forbid distributors to deny you these rights or to
ask you to surrender these rights. These restrictions translate to certain responsibilities for you if you
distribute copies of the library or if you modify it.

For example, if you distribute copies of the library, whether gratis or for a fee, you must give the

recipients all the rights that we gave you. You must make sure that they, too, receive or can get the source
code. If you link other code with the library, you must provide complete object files to the recipients, so
that they can relink them with the library after making changes to the library and recompiling it. And you
must show them these terms so they know their rights.

We protect your rights with a two-step method:

1. we copyright the library, and

2. we offer you this license, which gives you legal permission to copy, distribute and/or modify the
library.

To protect each distributor, we want to make it very clear that there is no warranty for the free library.
Also, if the library is modified by someone else and passed on, the recipients should know that what they
have is not the original version, so that the original author’s reputation will not be affected by problems
that might be introduced by others.

Finally, software patents pose a constant threat to the existence of any free program. We wish to make
sure that a company cannot effectively restrict the users of a free program by obtaining a restrictive
license from a patent holder. Therefore, we insist that any patent license obtained for a version of the
library must be consistent with the full freedom of use specified in this license.
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Most GNU software, including some libraries, is covered by the ordinary GNU General Public License.
This license, the GNU Lesser General Public License, applies to certain designated libraries, and is quite
different from the ordinary General Public License. We use this license for certain libraries in order to
permit linking those libraries into non-free programs.

When a program is linked with a library, whether statically or using a shared library, the combination of
the two is legally speaking a combined work, a derivative of the original library. The ordinary General
Public License therefore permits such linking only if the entire combination fits its criteria of freedom.
The Lesser General Public License permits more lax criteria for linking other code with the library.

We call this license theesserGeneral Public License because it does Less to protect the user’s freedom
than the ordinary General Public License. It also provides other free software developers Less of an
advantage over competing non-free programs. These disadvantages are the reason we use the ordinary
General Public License for many libraries. However, the Lesser license provides advantages in certain
special circumstances.

For example, on rare occasions, there may be a special need to encourage the widest possible use of a
certain library, so that it becomes a de-facto standard. To achieve this, non-free programs must be
allowed to use the library. A more frequent case is that a free library does the same job as widely used
non-free libraries. In this case, there is little to gain by limiting the free library to free software only, so
we use the Lesser General Public License.

In other cases, permission to use a particular library in non-free programs enables a greater number of
people to use a large body of free software. For example, permission to use the GNU C Library in
non-free programs enables many more people to use the whole GNU operating system, as well as its
variant, the GNU/Linux operating system.

Although the Lesser General Public License is Less protective of the users’ freedom, it does ensure that
the user of a program that is linked with the Library has the freedom and the wherewithal to run that
program using a modified version of the Library.

The precise terms and conditions for copying, distribution and modification follow. Pay close attention to
the difference between a “work based on the library” and a “work that uses the library”. The former
contains code derived from the library, whereas the latter must be combined with the library in order to
run.

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND
MODIFICATION

Section 0

This License Agreement applies to any software library or other program which contains a notice placed
by the copyright holder or other authorized party saying it may be distributed under the terms of this
Lesser General Public License (also called “this License”). Each licensee is addressed as “you”.

A “library” means a collection of software functions and/or data prepared so as to be conveniently linked
with application programs (which use some of those functions and data) to form executables.

The “Library”, below, refers to any such software library or work which has been distributed under these
terms. A “work based on the Library” means either the Library or any derivative work under copyright
law: that is to say, a work containing the Library or a portion of it, either verbatim or with modifications
and/or translated straightforwardly into another language. (Hereinafter, translation is included without
limitation in the term “modification”.)

“Source code” for a work means the preferred form of the work for making modifications to it. For a
library, complete source code means all the source code for all modules it contains, plus any associated
interface definition files, plus the scripts used to control compilation and installation of the library.
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Activities other than copying, distribution and modification are not covered by this License; they are
outside its scope. The act of running a program using the Library is not restricted, and output from such a
program is covered only if its contents constitute a work based on the Library (independent of the use of
the Library in a tool for writing it). Whether that is true depends on what the Library does and what the
program that uses the Library does.

Section 1

You may copy and distribute verbatim copies of the Library’s complete source code as you receive it, in
any medium, provided that you conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact all the notices that refer to this License and to
the absence of any warranty; and distribute a copy of this License along with the Library.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer
warranty protection in exchange for a fee.

Section 2

You may modify your copy or copies of the Library or any portion of it, thus forming a work based on
the Library, and copy and distribute such modifications or work under the terms of Section 1 above,
provided that you also meet all of these conditions:

a. The modified work must itself be a software library.

b. You must cause the files modified to carry prominent notices stating that you changed the files and
the date of any change.

¢. You must cause the whole of the work to be licensed at no charge to all third parties under the terms
of this License.

d. If a facility in the modified Library refers to a function or a table of data to be supplied by an
application program that uses the facility, other than as an argument passed when the facility is
invoked, then you must make a good faith effort to ensure that, in the event an application does not
supply such function or table, the facility still operates, and performs whatever part of its purpose
remains meaningful.

(For example, a function in a library to compute square roots has a purpose that is entirely
well-defined independent of the application. Therefore, Subsection 2d requires that any
application-supplied function or table used by this function must be optional: if the application does
not supply it, the square root function must still compute square roots.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not
derived from the Library, and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those sections when you distribute them as
separate works. But when you distribute the same sections as part of a whole which is a work based on
the Library, the distribution of the whole must be on the terms of this License, whose permissions for
other licensees extend to the entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by
you; rather, the intent is to exercise the right to control the distribution of derivative or collective works
based on the Library.

In addition, mere aggregation of another work not based on the Library with the Library (or with a work
based on the Library) on a volume of a storage or distribution medium does not bring the other work
under the scope of this License.
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Section 3

You may opt to apply the terms of the ordinary GNU General Public License instead of this License to a
given copy of the Library. To do this, you must alter all the notices that refer to this License, so that they
refer to the ordinary GNU General Public License, version 2, instead of to this License. (If a newer
version than version 2 of the ordinary GNU General Public License has appeared, then you can specify
that version instead if you wish.) Do not make any other change in these notices.

Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU General
Public License applies to all subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of the Library into a program that is not a
library.

Section 4

You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in object code
or executable form under the terms of Sections 1 and 2 above provided that you accompany it with the
complete corresponding machine-readable source code, which must be distributed under the terms of
Sections 1 and 2 above on a medium customarily used for software interchange.

If distribution of object code is made by offering access to copy from a designated place, then offering
equivalent access to copy the source code from the same place satisfies the requirement to distribute the
source code, even though third parties are not compelled to copy the source along with the object code.

Section 5

A program that contains no derivative of any portion of the Library, but is designed to work with the
Library by being compiled or linked with it, is called a “work that uses the Library”. Such a work, in
isolation, is not a derivative work of the Library, and therefore falls outside the scope of this License.

However, linking a “work that uses the Library” with the Library creates an executable that is a
derivative of the Library (because it contains portions of the Library), rather than a “work that uses the
library”. The executable is therefore covered by this License. Section 6 states terms for distribution of
such executables.

When a “work that uses the Library” uses material from a header file that is part of the Library, the object
code for the work may be a derivative work of the Library even though the source code is not. Whether
this is true is especially significant if the work can be linked without the Library, or if the work is itself a
library. The threshold for this to be true is not precisely defined by law.

If such an object file uses only numerical parameters, data structure layouts and accessors, and small
macros and small inline functions (ten lines or less in length), then the use of the object file is
unrestricted, regardless of whether it is legally a derivative work. (Executables containing this object
code plus portions of the Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may distribute the object code for the work
under the terms of Section 6. Any executables containing that work also fall under Section 6, whether or
not they are linked directly with the Library itself.

Section 6

As an exception to the Sections above, you may also combine or link a “work that uses the Library” with
the Library to produce a work containing portions of the Library, and distribute that work under terms of
your choice, provided that the terms permit modification of the work for the customer’s own use and
reverse engineering for debugging such modifications.

You must give prominent notice with each copy of the work that the Library is used in it and that the
Library and its use are covered by this License. You must supply a copy of this License. If the work
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during execution displays copyright notices, you must include the copyright notice for the Library among
them, as well as a reference directing the user to the copy of this License. Also, you must do one of these
things:

a. Accompany the work with the complete corresponding machine-readable source code for the
Library including whatever changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable linked with the Library, with the complete
machine-readable “work that uses the Library”, as object code and/or source code, so that the user
can modify the Library and then relink to produce a modified executable containing the modified
Library. (It is understood that the user who changes the contents of definitions files in the Library
will not necessarily be able to recompile the application to use the modified definitions.)

b. Use a suitable shared library mechanism for linking with the Library. A suitable mechanism is one
that (1) uses at run time a copy of the library already present on the user’s computer system, rather
than copying library functions into the executable, and (2) will operate properly with a modified
version of the library, if the user installs one, as long as the modified version is interface-compatible
with the version that the work was made with.

¢. Accompany the work with a written offer, valid for at least three years, to give the same user the
materials specified in Subsection 6a, above, for a charge no more than the cost of performing this
distribution.

d. If distribution of the work is made by offering access to copy from a designated place, offer
equivalent access to copy the above specified materials from the same place.

e. Verify that the user has already received a copy of these materials or that you have already sent this
user a copy.

For an executable, the required form of the “work that uses the Library” must include any data and utility
programs needed for reproducing the executable from it. However, as a special exception, the materials
to be distributed need not include anything that is normally distributed (in either source or binary form)
with the major components (compiler, kernel, and so on) of the operating system on which the
executable runs, unless that component itself accompanies the executable.

It may happen that this requirement contradicts the license restrictions of other proprietary libraries that
do not normally accompany the operating system. Such a contradiction means you cannot use both them
and the Library together in an executable that you distribute.

Section 7

You may place library facilities that are a work based on the Library side-by-side in a single library
together with other library facilities not covered by this License, and distribute such a combined library,
provided that the separate distribution of the work based on the Library and of the other library facilities
is otherwise permitted, and provided that you do these two things:

a.Accompany the combined library with a copy of the same work based on the Library, uncombined
with any other library facilities. This must be distributed under the terms of the Sections above.

b. Give prominent notice with the combined library of the fact that part of it is a work based on the
Library, and explaining where to find the accompanying uncombined form of the same work.

Section 8

You may not copy, modify, sublicense, link with, or distribute the Library except as expressly provided
under this License. Any attempt otherwise to copy, modify, sublicense, link with, or distribute the
Library is void, and will automatically terminate your rights under this License. However, parties who
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have received copies, or rights, from you under this License will not have their licenses terminated so
long as such parties remain in full compliance.

Section 9

You are not required to accept this License, since you have not signed it. However, nothing else grants
you permission to modify or distribute the Library or its derivative works. These actions are prohibited
by law if you do not accept this License. Therefore, by modifying or distributing the Library (or any
work based on the Library), you indicate your acceptance of this License to do so, and all its terms and
conditions for copying, distributing or modifying the Library or works based on it.

Section 10

Each time you redistribute the Library (or any work based on the Library), the recipient automatically
receives a license from the original licensor to copy, distribute, link with or modify the Library subject to
these terms and conditions. You may not impose any further restrictions on the recipients’ exercise of the
rights granted herein. You are not responsible for enforcing compliance by third parties with this License.

Section 11

If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not
limited to patent issues), conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not excuse you from the conditions of
this License. If you cannot distribute so as to satisfy simultaneously your obligations under this License
and any other pertinent obligations, then as a consequence you may not distribute the Library at all. For
example, if a patent license would not permit royalty-free redistribution of the Library by all those who
receive copies directly or indirectly through you, then the only way you could satisfy both it and this
License would be to refrain entirely from distribution of the Library.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the
balance of the section is intended to apply, and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or
to contest validity of any such claims; this section has the sole purpose of protecting the integrity of the
free software distribution system which is implemented by public license practices. Many people have
made generous contributions to the wide range of software distributed through that system in reliance on
consistent application of that system; it is up to the author/donor to decide if he or she is willing to
distribute software through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this
License.

Section 12

If the distribution and/or use of the Library is restricted in certain countries either by patents or by
copyrighted interfaces, the original copyright holder who places the Library under this License may add
an explicit geographical distribution limitation excluding those countries, so that distribution is permitted
only in or among countries not thus excluded. In such case, this License incorporates the limitation as if
written in the body of this License.

Section 13

The Free Software Foundation may publish revised and/or new versions of the Lesser General Public
License from time to time. Such new versions will be similar in spirit to the present version, but may
differ in detail to address new problems or concerns.
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Each version is given a distinguishing version number. If the Library specifies a version number of this
License which applies to it and “any later version”, you have the option of following the terms and
conditions either of that version or of any later version published by the Free Software Foundation. If the
Library does not specify a license version number, you may choose any version ever published by the
Free Software Foundation.

Section 14

If you wish to incorporate parts of the Library into other free programs whose distribution conditions are
incompatible with these, write to the author to ask for permission. For software which is copyrighted by

the Free Software Foundation, write to the Free Software Foundation; we sometimes make exceptions

for this. Our decision will be guided by the two goals of preserving the free status of all derivatives of our
free software and of promoting the sharing and reuse of software generally.

NO WARRANTY Section 15

BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR
THE LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE LIBRARY “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS
TO THE QUALITY AND PERFORMANCE OF THE LIBRARY IS WITH YOU. SHOULD THE
LIBRARY PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING,
REPAIR OR CORRECTION.

Section 16

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL
ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THE USE OR INABILITY TO USE THE LIBRARY (INCLUDING BUT NOT
LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES
SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE LIBRARY TO OPERATE
WITH ANY OTHER SOFTWARE), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

How to Apply These Terms to Your New Libraries

If you develop a new library, and you want it to be of the greatest possible use to the public, we
recommend making it free software that everyone can redistribute and change. You can do so by
permitting redistribution under these terms (or, alternatively, under the terms of the ordinary General
Public License).

To apply these terms, attach the following notices to the library. It is safest to attach them to the start of
each source file to most effectively convey the exclusion of warranty; and each file should have at least
the “copyright” line and a pointer to where the full notice is found.

<one line to give the library’s name and a brief idea of what it does.> Copyright (C) <year> <name of
author>

This library is free software; you can redistribute it and/or modify it under the terms of the GNU Lesser
General Public License as published by the Free Software Foundation; either version 2.1 of the License,
or (at your option) any later version.
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This library is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without
even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.
See the GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License along with this library; if
not, write to the Free Software Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301
USA

Also add information on how to contact you by electronic and paper mail.

You should also get your employer (if you work as a programmer) or your school, if any, to sign a
“copyright disclaimer” for the library, if necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the library 'Frob’ (a library for tweaking
knobs) written by James Random Hacker.

<signature of Ty Coon>, 1 April 1990 Ty Coon, President of Vice

That's all there is to it!

324



|. Cogent DataHub Command Set

Table of Contents

BICKSUCCESS. ittt ettt sttt ettt sttt he bt e b e e e s e et e b e e b e e bt eE e b e a b e R e e Rt eh e e b e b e sE e e e R e e R e e Rt eh e b et et et ere b e e e 328
=T [ TSSO ST 329
1= LSS 330
1Y OSSOSO 331
=T o] 0 1= o SO 332
oY= 10101 o] OSSPSR 333
BISYNCSOCKEL. ...ce ettt ettt b et b et b et bt bt e bt e b e bt ekt bt bt e e b 334
ALEFIDULE oottt st e et esbe e e e s besbe e besbeeabesbeehe e beeheeatesheeReenbeeheenreebeeneesreeaeentenreens 335
= LU |1 O USRR PR RRSRPR 336
21011 a0 [ U] o RO TSSO PPV SRTPTSTTTP 337
= LU 1 11 Y SRS 338
LU (o o (== (= o (o] 0=V SRS 339
UL (o T (] 1T =T oo USSR 340
o] 1T [0 = S 341
o] T o =T 1= 0416 1Y/ 343
o] g (o [ [CT (=]t {02V - (=] T 344
o] 1o [o TR = V1S3 {0 ] 1 10 345
o1 0] (o0 SO ST 347
CTBAM. ...t vttt ettt ettt et et e et et e e te et e s teebe e beebeeateebeeaeeabeebeeabesbeeaeebeeheenseeaeensesbeeaaenbeebeenreebeeaeeshesaeenbenteens 348
(o 15> 1 =SSP 349
Lol (== Lo (o101 F= 1] o NPT 350
(61T oo} o SOOI 351
(0157 RSP PPRN 352
CWWTIEE .ttt ettt e sttt et et et e e te et e s eeeae e beebeeaseateeaeeasesheentesteeaeenbeeReensesaeeneesbeeseenteabeeneeabeeneesresaeententeans 353
(D] 0 Y Y= SR 355
(D101 =X o] o 1= oX A SRR 356
(BBt B ot ] o 1= o AU U PP 357
[ 10 | T SRS 358
(BB Y=t Vo TSR P PSPPSR 359
[T LU g =T AV T SRS 360
DDEUNAAVISEPAIEIN....c..cuiieetiietieetessee ettt ettt sttt ne e es 361
DDEUNAAVISEPOINL... vttt bbbt bbbt et es 362
[0 =T o TH o OSSO 363
(oL 7= TU] 11 0T o] o IO OO 364
(0 =TI (YOO PSR RPSRRPRO 365
(01111 (T OO SRRSRRRSRRPRO 366
[0 Y SRS 367
(o (o0 0= 11 o ISR 368



ENADIE_DITAGING .ttt bbb et b 371
L<TaE= o] (o o [T o 1= o OSSR 372
(1 E= T o] (=Y [0 LYY= T A= R SRSRRS 373
(T E= o) (T a1 o] S 4T T (= PSSR 374
(T E= o] (ST LT o] S = AV SRS 375
[Tz o] =T o] o o od =T o A SRS 376
(1= T o] =T o) o o= Y/ S 377
(=T =T o] =T Tox o] (] T S 378
LTa =T o] L= (od o Y= Y/ T 379
LT (o] PP ST P SRR 380
L2 CCTot UL = o] 11 T 1] o OSSOSO 381
L2 AT TP URPTPPPPR 382
10 ES o SR 383
FIUSII 00 -ttt bbb h e bbbt b e e b e bt bene s 384
0] o =SSR 385
L0 1 1 1= | OSSR 386
TST Ui oT=T | PP 387
o] Lo} = 20U 388
ToTglolg=3o] (o [ F=1 v WO SRURRRUO 389
1 Tod 0o [OOSR TS PRURUO 390
1S £= L o TSP PP RRURRPTON 391
Fo =T I oTo] a1l T 11T T 392
Fo =T N o] 10T 11 o T 393
o= T o3 ] ) R 394
o o3 S 395
o7 T 1= OSSOSO 396
[oTo (o T {1 OSSOSOV 397
R0 A 4= T =T OSSOSO 398
LRI (o] g 1 0= ) (= AR 399
00T RSSO 401
(O 07 N ex 11 (TSR 402
L@ =@ Yo [0 1T o 4SSO 403
(@20 o] o] VSO 404
(@] =@ N1 =] TSSOSO 405
(O] L 1@ o] o] o =T o AR RURT PRSPPI 407
L@ =@ B L] - Vo o ST 408
OPCENADIE. ..ottt et bbbt e et 409
(O] =@ =T F=To] (=T =T o OSSR 410
L@ =08 =g FoY o] 1= YT 411
OPCMINIMUMSECUITLY ..ttt ettt ettt st sttt st st stk st b et b et bbbt se et ne et 412
(0] 21011V 1oT 11 OO OO 413

(@] 2O = L=y (=1 TSRO 415



(O] L@ =T 1 4T 1YY | =] o SRS 417
PrVALE_ALLIIDULE ... bbb 418
1 0] 0 =] £ YRS OR TR 419
[0 [T 111 OSSR 420
==V IO USSP 421
1] 010} o S PSSP 422
(=7 0o Ao (o1 - V1 o 1S 423
[T o Lol (A =T (0] £ SRS 424
[=To TU STy A T E= o - T 425
LTz LY=o ] o SRS 426
ESTCTo 0| TP PRRPRRN 427
ST RO P PP PTOPRRPRRIN 428
ST A o=V g (o] g o= | KOTSRS PSPRPRRN 429
SPIOW_TBEAL. ..ttt b bbb e bRt b R e bt ek e b e b e b e nrene s 430
SNOW_0EDUQG_MESSAGES. .. .cveiiieiieet ettt ettt bbb eb e sttt esnene s 431
LS Lo 1A =AY o A o T T OSSR 432
£ 0111V oo o PSR 433
LS Lo 1A o] (o] 1= [T STSRPRIN 434
L] [0 A Tex £ o1 A (o To TSRO P RSTRTURPRORN 435
ST 0 T2 TSTST=T 1 0 o] Y/ 436
SUCCESS . euteuteeueeneeseesee s bt sseeateeseesseaseeaeeseesse e s e eE e ea s e aR e 2 aeeaR e 4R e e e e AR £ e AR e R e e R e e R e SRe e R e A EeeR R e R e eRe e e e aReeanenRenReenenreen 437
L0 0T ST T /(=SSR 438
L[ =0T | SO SPRPTRN 439
L=V IST 0 VL P T [ 1= | SRS 440
17 TP PPPRT 441
(8] oY= o [ o] 0o 1o OSSOSO 442
UL T =T 0o TP PRSP 443
R ST £1To  FOTR 444
1L TP PR UTP PRSI 445

This is the internal command set for the DataHub. For general information on how to use these
commands, please refer@hapter 22Using DataHub Commands



acksuccess

acksuccess — tells the DataHub to return success messages.

Syntax

(acksuccess 0|1)

Arguments
01

Usel to have messages returned0aio not have messages returned.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command tells the DataHub to return a message for successfully executed command. Error
messages are always sent for unsuccessful attempts to execute a command. Pleaseetefer Eyntax
for details about the message format.
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add

add — adds a value to a point.

Syntax

(add name number [secs] [ nano])

Arguments

name

The name of a point, which must be a number type.
number

A value to add to the value of the point.
secs

The time in seconds. If this is not specified, the current date and time in seconds is used.
nano

A fraction of a second, in nanoseconds. If this is not specified, the number of nanoseconds past the
current date and time is used.

Returns

A message indicating success or error. Please refeetarn Syntaxor details.

Description

This command is used to add to the value of a point.
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alias
alias — creates an alias point for an existing point.

Syntax

alias oint alias
p

Arguments
point

The name of a DataHub point, as a string.
alias

A name for the new point, as a string.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command creates a new point that will alias, or tunnel/mirror its value with, an existing point. The
first point must exist, and the second point will be created if it does not exist. They do not need to be in
separate domains.
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alive

alive — tells the Cascade DataHub that the client is running.

Syntax

(alive)

Arguments

none

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command provides a means for the client to tell the Cascade DataHub that it is still up and running.
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append

append — appends a string to the value of a point.

Syntax

(append name string [secs] [ nano])

Arguments

name
The name of a point, which must be a string type.
string
A string to add to the current string value of the point.
secs

The time in seconds. If this is not specified, the current date and time in seconds is used.
nano

A fraction of a second, in nanoseconds. If this is not specified, the number of nanoseconds past the
current date and time is used.

Returns

A message indicating success or error. Please refeetarn Syntaxor details.

Description

This command is used to add a string to the value of a point.
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assembly

assembly — creates an assembly.

Syntax

(assembly domain name [ supername ])

Arguments

domain

The name of the domain in which this assembly will be created.
name

A name for this assembly.
supername

The name of an assembly.

Returns

A message indicating success or error. Please refeetarn Syntaxor details.

Description

This command creates an assembly level of a data organizatiorsLipeename denotes a special

assembly that can be created to hold properties and attributes that may be used by several assembilies, in
much the way that a parent class has instance variables that are used by child classes. For more
information about assemblies and an example, please reSadiion 18.4.2Assemblies, Subassemblies,
Attributes, and Properties
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asyncsocket

asyncsocket — sets up asynchronous communication on a socket.

Syntax

(asyncsocket socket )

Arguments

socket

The socket address, as a string.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command tells the DataHub to communicate asynchronously on the speoifiest .
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attribute

attribute — creates an attribute.

Syntax

(attribute domain assemblyname attrname typename )
Arguments

domain

The domain in which this attribute applies.
assemblyname

The assembly or subassembly in which this attribute applies.
attrname

The name of this attribute.
typename

The type of this attribute.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.
Description

This command creates an attribute. For more information and an example, please $efetido 18.4.2,
Assemblies, Subassemblies, Attributes, and Properties
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auth

auth — requests authentication for a client.

Syntax

(auth  username password )

Arguments

username

A user name in plain text. Any non-alphanumeric characters must be in double quotes.
password

A password in plain text. Any non-alphanumeric characters must be in double quotes.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command is sent to the DataHub by a client to request authentication.
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authgroup

authgroup — creates a new authentication group.

Syntax

(authgroup name bits max_concurrent_logins max_logins expiry )
Arguments

name

The name of the group.
bits

Authentication bits.
max_concurrent_logins

The maximum number of concurrent logins for members of this group. Each group member
maintains its own independent count.

max_logins

The maximum number of times that a member of this group may log in to the DataHub, ever. Each
member of the group maintains its own independent count.

expiry
The expiry date for members of this group. This is given as UNIX epoch time - the number of
seconds since Jan. 1, 1970.

Returns

A message indicating success or error. Please refeetarn Syntaxor details.

Description

This command creates a new authentication group.
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authuser

authuser — creates a new user.

Syntax

(authuser  name group hash bits max_concurrent_logins max_logins login_count expiry )
Arguments

name

The name of the group.
group

The group name if the user belongs to a group, otherWise
hash

A password hash computed by the DataHub. The algorithm is not published and the hash cannot be
reversed to determine the original password.

bits
Authentication bits.
max_concurrent_logins

The maximum number of concurrent logins for members of this group. Each group member
maintains its own independent count.

max_logins

The maximum number of times that a member of this group may log in to the DataHub, ever. Each
member of the group maintains its own independent count.

login_count
The number of times that this user has logged in, ever.
expiry

The expiry date for members of this group. This is given as UNIX epoch time - the number of
seconds since Jan. 1, 1970.

Returns

A message indicating success or error. Please refeetarn Syntaxor details.

Description

This command creates a new user. This cannot really be emitted by a client because a client will not
know how to compute the password hash. If a client knows a valid password hash then it can use that
hash to produce a new user with the same password as the password that produced that password hash.
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auto_create_domains

auto_create_domains — automatically adds domains requested by clients.

Syntax

(auto_create_domains 0|1)

Arguments
01

Usel to have domains added, @rto not have domains added automatically.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command instructs the DataHub to create a domain automatically if a client requests a domain that
doesn't already exist. This corresponds to Auomatically add domains requested by clients
checkbox in th&Seneraloption of the Properties window.
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auto_timestamp

auto_timestamp  — adds timestamps to unstamped changes.

Syntax

(auto_timestamp 0]1)

Arguments
01

Usel to add timestamps, @ to not add timestamps automatically.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command instructs the DataHub to timestamp points automatically to changes that don't already
have a timestamp. This corresponds toAliomatically add a timestamp to unstamped changes
checkbox in th&Seneraloption of the Properties window.
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bridge
bridge — creates a bridge between two points.

Syntax

(bridge  source destination [flags [ multiply add [ srcmin srcmax dstmin dstmax 1))

Arguments

source

The fully qualified point name of the source, or starting point of the bridge.
destination

The fully qualified point name of the destination, or ending point of the bridge.

flags

A bitwise combination of:

1 Forward bridge: bridge from source to destination

2 Inverse bridge: bridge from destination to source

16 Clamp output to the minimum. (Range mapping only.)
32 Clamp output to the maximum. (Range mapping only.)
256 The bridge is a direct copy

512 The bridge uses a linear transformation

1024 The bridge uses range mapping

4096 The bridge is disabled

@ Bits 256, 512 and1024 are mutually exclusive.

multiply

The multiplier value for a linear transformation. This is ignore(fldgs & 512) ==
add

The adder value for a linear transformation. This is ignordflaf)s & 512) ==
srcmin

The minimum range map value for the source point. This is ignor@fthds & 1024) == 0
srcmax

The maximum range map value for the source point. This is ignordidgs & 1024) == 0
dstmin

The minimum range map value for the destination point. This is ingor@lhgs & 1024)

dstmax

The maximum range map value for the destination point. This is ingoi@dgls & 1024)

Returns

A message indicating success or error. Please refeetorn Syntaxor details.
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bridge

Description

This command creates a bridge between two data points so that a change to the value of one point
automatically propagates to the other point. The scaling and the limits on source and destination points
used for linear transformations are stored with the bridge so that if you decide to change from a direct
bridge to one that uses linear transformations your previous entries are preserved. The values themselves
are only applied when the flag set indicates the corresponding transfer function.
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bridge_remove

bridge_remove — deletes a bridge.
Syntax

(bridge_remove source destination )
Arguments

source

A string containing the fully qualified point name of the source, or starting point of the bridge.
destination

A string containing the fully qualified point name of the destination, or ending point of the bridge.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.
Description

This command permanently deletes a bridge. 3tnerce anddestination names must be fully
qualified, specifying the domain and point name, asdomain : pointname "
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bridge_remove_pattern

bridge_remove_pattern — deletes all bridges that match a pattern.
Syntax

(bridge_remove_pattern source_pattern destination_pattern )
Arguments

source_pattern

A string containing a pattern for the name of the source points of the bridge, such as
"domainl:*"

destination_pattern

A string containing a pattern for the name of the destination points of the bridge, stfcH'as.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command permanently deletes all bridges that match a specified pattern. The available patterns are
as follows:

- * matches any number of characters, including zero.
« [c] matches a single character which is a member of the set contained within the square brackets.

« [~c] matches any single character which is not a member of the set contained within the square
brackets.

- ?matches a single character.
« {xx,yy } matches either of the simple strings contained within the braces.

- \c (a backslash followed by a character) - matches that character.
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bridge_transform

bridge_transform — modifies an existing bridge.

Syntax

(bridge_transform name flags [ multiply add [ srcmin srcmax dstmin dstmax )]
Arguments

name

The name of the bridge.

flags

A bitwise combination of:

1 Forward bridge: bridge from source to destination

2 Inverse bridge: bridge from destination to source

16 Clamp output to the minimum. (Range mapping only.)
32 Clamp output to the maximum. (Range mapping only.)
256 The bridge is a direct copy

512 The bridge uses a linear transformation

1024 The bridge uses range mapping

4096 The bridge is disabled

@ Bits 256, 512 and1024 are mutually exclusive.

multiply

The multiplier value for a linear transformation. This is ignorefldgs & 512) ==
add

The adder value for a linear transformation. This is ignordtlafys & 512) ==
srcmin

The minimum range map value for the source point. This is ignor@thds & 1024) == 0
srcmax

The maximum range map value for the source point. This is ignordidgs & 1024) == 0
dstmin

The minimum range map value for the destination point. This is ingor@lhgs & 1024)

dstmax

The maximum range map value for the destination point. This is ingo@dgs & 1024)

Returns

A message indicating success or error. Please refeetorn Syntaxor details.
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bridge_transform

Description

This command modifies an existing bridge between two data points. The scaling and the limits on source
and destination points used for linear transformations are stored with the bridge so that if you decide to
change from a direct bridge to one that uses linear transformations your previous entries are preserved.
The values themselves are only applied when the flag set indicates the corresponding transfer function.
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cforce

cforce — creates a point and forces a value to be written to it.

Syntax

(cforce  name value [confidence 1])

Arguments

name

The name of the point. This is a string.

value

A string representation of the value for the point. It will be interpreted into the type specified by the
type parameter.

value

A string representation of the value for the point. The point value will be interpreted as integer, float
or string based on the contents of the value string. This function tries each type in order, and uses
the first type for which the value parameter is a valid representation. Double quotes around the
value parameter are ignored. For example:

- 123 is an integer.

« 123.4 isafloat.

« 1.234e2 is afloat.

. "123" is aninteger.

. 123abc is a string.

All strings can be surrounded by double-quotes if the string contains spaces or special characters. The
backslash character ) escapes double quotes and backslashes within the string. Newline, carriage
return, form feed and tab are represented with\r ,\f ,\t respectively. Strings must not contain
newline characters.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command is the same eset except that it forces a write even if the DataHub would otherwise
refuse it, for example if the point is old, the value is insignificant or hasn’t changed, or the point is
marked as read-only. When this value is set, the following attributes of the point are set as follows:

- seconds andnanoseconds are set to the current time on the machine running the DataHub.
- locked ,sec, andquality are all maintained at their previous values for this point.
. flags is setto0.

Please refer to therite command for more information about these parameters. Sesetlandforce.
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cread

cread — creates and reads a point.

Syntax

(cread name)

Arguments

name

The name of the point.

Returns

The complete point definition in a message, with this syntax:

(point  name type value [ conf security locked seconds nanoseconds flags quality N

where:

name

The name of the point.
type

The data type of the point, one of integer, floating point, or character string.
value

The value of the point.
conf

The confidence level of the poir@,- 100 percent, unused by most applications.
security

The security level of the poin@ to 32768 , where higher numbers represent higher security.
locked

0 for locked, orl for unlocked.
seconds

The operating system time in seconds when the point was read.
nanoseconds

The number of nanoseconds afseconds when the point was read.

flags
User-defined flags.

quality
A constant representing a quality of the connection, assigned by the DataHub for this point, such as
Good, Bad, Last known , Local override , etc. The possible values are those supported by

OPC in Microsoft Windows.

Description

This command creates a point and then reads the information it contains. Sezadlso
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create

create — creates a new point.

Syntax

(create  name [0]1])

Arguments

name
The name of the point, as a string.
0|1

Tells createwhat to do if a point already exists with that name. Us® ignore an existing point
and do nothing. UsB to havecreatethrow an error. If nothing is entered, the defaul®is

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command creates a new point in the DataHub. Normally it is not necessary to create points
manually—the DataHub creates a new point any time a program sends one. However, this command is
useful for creating points programmatically from within the DataHub. Seecalsb

Example

Using the Gamma datahub_command function, you could passate command to the DataHub as
follows to createMyNewPoint in thedefault domain, and assign it a value df

datahub_command (“(create default:MyNewPoint)", 1);
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create_domain

create_domain — creates a new domain.

Syntax

(create_domain name)

Arguments

name

The name of the domain, as a string.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.
Description

This command creates a new domain in the DataHub. This corresponds to usidgthatton in the
Domains section in th&eneraloption of the Properties window.
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creport

creport — creates a point and requests notification of changes.
Syntax

(creport name)

Arguments

The name of the data point to be created.

Returns

A message with the complete definition of the point.

Description

This command creates a data point and then requests the DataHub to report changes (also called
exceptions) to the value or any other information about the point, as soon as any change takes place. See
alsoreport.
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cset

cset — creates a point and assigns it a value.

Syntax

(cset  name value [ confidence 1)

Arguments

name

The name of the point. This is a string.
value

A string representation of the value for the point. The point value will be interpreted as integer, float
or string based on the contents of the value string. This function tries each type in order, and uses
the first type for which the value parameter is a valid representation. Double quotes around the
value parameter are ignored. For example:

« 123 is an integer.

« 123.4 is afloat.

. 1.234e2 is afloat.

. "123" isaninteger.

« 123abc is a string.

confidence

A confidence factor in the range 0fto 100 (optional). This is not used by the DataHub, so is
available to programs that produce graduated confidence, such as expert systems. If this value is not
specified, it is set t400.

All strings can be surrounded by double-quotes if the string contains spaces or special characters. The
backslash character) escapes double quotes and backslashes within the string. Newline, carriage
return, form feed and tab are represented With\r ,\f ,\t respectively. Strings must not contain
newline characters.

Returns

A message indicating success or error. Please refeetarn Syntaxor details.

Description

This is a convenience command that combioesite andset, allowing you to create a point and set its
value in a single command. When this value is set, the following attributes of the point are set as follows:

. seconds andnanoseconds are set to the current time on the machine running the DataHub.
- locked ,sec,andquality are all maintained at their previous values for this point.
. flags issetto0.

Please refer to therite command for more information about these parameters. Sesetl$orce, and
cforce.
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cwrite

cwrite — creates a point and writes information to it.

Syntax

(cwrite name type value conf sec locked seconds nanoseconds [ flags quality i)}

Arguments

name
The name of the point. This is a string.
type
The type of point. One of
« 0 =string
« 1 =float (8-byte double)
- 2 =integer (32-bit integer)

value

A string representation of the value for the point. It will be interpreted into the type specified by the
type parameter.
conf

A confidence factor in the range 0fto 100. This is not used by the DataHub, so is available to
programs that produce graduated confidence, such as expert systems.

sec
A security level for this point. This is rarely used. If a point’s security level is set to a non-zero value
then attempts to write to that point must claim a security level equal to or greater than the security
level of the point. This uses a "good citizen" model - the writer can claim any security it wants, and
is assumed to be honest - so there is no strong security here. It is intended for systems that want to
avoid accidental changes to values. Security level can be Grom82767 .

locked
An indication that the point is locked, and cannot be changed. C@robbé . Attempts to write to a
locked point will fail.

seconds

The UNIX epoch - seconds since Jan. 1, 1970, as produced biytbd@ function.
nanoseconds

The number of nanoseconds inside this second. Cannot etg@@@l 000,000
flags

User level code should always sen@ #or this value.

quality
A quality indicator consistent with the OPC DA specification. This is not a bit field. It can be one of:
PT_QUALITY_BAD 0
PT_QUALITY_UNCERTAIN 0x40
PT_QUALITY_GOOD 0xcO
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cwrite

PT_QUALITY_CONFIG_ERROR 0x04
PT_QUALITY_NOT_CONNECTED 0x08
PT_QUALITY_DEVICE_FAILURE 0x0c
PT_QUALITY_SENSOR_FAILURE 0x10
PT_QUALITY_LAST_KNOWN Ox14
PT_QUALITY_COMM_FAILURE 0x18
PT_QUALITY_OUT_OF_SERVICE ox1c

PT_QUALITY_WAITING_FOR_INITIAL_DATA 0x20

PT_QUALITY_LAST_USABLE ox44
PT_QUALITY_SENSOR_CAL 0X50
PT_QUALITY_EGU_EXCEEDED 0x54
PT_QUALITY_SUB_NORMAL 0X58
PT_QUALITY_LOCAL_OVERRIDE 0xd8

All strings can be surrounded by double-quotes if the string contains spaces or special characters. The
backslash character ) escapes double quotes and backslashes within the string. Newline, carriage
return, form feed and tab are represented with\r ,\f ,\t respectively. Strings must not contain
newline characters.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command lets you manually write information to a point. If the point does not exist, the point is
automatically created and the value is written. This command is identical teriteecommand, except
thatwrite will produce an error if the point does not exist.
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DDEAdvise

DDEAdvise — sets up the item for a DDEAdvise connection.

Syntax

(DDEAdvise label item pointhame [ domain ])

Arguments

label

A string that identifies the connection for this item.
item

The item name, as a string
pointname

The name of the point with which thieem is associated, as a string.
domain

The domain of the point. If unspecified, it defaults to tlefault  domain.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command supports a DDEAdvise connection. It associates a DDE item with a point and domain, as
well as the label used by the item’s service and topic EBEConnec!. This command is used when

you add or edit connections in the DDE option of the Properties window. For more information on DDE
connections, please séppendix F,DDE Overview
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DDEConnect

DDEConnect — makes a connection to a DDE service and topic.

Syntax

(DDEConnect label service topic [retry_sec ])

Arguments

label

A string that identifies this connection.
service

The DDE service name, as a string
topic

The DDE topic, as a string.
retry_sec

The time interval, in seconds, that the connection should be retried in case of a disconnect or
network failure.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command establishes a connection to a DDE service and topic, and names the connection. The point
or points that use this connection are defined byDBé&Advise command. Both of these commands are

used when you add or edit connections in the DDE option of the Properties window. For more

information on DDE connections, please ggmendix F,DDE Overview
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DDEDisconnect

DDEDisconnect — disconnects and discards a DDE connection.

Syntax

(DDEDisconnect  label )

Arguments

label

A label identifying a connection, as assigned by EHeEConnectcommand.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.
Description

This command disconnects and discards a DDE connection that had been previously established by the
DDEConnectcommand.
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DDEInit

DDEInit — initializes the DataHub to act as a DDE server.
Syntax

(DDEInit)

Arguments

none

Returns

A message indicating success or error. Please refeetorn Syntaxor details.
Description

This command instructs the DataHub to act as a DDE server. Service names are assigned using the
DDEServicecommand.
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DDEService

DDEService — assigns a DDE service name.

Syntax

(DDEService  service )

Arguments

service

A DDE service name for the DataHub, as a string.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command assigns a DDE service name to the Cascade DataHub. It is possible to use several names
simultaneously. This command is used when adding service names to the DataHub in the DDE option of
the Properties window. Also s&DElInit .
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DDEUnadvise

DDEUnadvise — removes an item from a DDE connection.

Syntax

(DDEUnadvise label item )

Arguments

label
A label identifying a connection, as assigned by EHeEConnectcommand.
item

The DDE item name of the point you wish to stop advising on.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command essentially undoes BEAdvise command, removing an item from a DDE connection.
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DDEUnadvisePattern

DDEUnadvisePattern  — removes multiple items from a DDE connection.

Syntax

(DDEUnNadvisePattern label pattern )

Arguments

label

A label identifying a connection, as assigned by EHeEConnectcommand.
pattern

A pattern that matches the DDE item names of the points you wish to stop advising on.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command undoes tHiRDEAdvise command for a group of points that match predtern
removing those items from a DDE connection. The available patterns are as follows:

- * matches any number of characters, including zero.
- [c] matches a single character which is a member of the set contained within the square brackets.

« [~c] matches any single character which is not a member of the set contained within the square
brackets.

- ?matches a single character.
« {xx,yy } matches either of the simple strings contained within the braces.

+ \c (a backslash followed by a character) - matches that character.
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DDEUnadvisePoint

DDEUnadvisePoint — removes an item from a DDE connection, by its point name.

Syntax

(DDEUnNadvisePoint label pointname )

Arguments

label

A label identifying a connection, as assigned byob&Connect
point

The point name corresponding to the DDE item you wish to stop advising on.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command essentially undoes BEAdvise command, removing an item from a DDE connection.
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debug

debug — sets the debug level.
Syntax

(debug debug_level )

Arguments

debug_level

An integer from0 to 4 specifying the debug level.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description
This command lets you specify the level of detail of debugging, from the 18ash the most4).
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defaultprop

defaultprop — sets a default type for a property.
Syntax

(defaultprop domain type propname )

Arguments

domain

The domain name of the property whose default type will be set.
type

The default type for this property, as a string.
propname

The name of the property, as a string.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.
Description

This command sets a default type for a property on a given domain. For more information and an
example, please refer Bection 18.4.2Assemblies, Subassemblies, Attributes, and Properties
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delete

delete — deletes a point—use with caution.

Syntax

(delete  pointname [ domain ])

Arguments

pointhname

The name of the point to delete, as a string.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

@ Deleting points with this command could cause unexpected behavior for other users of the point.

This command allows you to delete points from the DataHub. You should exercise caution when using it,
however, because any program connected to the DataHub now or in the future might be relying on the
existence of that point. We suggest you use this command only after ensuring that no connecting
program uses that point.
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deleted

deleted — checks if a point has been deleted.

Syntax

(deleted pointname [ domain ])

Arguments

pointname

A string containing the name of the point.
domain

The domain of the point. If not specified, tHefault domain is used.

Returns

A message indicating whether the point has been deleted.

Description

This command checks if the givgmint has been deleted.

We do not recommend deleting points, as it could cause unexpected behavior for other users of
the point.
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div
div — does division on the value of a point.

Syntax

(append name number [secs] [ nano])

Arguments

name

The name of a point, which must be a number type.
number

A value to divide the value of the point by.
secs

The time in seconds. If this is not specified, the current date and time in seconds is used.
nano

A fraction of a second, in nanoseconds. If this is not specified, the number of nanoseconds past the
current date and time is used.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command is used to divide to the value of a point.
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domain

domain — identifies the client domain name.

Syntax

(domain  domain_name )

Arguments

domain_name

The name of the domain.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command identifies to the Cascade DataHub the domain that the client is using.
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domains
domains — lists all domains in the DataHub.

Syntax

(domains)

Arguments

none

Returns

On success, a message with the following syntax:

(domains "default" " domain " " domain )" " domain )" ..

the following syntax. On error, an error message as descrilfeetimn Syntax

Description

This command generates a response message listing all of the domains currently in the DataHub. The
response message is different from the usual DataHub command return syntax, in that it doesn’t contain
the stringsuccess on success.

369



dump

dump — writes the entire content of the DataHub to a file.

Syntax

(dump filename )

Arguments

filename

The name of the file to write to.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.
Description

This command dumps the contents of the DataHub to a file. The results are listed by domain, data types,
and assemblies.
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enable_bridging
enable_bridging — enables or disables bridging capabilities
Syntax

(enable_bridging 0]1)

Arguments
01

1 enables the capability, disables it.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description
This command enables or disables the capability of the Cascade DataHub to suijgigant,

See Also
bridge
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enable _dde client

enable_dde_client — enables or disables DDE client capabilities.

Syntax

(enable_dde_client 0|1)

Arguments
01

1 enables the capability, disables it.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.
Description

This command enables or disables the capability of the Cascade DataHub to act as a DDE client. This
corresponds to thact as a DDE client... checkbox in thddDE option of the Properties window.
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enable_dde server

enable_dde_server — enables or disables DDE server capabilities.

Syntax

(enable_dde_server 0|1)

Arguments
0|1

1 enables the capabilit®, disables it.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.
Description

This command enables or disables the capability of the Cascade DataHub to act as a DDE server. This
corresponds to thAct as a DDE server... checkbox in thédDE option of the Properties window.
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enable_mirror_master

enable_mirror_master — enables or disables mirror master capabilities.

Syntax

(enable_mirror_master 0|1)

Arguments
01

1 enables the capability, disables it.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command enables or disables the capability of the Cascade DataHub to act as a mirror master. This
corresponds to thAct as a master... checkbox in théfunnel/Mirroroption of the Properties window.
For more information about tunnelling/mirroring, please refegéation 20.4Tunnel/Mirror.
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enable_mirror_slave

enable_mirror_slave — enables or disables mirror slave capabilities.

Syntax

(enable_mirror_slave 0]1)

Arguments
01

1 enables the capability, disables it.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command enables or disables the capability of the Cascade DataHub to act as a mirror slave. This
corresponds to thact as a tunnelling/mirroring slave... checkbox in thé&unnel/Mirroroption of the
Properties window. For more information about tunnelling/mirroring, please ref&edtion 20.4,
Tunnel/Mirror.
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enable _opc_client

enable_opc_client — enables or disables OPC client capabilities.

Syntax

(enable_opc_client 0]1)

Arguments
01

1 enables the capability, disables it.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.
Description

This command enables or disables the capability of the Cascade DataHub to act as an OPC client. This
corresponds to thact as an OPC Client... checkbox in theOPCoption of the Properties window.
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enable_opc_server

enable_opc_server — enables or disables OPC server capabilities.

Syntax

(enable_opc_server 0]1)

Arguments
0|1

1 enables the capabilit®, disables it.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.
Description

This command enables or disables the capability of the Cascade DataHub to act as an OPC server. This
corresponds to thAct as an OPC Server. checkbox in theOPCoption of the Properties window.
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enable_scripting

enable_scripting — enables or disables scripting capabilities
Syntax

(enable_scripting 0|1)

Arguments
01
1 enables the capability, disables it.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description
This command enables or disables the capability of the Cascade DataHub to sgpptirtg
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enable_tcp_server

enable_tcp_server — enables or disables TCP server capabilities.

Syntax

(enable_tcp_server 0|1)

Arguments
01
1 enables the capabilit®, disables it.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command enables or disables the capability of the Cascade DataHub to act as a TCP server.
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error

error — sends an error with an error string.

Syntax

(error  errstring )

Arguments

errstring

a string containing an error message.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.
Description

This command sends an error to the DataHub, which it displays iBtkat Log along with the
message from therrstring
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execute plugin

execute_plugin — executes a pluginegperimentdl
Syntax

(execute_plugin plugin_name )

Arguments

plugin_name

The name of a plugin.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command lets you instruct the DataHub to execute a plugin.

@ The commands related to plugins are currently experimental.
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exit
exit — shuts down the DataHub.
Syntax

(exit [ exit_status ])

Arguments

exit_status

An optional string to describe the circumstances of the shut-down.

Returns

A message containing thexit_status message.

Description

This command closes the DataHub and all associated windows.
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flush

flush — flushes output to a terminal (Linux).

Syntax
(flush)

Arguments

none

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command is not used at all in Windows, and even in Linux and QNX there is really not much need
for it. The command sends a flush to the terminal, so that if the DataHub is printing to a terminal and has
not completely flushed its output, this will cause all pending printed characters to appear.
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flush_log

flush_log  — forces an immediate update of the Script Log (Windows).

Syntax
(flush_log)

Arguments

none

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command forces an immediate update of the Script Log. This is rarely necessary.
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force

force — forces a write to a point.

Syntax

(force  name value [confidence 1)

Arguments

name

The name of the point. This is a string.
value

A string representation of the value for the point. The point value will be interpreted as integer, float
or string based on the contents of the value string. This function tries each type in order, and uses
the first type for which the value parameter is a valid representation. Double quotes around the
value parameter are ignored. For example:

- 123 is an integer.

123.4 is afloat.

. 1.234e2 is afloat.

. "123" is aninteger.

. 123abc is a string.

confidence

A confidence factor in the range 0fto 100 (optional). This is not used by the DataHub, so is
available to programs that produce graduated confidence, such as expert systems. If this value is not
specified, it is set t400.

All strings can be surrounded by double-quotes if the string contains spaces or special characters. The
backslash character ) escapes double quotes and backslashes within the string. Newline, carriage
return, form feed and tab are represented with\r ,\f ,\t respectively. Strings must not contain
newline characters.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command is the same st except that it forces a write even if the DataHub would otherwise
refuse it, for example if the point is old, the value is insignificant or hasn’t changed, or the point is
marked as read-only. When this value is set, the following attributes of the point are set as follows:

- seconds andnanoseconds are set to the current time on the machine running the DataHub.
- locked ,sec, andquality are all maintained at their previous values for this point.
. flags is setto0.

Please refer to therite command for more information about these parameters. Sesetlandcforce.
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format
format — is an efficiency enhancement for Linux.

Syntax

(format  flag )

Arguments

flag
One of the following flags:
+ 1 turns on the behavior.

« 0 turns off the behavior.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command is an efficiency enhancement for Linux, for SRR Module connections only. It tells the
DataHub that this client would like to get point exceptions in binary instead of ASCII encoding. Itis
more CPU efficient but does not work well in a heterogeneous network.
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heartbeat

heartbeat — establishes a heartbeat message.

Syntax

(heartbeat ms)

Arguments

ms

The number of milliseconds between each pulse.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.
Description

This command establishes a heartbeat message that verifies the connectionsawdhgeconds. The
heartbeat is sent from the DataHub to the client.
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ignore
ignore — ignores a given point.
Syntax

(ignore  pointname )

Arguments

pointname

The name of the point to be ignored.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command tells the DataHub to ignore changes in value to the paiiminame .
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ignore_old_data

ignore_old_data — ignores changes with an old timestamp.

Syntax

(ignore_old_data 0|1)

Arguments
01

Usel to ignore old data, ob to not ignore old data.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command instructs the DataHub to ignore any changes to data that arrive with an old timestamp.
This corresponds to tHeo not transmit changes with an old timestamp checkbox in th&General
option of the Properties window.
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include

include —includes a file in with configuration files.

Syntax

(include filename [ enabled ] [as-sender-0|1])

Arguments

filename

The name of the configuration file to include.
enabled

One of the following flags indicating the enabled state.
+ 1 means enabled; it will be used immediately after loading.

- 0 means disabled; it will be loaded but not used.

as-sender-0[1

Not yet documented.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command includes a file with configuration files. It can be used in a configuration file itself, causing
the included file to be inserted into the configuration file at the point of this command. Or it can be sent
to the DataHub by another program. Témabled parameter puts the file into the enabled state,

meaning that it is loaded and then immediately used. With that parameter turned off, the file is simply
added to the DataHub's list of configuration files.
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instance

instance — creates an instance of a data organization model.

Syntax

(instance domain pointname assemblyname )

Arguments

domain

The domain of the model.
pointname

A name for the instance.
assemblyname

The assembly associated with the model.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.
Description

This command creates an instance of a data organization model, based on a given domain and assembly.
For more information and an example, please ref&dotion 18.4Data Organization
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load _config_files

load_config_files — loads configuration files.

Syntax

(load_config_files 0]1)

Arguments
01

Usel to have configuration files loaded, @to not have them loaded.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command lets you instruct the DataHub to load or not load its configuration files.
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load_plugin

load_plugin  — loads a specified pluginexperimentgl
Syntax

(load_plugin plugin_name run_now )

Arguments

plugin_name

The name of a plugin.
run_now

One of the following flags:
+ 1 means the plugin will run immediately after it is loaded.

- 0 means disabled; the plugin will be loaded but not run.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command lets you instruct the DataHub to load a plugin.

@ The commands related to plugins are currently experimental.
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load_scripts

load_scripts — loads scripts.
Syntax

(load_scripts filename enabled )
Arguments

filename

The name of a script.
enabled

One of the following flags indicating the enabled state.
- 1 means enabled; the script will be run immediately after it is loaded.

- 0 means disabled; the script will be loaded but not run.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command lets you instruct the DataHub to load or not load scripts.
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lock
lock — locks and unlocks points.

Syntax

(lock name secur 0]1)

Arguments

name

The point name.
secur

The security level of the point.
01

Usel to lock the point, 00 to unlock the point.

Returns

A message indicating success or error. Please refeetarn Syntaxor details.
Description

This command locks and unlocks points. When a point is locked, it cannot be changed until it is
unlocked.
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log_file

log_file — sets up a log file.

Syntax

(log_file filename )

Arguments

logfile

The name of the log file.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command sets up a log file for messages that appear in the Event Log. If a log file already exists,
this command changes that file’s name. Starting and stopping logging is done witly the file
command. If logging to a file is enabled, the log messages will also continue to appear in the Event Log.
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log_to_file

log_to_file — starts or stops logging to a file.

Syntax

(log_to_file 0[1)
Arguments
Usel to start logging to a file, 0@ to stop.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command starts or stops logging error messages to the log file setagp [ile.
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mirror_master

mirror_master  — sets up a tunnelling (mirroring) master.
Syntax

(mirror_master host service localdomain [ masterdomain )
Arguments

host

The master host's name or IP address.
service

The service name or port number of the mirroring master.
localdomain

The domain of the slave (i.e. local) computer
masterdomain

The domain of the mirroring master.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command is to be sent to the slave DataHub in a mirroring relationship. It tells the slave all the
information it needs about its connection to the master DataHub. This command corresponds to the
entries in the Tunnel Master dialog that opens when you clicittetbutton in theTunnel/Mirror

option of the Properties window.

e The DataHub uses mirroring to do tunnelling, so the term 'mirror’ is used to name the command.
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mirror_master_2

mirror_master_2 — sets up a secure tunnelling (mirroring) master.

Syntax
(mirror_master_2 host port flagslocaldomain remotedomain heartbeat timeout [ username password 1)

Arguments

host

The master host's name or IP address.

port
The port number or service name of the mirroring master.
flags
Any combination of:
Hex Flag Notes
0x00100000 |READABLE Data is readable from the master. Always set this.
0x00200000 |WRITABLE Data is writable to the master.
0x01000000 |[SYNC_SEND On initial connection, send all data to the mastet
0x02000000 |SYNC_RECV On initial connection, receive all data from the
master
0x04000000 |SYNC_TIME On initial connection, synchronize by comparing
time stamps.
0x10000000 |AUTHORITATIVE Master is authoritative. Data here is marked Not
Connected when the connection drops.
0x20000000 |NON_AUTHORITATIVE || am authoritative. Data in the master is marked
Not Connected when the connection drops.
0x40000000 |OVERRIDE_TIME Override the time stamp on incoming data with the
system clock time.
Some combinations of flags will generate strange results:
« CombiningWRITABLEwith OVERRIDE_TIMEwill result in pollution of the master’s time
stamps.
« Only one ofSYNC_SENPSYNC_RECWNdSYNC_TIMEshould be specified.
« Only one of AUTHORITATIVEandNON_AUTHORITATIVEhould be specified.
« If WRITABLEis not set, thetsYNC_SENPSYNC_TIMEandNON_AUTHORITATIVEnake no
sense.
localdomain

The domain of the slave (i.e. local) computer
remotedomain

The domain of the mirroring master.
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mirror_master_2

heartbeat

The number of milliseconds for the heartbeat on this connediioneans disabled.

timeout

The number of milliseconds for the timeout on this connectibomeans disabled. The timeout
should be significantly longer than the heartbeat.

username

(optional) The user name to use if authenticating this connection.

password

(optional) The password to use if authenticating this connection. This password is stored in
obfuscated text to stop somebody from casually copying it. However, since this obfuscation must be
reversible to give access to the original password, it does not represent strong security. Do not allow
untrusted people access to your configuration file.

Returns

A message indicating success or error. Please refeetarn Syntaxor details.

Description

This command is the same @amrror_master, but includes the necessary parameters for security. This
command is sent to the slave DataHub in a mirroring relationship. It tells the slave all the information it
needs about its connection to the master DataHub. This command corresponds to all the entries in the
Tunnel Master dialog that opens when you click &dd button in theTunnel/Nirroroption of the

Properties window.

@ The DataHub uses mirroring to do tunnelling, so the term 'mirror’ is used to name the command.
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mult

mult — multiplies the value of a point.

Syntax

(mult name number secs nano )

Arguments

name

The name of a point, which must be a number type.
number

A value to multiply by the value of the point.
secs

The time in seconds. If this is not specified, the current date and time in seconds is used.
nano

A fraction of a second, in nanoseconds. If this is not specified, the number of nanoseconds past the
current date and time is used.

Returns

A message indicating success or error. Please refeetarn Syntaxor details.

Description

This command is used to multiply the value of a point.
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OPCActivate

OPCActivate — activates or deactivates an OPC group.

Syntax

(OPCActivate  label  0[1)

Arguments

label

The name for this connection, as displayed in@Coption of the Properties window. label
is* then the command affects all currently configured connections.

0|1

If 1, the group is activated; D, it is deactivated.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command activates or deactivates the OPC group in the OPC server representing the connection
specified bylabel . This sends a message to the OPC server to activate or deactivate the underlying
group. The result of deactivating a group is that subsequent read and write attempts will fail until the
group is activated again.
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OPCAddItem?2

OPCAddItem2 — adds OPC items to a connection.

Syntax

(OPCAddIitem2 label flags propid item (parent... ))

Arguments

label

The name for this connection, as displayed in@fCoption of the Properties window.

flags
one or more of the following:
IS_BRANCH = 0X0001
IS_LEAF = 0X0002
IS PROP = 0X0004
PARENT_IS_LEAF = 0X0008
propid

If this point is a property of an OPC leaf ited§( PROPs true), then the property ID must be
entered here. Otherwise, enferThis entry is ignored ifS_PROPs not true.

item
The name of the item on the OPC server, as a string.
(parent... )

A list of parent DataHub points (OPC branch nodes) that lead to this point, each as a string. If the
point is a property (has a non-zegoopid ), then the last element of the list should be an OPC leaf
node. OPC servers can use thé tharacter in item names, so this hierarchy is not necessarily
derivable from the point name.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.
Description
This command adds OPC items to an OPC server connection. It does not take effect WEApply

command is issued.

Example

(OPCAddIitem2 "MyOPCServer" 2 0 "Tank3.Level" ("Tank3" "Level"))
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OPCApply

OPCApply — applies changes to an outgoing connection.

Syntax
(OPCApply [ label ])XF

Arguments

label

The name for this connection, as displayed in@#Coption of the Properties window. lébel
is* or absent, then the command affects all currently configured connections.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command applies any changes made to an outgoing OPC connection speddieel by The only
changes that are not immediately applied@RCAddItem2 andOPCRemoveltem Therefore, you
can callOPCAddItem2 andOPCRemoveltemmultiple times and then must iss@PCApply once for
the changes to take effect.
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OPCAttach?2

OPCAttach2 — sets up an OPC connection.

Syntax

(OPCAttach2 label machine_name interface_name server_pattern domain point_pattern

deadband_msec flags polimsec read_method write_method (filters ...) [ connect_wait ready_wait N
Arguments

label

The name for this connection, as displayed in@Coption of the Properties window.
machine_name

The name or IP address of the computer running the DataHub.
interface_name

Is either:"OPC Data Access 2.0" or"OPC Data Access 3.0" . Currently only'OPC
Data Access 2.0" s supported.

server_pattern

The name or IP address of the server computer. Wildcard characters are allowed.
domain

The data domain name.
point_pattern

A point name filter. Wildcard characters are allowed. Only leaf items that match this pattern will be
visible in the DataHub. Normally you should specifias the pattern.

deadband_msec

The maximum rate at which the server should send data to the client. In asynchronous advise mode,
deadband_msec is transmitted to the server. The server limits the data rate to no more often than
thedeadband_msec . In polling modesdeadband_msec determines the polling rate.

flags
Any combination of:
« 0x00000001 - PROPERTIES Attempt to load item properties as items.
+ 0x00000002 - ENABLED This connection is enabled.
« 0x00000004 - AUTOITEMS Tells the DataHub to read the entire data set from the server.

« 0x00000008 - READ_ONLY Marks the connection as read-only. Data will not be transmitted
from the DataHub to the server.

« 0x00000010 - MANUAL_ITEMS Tells the DataHub to connect to any manually configured
items from the server.

« 0x00000020 - OVERRIDE_TIME- Force the time stamp on incoming data from the server to
the local time on the DataHub’s computer.

polimsec

The number of milliseconds between reconnection attempts when trying to connect to a server. This
parameter is currently ignored.
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OPCAttach2

read_method
An integer that specifies the method to use to read data from the OPC server. This can be one of:
« 1 - Asynchronous Advise (DA2.0)
« 2 - Synchronous Cache Read (DA2.0)
« 3 - Asynchronous Read (DA2.0)
« 7 - Synchronous Device Read (DA2.0)

write_method
An integer that specifies the method to use to read data from the OPC server. This can be one of;
« 1 - Synchronous Write (DA2.0)
« 2 - Asynchronous Write (DA2.0)

(filters o)

A space-separated list of filters, each one as a string, such as are entered in the Define OPC Server
dialog of theOPCoption of the Properties window. For example, here is what you would enter if
you have:

- zerofilters: ()

- one filter: ("filter ")

- twofilters: ("filter " "filter ")
. etc.

connect_wait

Optional. The number of milliseconds to pause after the connection is made before continuing with
the connection sequence. This gives the server time to start up and construct its data set. If specified,
theconnect wait  time has to transpire before the DataHub first queries the server’s data set.

ready_wait

Optional. The maximum number of milliseconds to wait for the server to report a ready state after
theconnect_wait  has expired. If the server reports that it is ready beforeg¢hdy_ wait

time expires, the DataHub will move on immediately to the next step in the connection sequence. If
not, then the fulfeady_wait time will transpire before the DataHub queries the server’s data set.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.
Description

This command lets you set up an OPC connection. It corresponds roughlyDefine OPC Server
dialog box that you get when you click teld button in theOPCoption of the Properties window.
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OPCConnect

OPCConnect — connects or disconnects from the OPC server.

Syntax

(OPCConnect label 0[1)

Arguments

label

The name for this connection, as displayed in@Coption of the Properties window. label
is* then the command affects all currently configured connections.

0|1

If 1, connect; if0, disconnect.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command causes the outgoing OPC connection specifiedbbly to connect to or disconnect
from the OPC server. If the connection is disconnected, it will reconnect again according to its
connection polling cycle. If you wish to disconnect such that the connection will not automatically be
retried, useOPCEnable
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OPCDetach

OPCDetach — removes an outgoing OPC connection.

Syntax

(OPCDetach label )

Arguments

label

The Connection name as set bPCAttach or displayed in th@®©PCoption of the Properties
window.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command detaches and deletes the outgoing OPC connection speclfibdlby.
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OPCEnable

OPCEnable — enables or disables outgoing OPC connections.

Syntax

(OPCEnable label 0]1)

Arguments

label

The name for this connection, as displayed in@Coption of the Properties window. label
is* then the command affects all currently configured connections.

0|1

If 1, the connection is enabled;(f it is disabled.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

If the argument id, the outgoing OPC connection specified by lgdeel is enabled. This is equivalent
to checking the check-box for the specified OPC connection iDf€option of the Properties window.
If the argument i®, the specified connection is disabled.
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OPCEnableClient

OPCEnableClient — enables or disables all OPC clients.

Syntax

(OPCEnableClient 0]1)

Arguments

0|1

If 1, all OPC client connections that are individually enabled will be immediately start@dalf
OPC client connections (outgoing) are terminated.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.
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OPCEnableServer

OPCEnableServer — enables or disables DataHub OPC server behavior.

Syntax

(OPCEnableServer 0|1)

Arguments

0|1

If 1, the DataHub will be added to the list of available OPC servers on this computer and future
incoming OPC connections will be acceptedd]tthe DataHub will be removed from the list of
available OPC servers on this computer and all future incoming OPC connections will be denied
when the client attempts to create an OPC group.

Returns

A message indicating success or error. Please refeetaorn Syntaxor details.
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OPCMinimumSecurity

OPCMinimumSecurity — overrides DCOM security settings.

Syntax

(OPCMinimumSecurity 0|1)

Arguments
0l1
If 1, the DataHub will attempt to override DCOM security setting®), lit will not.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command determines whether the DataHub attempts to override the current system COM security
settings when it starts. If you change this setting, you must re-start the DataHub for the change to be
effective. An argument of is equivalent to checking the check-bAitempt to override application

DCOM setting with minimum security settings in the OPCoption of the Properties window.
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OPCModify

OPCModify — madifies an existing OPC connection.

Syntax

(OPCModify label machine_name interface_name server_pattern domain point_pattern
deadband_msec flags polimsec read_method write_method (filters )
Arguments

label

The name for this connection, as displayed in@Coption of the Properties window.
machine_name

The name or IP address of the computer running the DataHub.
interface_name

Is currently ignored.
server_pattern

The name or IP address of the server computer. Wildcard characters are allowed.
domain

The data domain name.
point_pattern

A point name filter. Wildcard characters are allowed. Only leaf items that match this pattern will be
visible in the DataHub. Normally you should spectfyas the pattern.

deadband_msec

The maximum rate at which the server should send data to the client. In asynchronous advise mode,
deadband_msec is transmitted to the server. The server limits the data rate to no more often than
thedeadband_msec . In polling modesdeadband_msec determines the polling rate.

flags
Any combination of:
« 0x00000001 - PROPERTIES Attempt to load item properties as items.
+ 0x00000002 - ENABLED This connection is enabled.
« 0x00000004 - AUTOITEMS Tells the DataHub to read the entire data set from the server.

» 0x00000008 - READ_ONLY Marks the connection as read-only. Data will not be transmitted
from the DataHub to the server.

« 0x00000010 - MANUAL_ITEMS Tells the DataHub to connect to any manually configured
items from the server.

« 0x00000020 - OVERRIDE_TIME- Force the time stamp on incoming data from the server to
the local time on the DataHub’s computer.

polimsec

The number of milliseconds between reconnection attempts when trying to connect to a server.
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OPCModify

read_method
The method to use to read data from the OPC server. This can be one of:
« 1 - Asynchronous Advise (DA2.0)
« 2 - Synchronous Cache Read (DA2.0)
« 3 - Asynchronous Read (DA2.0)
« 7 - Synchronous Device Read (DA2.0)

write_method
The method to use to read data from the OPC server. This can be one of:
« 1 - Synchronous Write (DA2.0)
« 2 - Asynchronous Write (DA2.0)

(filters o)

A space-separated list of filters, each one as a string, such as are entered in the Define OPC Server
dialog of theOPCoption of the Properties window. For example, here is what you would enter if
you have:

- zerofilters: ()

- one filter: ("filter ")

- twofilters: ("filter " "filter ")
. etc.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.
Description

This command is identical tOPCAttach2, except that it applies its settings to an existing connection
instead of creating a new connection.
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OPCRefresh

OPCRefresh — sends &Refresh2command to the OPC server.

Syntax

(OPCRefresh [ label ])

Arguments

label

The name for this connection, as displayed in@#Coption of the Properties window. lébel
is* or absent, then the command affects all currently configured connections.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command causes the outgoing OPC connection specifiedhbly to send an OPRefresh2
command to the server. This instructs the OPC server to retransmit the current values for all items to
which this connection is subscribed.
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OPCReload

OPCReload — reloads the data set from an OPC server.

Syntax

(OPCReload [ label [reconnect 1))

Arguments

label

The name for this connection, as displayed in@#Coption of the Properties window. lébel
is* or absent, then the command affects all currently configured connections.

reconnect

Either1 or no argument causes a disconnect and reconnect during the reload c9gheevents a
disconnect from the OPC server during reload.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command cauSes the outgoing OPC connection specifiedbbly to reload its data set from the
OPC server. If theeconnect argument is absent or is the connection will be disconnected and then
reconnected during the reload cyclerdtonnect is 0, then the data set will be reloaded without
disconnecting from the server.
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OPCRemoveltem
OPCRemoveltem — removes an item based on its DataHub point name.

Syntax

(OPCRemoveltem label point_name )

Arguments

label

The name for this connection, as displayed in@Coption of the Properties window.
point_name

The name of an DataHub point, as a string, without the data domain name.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command removes an OPC item based on its DataHub point name. OPC items are mapped in a
one-to-many relationship with DataHub points. The command removes only the item mapping
associated with the given point name. The point name must not be qualified with the data domain name.
Thelabel is the label supplied t&PCAttach or OPCAttach?2.

e This command does not take effect until A CApply command is issued.
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private_attribute

private_attribute — creates a private attribute.

Syntax

(private_attribute assemblyname attrname type rw dflt_value [ dfit_conf )
Arguments

domain

The domain to which this property applies.
assemblyname

The name of the assembly to which this attribute applies.
attrname

The name of the attribute.
type

A type for the private attribute.
rw

One of:
- r for read-only.
- wfor write-only.

- rw for read-write.

dflt_value

A default value.
dflt_conf

A default confidence level. If nothing is entered, the system assQmes

Returns

A message indicating success or error. Please refeetorn Syntaxor details.
Description

This command creates a private attribute. For information on the difference between an attribute and a
private attribute, please refer 8ection 18.4.3Attributes and Types
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property

property — creates a property for an assembly.

Syntax

(property domain attrname propid propname type rw dflt_value [dfit_conf )

Arguments

domain

The domain to which this property applies.
attrname

The name of the attribute to which this property applies.
propid

An ID number, orAUTOto have the DataHub assign an ID automatically.
propname

A name for the property.
type

A type for the property.

rw
One of:
- r for read-only.
« wfor write-only.
« rw for read-write.
dfit_value
A default value.
dfit_conf
A default confidence level. If nothing is entered, the system assQmes
Returns

A message indicating success or error. Please refeetorn Syntaxor details.
Description

This command creates a property. For more information and an example, please &fetida 18.4.2,
Assemblies, Subassemblies, Attributes, and Properties
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quality
quality = — assigns a quality to a point.

Syntax

(quality name new_quality )

Arguments

name

The name of a point, as a string.
new_quality

The quality to be assigned to the point, as a number. Quality numbers are:

OPC_QUALITY_BAD = 0
OPC_QUALITY_UNCERTAIN = 0x40
OPC_QUALITY_GOOD = 0xc0
OPC_QUALITY_CONFIG_ERROR = 0x4
OPC_QUALITY_NOT_CONNECTED = 0x8
OPC_QUALITY_DEVICE_FAILURE = Oxc
OPC_QUALITY_SENSOR_FAILURE = 0x10
OPC_QUALITY_LAST_KNOWN = 0x14
OPC_QUALITY_COMM_FAILURE = 0x18
OPC_QUALITY_OUT_OF_SERVICE = Oxlc
OPC_QUALITY_WAITING_FOR_INITIAL_DATA =
OPC_QUALITY_LAST USABLE = 0x44
OPC_QUALITY_SENSOR_CAL = 0x50
OPC_QUALITY_EGU_EXCEEDED = 0x54
OPC_QUALITY_SUB_NORMAL = 0x58
OPC_QUALITY_LOCAL_OVERRIDE = 0xd8

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command assigns a quality to a point. Typical qualities incitded andBad.
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read

read — reads a complete point definition.

Syntax

(read name)

Arguments

name

The name of a point.

Returns

The complete point definition in a message, with this syntax:

(point  name type value [ conf security locked seconds nanoseconds flags quality N

where:

name

The name of the point.
type

The data type of the point, one of integer, floating point, or character string.
value

The value of the point.
conf

The confidence level of the poir@,- 100 percent, unused by most applications.
security

The security level of the poin@ to 32768 , where higher numbers represent higher security.
locked

0 for locked, orl for unlocked.
seconds

The operating system time in seconds when the point was read.
nanoseconds

The number of nanoseconds afseconds when the point was read.

flags
User-defined flags.

quality
A constant representing a quality of the connection, assigned by the DataHub for this point, such as
Good, Bad, Last known , Local override , etc. The possible values are those supported by

OPC in Microsoft Windows.

Description

This command reads the current value of a point, along with all the other information it contains. See
alsocread.
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report

report — requests notification of changes to a data point.

Syntax

(report name)

Arguments

name

The name of a data point.

Returns

A message with the complete definition of the point.
Description

This command requests the DataHub to report changes (also called exceptions) to the value or any other
information about a point, as soon as any change takes place. Seecglsd.
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report_domain

report_domain  — registers points and requests information on a whole domain.
Syntax

(report_domain domain flags )

Arguments

domain

The desired domain.
flags

Any bitwise-or combination of:

DH_REG_ALL Register all points on this domain.
DH_REG_FUTURE Register any new points created on this domain subsequent to this call.

DH_REG_QUALIFY Tell the Cascade DataHub to emit all point names with the domain
prepended, as idomain : point_name

DH_REG_ONCEONLY| Tell the Cascade DataHub to send each point value exactly once.

DH_REG_MODEL Tell the Cascade DataHub to send the data model as well as the point
values.

Returns

One or more messages, depending orfldge (s) chosen. Each message contains the complete
definition of the point.

Description

This command lets TCP client connections decide on a per-domain basis whether to informed of the data
model for the domain, and whether to get future updates, fully-qualified domain names, or new points.
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report_errors

report_errors — controls the reporting of errors.
Syntax

(report_errors 0|1 [ error_point  ])

Arguments

01

If O (the default), errors in transmitting an exception will not be reported to the cliehtalf error
string will be generated.

error_point

(Optional) The name of a point to contain the error string. If no name is given here, the error string
will be written as the value of the point in which the error occurred.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command allows a client to specify how a failure to transmit a point change should be reported,
either by modifying the point data and trying again, or by emitting an "error" point with the message in
its data. The default is no reporting at all. In any case, if the attempt to emit the exception with the error
information also fails, no further action is attempted by the Cascade DataHub.
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request_initial _data

request_initial_data — gets current data when client connection is made.

Syntax

(request_initial_data yes|no|0|1)

Arguments
yes|no|0|1

Chooseyes or 1 to request the data, oo or 0 to not make the request.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.
Description

This command causes the Cascade DataHub to send the current value of all points when the client
connects.
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save_config

save_config — forces the DataHub to save its configuration.

Syntax

(save_config)

Arguments

none

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command allows an external client to force the DataHub to save its configuration.
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secure

secure — adjusts the security level of a point.

Syntax

(secure name my_sec new_sec)

Arguments

name

The name of a DataHub point, as a string.
my_sec

The user’s security level.
new_sec

The new security level to be assigned to the point.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command adjusts the security level of a DataHub point. If a point has a non-zero security level then
any attempt to change the point value will fail if the writer claims to have a security level lower than the
point’s security level. The term "security level" is something of a misnomer because it is up to the writer
to state what security level it has, and the writer could claim to have any security level. There is no
validation of the claim by the DataHub. Consequently, this security level is co-operative. It acts to stop
errors among trusted programs, but does not act to limit access by untrusted programs.

The default security level for a point is 0.
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set

set — sets the value of a point.

Syntax

(set name value [confidence 1)

Arguments

name

The name of the point. This is a string.
value

A string representation of the value for the point. The point value will be interpreted as integer, float
or string based on the contents of the value string. This function tries each type in order, and uses
the first type for which the value parameter is a valid representation. Double quotes around the
value parameter are ignored. For example:

« 123 is an integer.

« 123.4 is afloat.

. 1.234e2 is afloat.

. "123" isaninteger.

« 123abc is a string.

confidence

A confidence factor in the range 0fto 100 (optional). This is not used by the DataHub, so is
available to programs that produce graduated confidence, such as expert systems. If this value is not
specified, it is set t400.

All strings can be surrounded by double-quotes if the string contains spaces or special characters. The
backslash character) escapes double quotes and backslashes within the string. Newline, carriage
return, form feed and tab are represented With\r ,\f ,\t respectively. Strings must not contain
newline characters.

Returns

A message indicating success or error. Please refeetarn Syntaxor details.

Description

This command sets the value of a point. When this value is set, the following attributes of the point are
set as follows:

. seconds andnanoseconds are set to the current time on the machine running the DataHub.
- locked ,sec,andquality are all maintained at their previous values for this point.
. flags issetto0.

Please refer to therite command for more information about these parameters. Seesdsdorce,
andcforce.
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set_canonical

set_canonical — sets the type of a point.
Syntax

(set_canonical pointname canonical_type [ force ])
Arguments

pointname

The full name of the point, with domain.
canonical_type

Either a number with a legal numeNe€T_TYPEvalue, or one ofll ,12 ,14 ,UI1,UI2,Ul4, CY,
DATE BOOL BSTR R4, R8, EMPTYI1 ARRAY, 2 ARRAY, |4 ARRAY, UI1 ARRAY, UI2
ARRAYUI4 ARRAY,CY ARRAYDATE ARRAYBOOL ARRABSTR ARRAYR4 ARRAY
R8 ARRAY

force

A value of1 forces a change in canonical type. A valuéobr the omission of this optional
parameter, will allow the canonical type to change only if it is curreBYPTY

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command sets the canonical type of a point. Normally a point’s canonical tifdéR3Y meaning
that it will maintain the data type of whatever data is written to it. If the canonical type is other than
EMPTYthen any data written to the point will be converted to that type before it is stored.

When a point has a non-empty canonical type it is possible that the conversion could fail, in
which case the point value is not changed.
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show_data

show_data — displays the Data Browser.
Syntax

(show_data 0]1)

Arguments
0|1

Usel to show the Data Browser, 6rto hide it.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command shows or hides tBbata Browser
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show_debug_messages

show_debug_messages — show or hide debugging messages in the Data Browser.

Syntax

(show_debug_messages 0|1)

Arguments
0|1

Usel to show debugging messages in the Data Browsd),tomot show them.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.
Description

This command lets you toggle the functionality of fhebug button in theEvent Logon or off
programmatically. The Debug option is very verbose, and could put a high demand on system resources.
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show_event_log

show_event_log — displays the Event Log.
Syntax

(show_event_log 0|1)

Arguments
01
Usel to show the Event Log, d to hide it.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command shows or hides tRgent Log
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show _icon

show_icon — displays the system tray icon.
Syntax

(show_icon 0|1)

Arguments
0l1
Usel to display the system tray icon, Orto hide it.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command lets you show or hide the system try ic@).
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show_properties

show_properties — displays the Properties window.
Syntax

(show_properties 0]1)

Arguments
0l1
Usel to display the Properties window, 0rto hide it.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command shows or hides tReoperties window
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show_script_log
show_script_log — displays the Script Log.
Syntax

(show_script_log 0|1)

Arguments
0|1
Usel to display the Script Log, d to hide it.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command shows or hides tBeript Log
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subassembly

subassembly — creates a subassembly.

Syntax

(subassembly  domain assemblyname subassemblyname instancename )

Arguments

domain

The name of the domain in which this subassembly will be created.
assemblyname

The name of the parent assembly.
subassemblyname

The name for this subassembly.
instancename

The instance name for this instance of the subassembly.

Returns

A message indicating success or error. Please refeetarn Syntaxor details.

Description

This command creates a subassembly level of a data organization. Unlike assemblies, each subassembly
is instantiated when it is created, and therefore needs an instance name. For more information about
assemblies and subassemblies with an example, please r&fectton 18.4.2Assemblies,

Subassemblies, Attributes, and Properties
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SUCCesSsS

success — sets up auccess message.

Syntax

(success command resultstring )

Arguments

command

The name of a command for which this success string will be used.
resultstring

A message string to be send to the issuer of a command when the command executes successfully.
Also seeReturn Syntax

Returns

A message indicating success or error. Please refeetorn Syntaxor details.
Description

This command is used to create messages that are sent from the DataHub to participating programs
whenever a givecommandis successfully executed.
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tcp_service

tcp_service  — sets a TCP service name or port number for incoming slave connections.

Syntax

(tcp_service service|port)

Arguments

service|port

The TCP service name or port number for incoming slave connections.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.
Description

This command informs a DataHub acting as a master which TCP service name or port number it should
listen on for incoming slave connections.
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timeout
timeout — suspends data flow.
Syntax

(timeout  ms)

Arguments

ms

The number of milliseconds to pause.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command causes the Cascade DataHub to stop sending data to the clieswrfitiiseconds.
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transmit_insignificant
transmit_insignificant — permits transmission of insignificant changes.

Syntax

(transmit_insignificant 0|1)

Arguments
01

Usel to transmit insignificant changes, @ito not transmit them.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command permits transmission of insignificant changes. A change is considered insignificant if a
point change differs from the existing value only bytitmestamp . A change is considered significant

if any attribute other thatimestamp changes. That would includeck , security

confidence , quality ,value .This command does not put any kind of deadband on the value.
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type

type — creates a type.

Syntax

(type domain attrname [ superattrname ])

Arguments

domain

The domain in which this type applies.
attrname

The name of this type, which is the same as the name of the attribute.

superattrname

An attribute from which this type is derived.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command creates a type. For more information and an example, please 8detibm 18.4.3,

Attributes and Types
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unload_plugin

unload_plugin — unloads a plugin.gxperimentdl
Syntax

(unload_plugin plugin_name )

Arguments

plugin_name

The name of a plugin.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command lets you instruct the DataHub to unload a plugin.

@ The commands related to plugins are currently experimental.
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unreport

unreport — allows a client to stop receiving data value changes to a point.

Syntax

(unreport name)

Arguments

name

The name of the point to stop receiving values for.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command allows a client to stop future changes from being sent on a specified point.

443



version

version — returns the current version number.

Syntax

(version)

Arguments

none

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command gives the current version number of the DataHub.
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write

write  — writes information to a point.

Syntax

(write name type value conf sec locked seconds nanoseconds [ flags quality N

Arguments

name
The name of the point. This is a string.
type
The type of point. One of
« 0 =string
« 1 =float (8-byte double)
- 2 =integer (32-bit integer)

value

A string representation of the value for the point. It will be interpreted into the type specified by the
type parameter.
conf

A confidence factor in the range 0fto 100. This is not used by the DataHub, so is available to
programs that produce graduated confidence, such as expert systems.

sec
A security level for this point. This is rarely used. If a point’s security level is set to a non-zero value
then attempts to write to that point must claim a security level equal to or greater than the security
level of the point. This uses a "good citizen" model - the writer can claim any security it wants, and
is assumed to be honest - so there is no strong security here. It is intended for systems that want to
avoid accidental changes to values. Security level can be Grom82767 .

locked
An indication that the point is locked, and cannot be changed. C@robbé . Attempts to write to a
locked point will fail.

seconds

The UNIX epoch - seconds since Jan. 1, 1970, as produced biytbd@ function.
nanoseconds

The number of nanoseconds inside this second. Cannot etg@@@l 000,000
flags

User level code should always sen@ #or this value.

quality
A quality indicator consistent with the OPC DA specification. This is not a bit field. It can be one of:
PT_QUALITY_BAD 0
PT_QUALITY_UNCERTAIN 0x40
PT_QUALITY_GOOD 0xcO
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write

PT_QUALITY_CONFIG_ERROR 0x04
PT_QUALITY_NOT_CONNECTED 0x08
PT_QUALITY_DEVICE_FAILURE 0x0c
PT_QUALITY_SENSOR_FAILURE 0x10
PT_QUALITY_LAST_KNOWN Ox14
PT_QUALITY_COMM_FAILURE 0x18
PT_QUALITY_OUT_OF_SERVICE ox1c

PT_QUALITY_WAITING_FOR_INITIAL_DATA 0x20

PT_QUALITY_LAST_USABLE ox44
PT_QUALITY_SENSOR_CAL 0X50
PT_QUALITY_EGU_EXCEEDED 0x54
PT_QUALITY_SUB_NORMAL 0X58
PT_QUALITY_LOCAL_OVERRIDE 0xd8

All strings can be surrounded by double-quotes if the string contains spaces or special characters. The
backslash character ) escapes double quotes and backslashes within the string. Newline, carriage
return, form feed and tab are represented with\r ,\f ,\t respectively. Strings must not contain
newline characters.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command lets you manually write information to a point. See @lgde.

446



Il. Obsolete and Unused
Commands

Table of Contents

(o= T Lo VIV T )i T (=T (1T = S 448
(o o] o T [ToT=T 0 T TSRS 449
L<Tod o [0 TSSOSO 450
(1= o] ST ool ] g T=Tox Y= AV =Y oSS 451
E NG E D D ESEIVEL ... ittt ettt b s b b et h bbb b e b et e Rt b e b e b e e e et neene et erenan 452
L (oT=T o110 AT o LU= R 453
1= U1 =T I o =Y 1 SRS 454
L F= 1S3 = g 0 1) 455
AT TS E=T =T AV ol SO SOTST 456
(o] o o o= 10T [T OSSPSR 457
L@ 1 =@ AV [0 11 =1 o 1 458
L@ 1= O AN 1 - V] o R 459
L@ =1 T SRS 460
111 PSR 461
Lo gD G =T a g LT = 11 2= ol o OSSR 462
Lo gD G (=T o1 USSR 463
(T2 Vo Lo USRS 464
[=To 5 (=T g o =1 = o U o S 465
(1= 0o o > 1| S 466
=T To] g al e F= = a1 o1 467
[T B LCE] AR RRPR 468
0] T USSP PP P STPRURTRTRON 469
LT g oA =T 1) (=] TSSO PSPPI 470
SCHPL_SYMIION ...ttt e b et b bbbt et et ek s b ettt be e 471
L] oSSR 472
SYIIC ettt e e e E R R E e SR e R e R e e R e e R e e e e e e e sh e r e r e ae e re e e saeas 473
122 1] (0 L= o OSSP 474
162 1S ] =T (<o [OOSR 475
WIS o T [ToT= o Y= PP 476
V= g T N [0 =T T = d 11 YT U TSSO 477

This reference contains commands that are deprecated, obsolete, and no longer used, as well as
commands that are for internal use only. These commands should rarely if ever be used.
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bandwidth_reduce

bandwidth_reduce  —is for internal use only.
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drop_license

drop_license = —is for internal use only.

449



echo

echo — is for internal use.
Syntax

(echo name type value [ conf security locked seconds nanoseconds flags quality N

Description

This command is only used between two DataHubs. A non-DataHub client should never issi®an
command.
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enable_connect_server

enable_connect_server — is deprecated.

Syntax

(enable_connect_server 0|1)

451



EnableDDEServer

EnableDDEServer —is for internal use only.

Syntax

(EnableDDEServer 0]1)

Description
This command is for internal use only. To enable the DDE server, please refealite dde_server
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exception_buffer

exception_buffer — is deprecated.

Syntax

(exception_buffer bytes )
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failed_license

failed_license — is for internal use only.
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master_host

master_host — is deprecated in favor ghirror_master.

Syntax

(master_host name]|IP)
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master_service

master_service — is deprecated in favor ahirror_master.

Syntax

(master_service service|port)
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on_change

on_change — is forinternal use only.
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OPCAddItem

OPCAddItem — is deprecated in favor @@PCAddItem2.

Syntax

(OPCAdditem label flags propid item (parent... 1))

Arguments

label

The name for this connection, as displayed in@fCoption of the Properties window.

flags
one or more of the following:
IS_BRANCH = 0X0001
IS_LEAF = 0X0002
IS PROP = 0X0004
PARENT_IS_LEAF = 0X0008
propid

If this point is a property of an OPC leaf ited§( PROPs true), then the property ID must be
entered here. Otherwise, enferThis entry is ignored ifS_PROPs not true.

item
The name of the item on the OPC server, as a string.
(parent... )

A list of parent DataHub points (OPC branch nodes) that lead to this point, each as a string. If the
point is a property (has a non-zegoopid ), then the last element of the list should be an OPC leaf
node. OPC servers can use thé tharacter in item names, so this hierarchy is not necessarily
derivable from the point name.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command is deprecated in favor@PCAddItem2, but is available to facilitate upgrading from
earlier versions of the DataHub. It adds OPC items to an OPC server connection. It does not take effect
until the OPCApply command is issued.

Example

(OPCAdditem "MyOPCServer" 2 0 "Tank3.Level" ("Tank3" "Level"))
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OPCAttach

OPCAttach — is deprecated in favor ddPCAttach2.

Syntax

(OPCAttach label machine_name interface_name server_pattern domain point_pattern [ deadband_msec 1)
Arguments

label

A name for this connection, as a string.
machine_name

The name or IP address of the computer running the DataHub.
interface_name

Is either:"OPC Data Access 2.0" or"OPC Data Access 3.0" Currently only"OPC
Data Access 2.0" s supported.

server_pattern

The name or IP address of the server computer. Wildcard characters are allowed.
domain

The data domain name.
point_pattern

A point name filter. Wildcard characters are allowed. Only leaf items that match this pattern will be
visible in the DataHub. Normally you should specifyas the pattern.

deadband_msec

The maximum rate at which the server should send data to the client.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command is deprecated in favor@PCAttach2, but is available to facilitate upgrading from
earlier versions of the DataHub. It lets you set up an OPC connection. It corresponds roughly to the
Define OPC Server dialog box that you get when you click tield button in theOPCoption of the
Properties window.
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OPClInit

OPCInit —is deprecated.

Syntax

(OPClnit)
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point

point —is used internally.

Syntax

(point  name type value [ conf security locked seconds nanoseconds

Arguments

name
The name of the point.
type
The type of the point.
value

The value of the point.
conf

The confidence level of the point.
security

The security level of the point.
locked

The locked status of the point.
seconds

The current time in seconds.
nanoseconds

The number of nanoseconds psstonds .
quality
The quality of the point.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

[ quality

m

This command is the string that the DataHub sends to all clients when a point value changes (i.e. a point
exception occurs). The DataHub also listens fpoat command because this is the mechanism that it
uses to get updates from another DataHub that it is tunnelling/mirroring. This is not a command that a

user would normally emit. Point changes should be sent to the DataHub usiwgtih@r cwrite

commands.
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gnx_name_attach

gnx_name_attach — does nothing.

Syntax

(gnx_name_attach node name)
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gnx_receiver

gnx_receiver — does nothing.

Syntax

(gnx_receiver name)
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readid

readid — shouldnotbe used.

Syntax

(readid  pointnumber )

Arguments

pointnumber

The ri" point in the senderdefault  domain.

Returns

A message indicating success or error. Please refeetorn Syntaxor details.

Description

This command is likeeadbut not as useful or robust. It reads tHepwoint in the point table of the
sender'default domain. This is neither useful nor not robust, since deleting a point will cause
unpredictable behavior. Avoid using this command.
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register_datahub

register_datahub — replaced byeport_domain.

Syntax

(register_datahub domain )
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report_all

report_all — replaced byeport_domain.
Syntax
(report_all future domain_needed )
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report_datahubs

report_datahubs — does nothing.

Syntax

(report_datahubs yes|no)
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request

request — replaced byeport_domain.

Syntax

(request  pointname )
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run

run — does nothing.

Syntax

(run  command [ argument ...])
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script_register

script_register — is for internal use only.

470



script_symbol

script_symbol — is for internal use only.
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slave

slave — is for internal use only.
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sync

sync — is for internal use only.
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taskdied

taskdied —is for internal use.

Syntax

(taskdied name domn qu nodename node pid chid )
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taskstarted

taskstarted — is for internal use.
Syntax
(taskstarted name domn qu nodename node pid chid )
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using_license

using_license — is for internal use only.
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warn_of license _expiry

warn_of_license_expiry — is deprecated.

Syntax

(warn_of_license_expiry 0|1)
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